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Consumers’ online privacy concerns: causes and effects
Abstract

This article describes an empirical study that investigates the factors that influence American consumers’ online priva-
cy concerns and their outcomes. Consumers’ online privacy concerns are found to be positively impacted by their per-
ceived vulnerability to unauthorized gathering and use of personal information, and negatively impacted by their per-
ceived ability to control the manner in which their personal information is collected and used online. The consumers’
perceived vulnerability is negatively affected by their level of Internet literacy and their perceived ability to control the
collection and use of information. In turn, the perceived ability to control information collection and use is positively
influenced by both the Internet literacy level and the social awareness of the consumer. The privacy concerns of Amer-
ican consumers are found to negatively impact their willingness to provide personal information to web sites, their wil-
lingness to engage in e-commerce transactions, and even their willingness to surf the Internet. The implications of the
findings for web site managers and designers are discussed.

Keywords: online privacy, information privacy, e-commerce, the United States.

Introduction

Invasion of privacy on the Internet involves the un-
authorized collection, disclosure, or other use of
personal information (Wang, Lee, and Wang, 1998;
Wills and Zeljkovic, 2011). As e-commerce contin-
ues to grow worldwide, companies are gathering an
increasing amount of personal information from
consumers on the Internet. Private information on
consumers is now a commodity that is routinely
bought, sold, and traded (Gillmor, 1998). Marketers
across the board now collect detailed individual-
level information to profile consumers, and increase
the efficiency and effectiveness of their marketing
strategies. It is now virtually impossible for con-
sumers to transact business online without having to
reveal personal information (Rust, Kannan and
Peng, 2002). Personal information is also often
asked for when consumers are required to register at
web sites before being able to browse free content.
In addition, consumers’ personal information could
be obtained involuntarily by the use of cookies that
track people’s online surfing behavior (Pierson and
Heyman, 2011). Vast amounts of individual infor-
mation can be very easily collected over the Inter-
net, and digital networks can link all this private
information in databases (Caruso, 1998). This in-
formation can then be bought, sold and traded, pos-
sibly without the consumers’ permission, which in-
creases consumers’ concerns regarding having to
reveal personal information online, and regarding
the way in which such information might be used
(Yao, Rice and Wallis, 2007; Ohm, 2010; Fletcher,
2003). Such concerns range from the intrusion of
one’s privacy and being targeted with unsolicited
advertisements, to potential hassles resulting from
online identity theft. Online privacy concerns are
felt globally, as the Internet is a global medium, and
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allows the transfer of massive amounts of consumer
information instantly across national borders (Nij-
hawan, 2003). The fallout from such concerns about
privacy could range from consumers declining to
provide personal information online to the outright
rejection of e-commerce, or even minimizing the
use of the Internet (Nam et al., 2006; Dinev and
Hart, 2006a; Wills and Zeljkovic, 2011).

Against this backdrop, we report a field study from
the United States in this paper, which investigates a
comprehensive set of factors that impact the online
privacy concerns of consumers, and the possible
outcomes of such concerns. A set of hypotheses is
developed and tested. The managerial implications
in terms of reducing consumers’ online privacy
concerns and encouraging e-commerce are also
discussed.

1. Factors affecting online privacy concerns

Two major factors that have been identified in the
literature as major influencers of online privacy
concerns are: (1) the consumers’ perceived vulnera-
bility to the unauthorized gathering and misuse of
personal information; and (2) the consumers’ per-
ceived ability to control the manner in which per-
sonal information is collected and used (Dinev and
Hart, 2004). Perceived vulnerability describes the
perceived potential risk when personal information
is revealed (Raab and Bennett, 1998). The revela-
tion of private information could be caused by many
factors, such as accidental disclosure, unauthorized
access, hacking into networks, etc. (Rindfleish,
1997). The possible negative consequences for con-
sumers include identity theft (Saunders and Zucker,
1999), undesirable consumer profiling (Budnitz,
1998), and being targeted by unwanted advertising
messages on the Internet (i.e., ‘spam’ e-mails).
These factors contribute to consumers feeling in-
creasingly vulnerable to the risk of misuse of their



private information on the Internet and, therefore,
experiencing increased online privacy concerns (Di-
nev and Hart, 2004). The perceived ability to con-
trol is the extent to which consumers think they can
prevent personal information from being disclosed
online (Culnan and Armstrong, 1999). Consumers
tend to think that information disclosure is less inva-
sive to their privacy, and less likely to lead to nega-
tive consequences when they believe that they can
control when and how such information is disclosed
and used in the future. Hence, consumers’ online
privacy concerns are likely to be reduced by their
perceived ability to control information collection
and dissemination.

There is also a likely relationship between the per-
ceived ability to control personal information collec-
tion and usage, and the perceived vulnerability to
information misuse. If consumers feel that they can
actually control how their private information is col-
lected and used by web sites, they will also feel less
vulnerable to the potential negative outcomes of
information misuse. Therefore, perceived ability to
control private information flow on the part of con-
sumers will reduce their perceived vulnerability and,
in turn, will reduce their online privacy concerns.

The preceding discussion leads to our first three re-
search hypotheses.

H1: Consumers’ perceived vulnerability to unautho-
rized online data collection and use of such data is
positively related to their online privacy concerns.

H2: Consumers’ perceived ability to control the
manner in which their personal information is col-
lected and used online is negatively related to their
online privacy concerns.

H3: Consumers’ perceived ability to control the
manner in which their personal information is col-
lected and used online is negatively related to their
perceived vulnerability to unauthorized online per-
sonal data collection and use of such data.

Dinev and Hart (2006a) examined the role of Inter-
net literacy and social awareness in influencing con-
sumers’ online privacy concerns. Internet literacy
refers to the level of skill and knowledge possessed
by consumers in using the Internet, including estab-
lishing an Internet connection, navigating the web,
completing e-commerce transactions, protecting the
computer from viruses and spyware, setting the
browser’s privacy and security options appropriate-
ly, and protecting one’s privacy by employing ade-
quate measures before disclosing information online
(Dinev and Hart, 2006a; Spiekermann, Grossklags,
and Berendt, 2001). In the context of our research,
social awareness is described as the extent to which
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consumers are knowledgeable about the social is-
sues involving Internet usage (Dinev and Hart,
2006a), such as trust, privacy, security, governance,
censorship, and restrictions (Burn and Loch, 2001;
Papazafeiropoulou and Pouloudi, 2001). Social
awareness requires raised interest and passive in-
volvement in these social issues, and is a key in in-
creasing consumer consciousness (Bickford and
Reynolds, 2002). Consumers who are socially aware
will be interested in and follow community and
government policies and initiatives related to tech-
nology and the Internet (Schwartz and Solove,
2011). Because of their interest in social issues and
policy, consumers with a high degree of social
awareness will closely follow Internet privacy issues
and the development of privacy policies and regula-
tions (Dinev and Hart, 2006a).

Based on the above observations, we propose the
following four hypotheses.

H4: Consumers’ Internet literacy level is negatively
related to their perceived vulnerability to unautho-
rized online personal data collection and use of
such data.

H5: Consumers’ social awareness level is positively
related to their perceived vulnerability to unautho-
rized online personal data collection and use of
such data.

H6: Consumers’ Internet literacy level is positively
related to their perceived ability to control the man-
ner in which their personal information is collected
and used online.

H7: Consumers’ social awareness level is positively
related to their perceived ability to control the man-
ner in which their personal information is collected
and used online.

2. Outcomes of online privacy concerns

Increased consumer concerns about online informa-
tion privacy is likely to affect all Internet-based ac-
tivities that could result in the collection and subse-
quent use of personal data. When consumers perce-
ive that negative consequences could result from
submitting personal data online, they are less likely
to do so. At the minimal level, consumers who are
concerned about their online privacy will be unwil-
ling to disclose personal information to web sites
(Nam et al., 2006). This may result in browsing only
those web sites where no personal data is captured
(Rice, McCreadie, and Chang, 2001), or providing
only limited and anonymous, or even false personal
information to web sites (Dinev and Hart, 2006b)
that require “registration” prior to using content.
Consumers with elevated online privacy concerns
could be unwilling to make e-commerce transac-

33



Innovative Marketing, Volume 8, Issue 3, 2012

tions altogether, since almost all such transactions
require the disclosure of sensitive personal informa-
tion, such as credit card numbers, telephone num-
bers, e-mail and postal addresses, etc. (Dinev and
Hart, 2006a). Graeff and Harmon (2002) reported a
survey where nearly three-quarters of the respon-
dents said that they did not feel comfortable using
their credit cards for online purchases. A recent
study by Tsai et al. (2011) revealed that consumers
were more likely to purchase products from web
sites that displayed their privacy practices prominent-
ly, and were even willing to pay a premium price to
buy from such web sites. Consumers who are very
highly concerned about protecting their privacy online
may realize that even if they do not voluntarily submit
any personal information to a web site, information is
still exchanged between the consumers’ client com-
puters and the host server of the web site. The informa-
tion exchanged includes the client machine’s IP ad-
dress (leading to the identification of the site user’s
location), and details of the specific areas of the web
site that have been visited. Some web sites install
software (known as “spyware”) on client machines
without the users’ knowledge and consent. This soft-
ware monitors the users’ web surfing activities and
provides the information to a specific server (Staples,
2004). While the planting of spyware without the us-
er’s awareness and consent is illegal, many legitimate
web sites install small files called “cookies” on user’s
hard drives for relatively benign purposes, such as let-
ting the user personalize the web site, identifying reg-
istered users of a web site, recall stored shopping cart
information at e-commerce sites, etc. Although legiti-
mate web sites install cookies only with the user’s
permission (typically stated in their privacy policy),
and they can be configured to run on web browsers
only under the user’s own settings, the cookies are
normally executed without any user action (Strauss
and Frost, 2012). This feature is startling to Internet
users who are extremely concerned about online
privacy, and may feel that they could be unkno-
wingly and involuntarily disclosing sensitive infor-
mation online. To protect their privacy, these con-
sumers may be unwilling to use the Internet alto-
gether in extreme cases.

Considering these three possible outcomes depending
on the consumers’ degree of concern about online pri-
vacy, we propose our final three research hypotheses.

HS8: Consumers’ online privacy concerns are nega-
tively related to their willingness to provide person-
al information online.

H9: Consumers’ online privacy concerns are nega-
tively related to their participation in e-commerce
transactions.
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H10: Consumers’ online privacy concerns are nega-
tively related to their willingness to use the Internet.

3. Research method

3.1. Construct operationalization. The measures
used to operationalize the constructs were adapted
from relevant prior studies that explored some of the
individual factors influencing online privacy con-
cerns (Dinev and Hart, 2004; Dinev and Hart,
2006a; Dinev and Hart, 2006b; Sheehan and Hoy,
2000; Bellman et al., 2004; Yao, Rice, and Wallis,
2007; Culnan and Armstrong, 1999). Multi-item
measures were established for the following va-
riables: online privacy concerns (PRIVCON, 4
items); perceived vulnerability to unauthorized
online personal data collection and use of such
data (VULNER, 6 items); perceived ability to
control the manner in which personal information
is collected and used online (CONTROL, 4
items); Internet literacy (INTLIT, 4 items); social
awareness (SOCAWARE, 6 items); willingness to
provide personal information online (WILINFO, 3
items), willingness to participate in e-commerce
(WILECOM, 3 items); and the willingness to use
the Internet (WILUSE, 2 items). For each scale
item, survey respondents were asked to indicate,
on a 7-point Likert scale, their perception regard-
ing a statement describing the relevant variable.
The items for all the measures are listed in the
Appendix.

3.2. Sampling frame. Internet users across the
United States were given an online survey that
included the multi-item scales to measure the
study variables described above. The respondents
were randomly selected from the online consumer
panel of a major market research company. Alto-
gether, 264 completed surveys were received. Of
the 264 respondents, 147 (55.7%) were female.
The average age of the respondents was 41.7
years, and 210 (79.5%) respondents were college
graduates or beyond. The average time spent on-
line by the respondents was 20.4 hours per week.

4. Results

4.1. Measurement of scale properties. After the
responses were compiled, the reliability of each
multi-item measure was assessed via calculating
Cronbach’s coefficient alpha. The Cronbach’s al-
phas and the descriptive statistics for the eight meas-
ures used in the study are presented in Table 1. The
scale reliabilities were found to be satisfactory, con-
sidering the relatively small number of items for
each measure (Churchill, 1979).
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Table 1. Descriptive statistics of the measures (N = 264)

Measure Number of items (Crorﬁgfht?!gph a) (value'\caer?ge 17) Standard deviation
Online privacy concerns (PRIVCON) 4 .948 5.28 1.46
Perceived vulnerability (VULNER) 6 .949 5.12 1.49
Perceived ability to control (CONTROL) 4 .867 5.51 1.23
Internet literacy (INTLIT) 4 .808 5.22 1.40
Social awareness (SOCAWARE) 6 870 433 141
Willingness to provide personal information (WILINFO) 3 644 3.31 1.37
Willingness to participate in e-commerce (WILECOM) 3 .862 484 1.62
Willingness to use the Internet (WILUSE) 2 .898 497 1.80

4.2. Tests of hypotheses. To test hypotheses H1 and
H2, a regression analysis was done, with consum-
ers’ online privacy concerns (PRIVCON) as the
dependent variable, and perceived vulnerability
(VULNER) and perceived ability to control
(CONTROL) as the independent variables. The
results are indicated in Table 2. The overall re-
gression model with the two predictor variables
was found to be statistically significant (F = 41.44

with 2 degrees of freedom, p < .001), with R* = .241.
Both predictor variables were found to significant-
ly affect the online privacy concerns as well. As
hypothesized, perceived vulnerability was posi-
tively related (standardized beta-coefficient esti-
mate = .406, t = 7.02, p < .001), and perceived
ability to control was negatively related (standar-
dized beta-coefficient estimate = -.166, t = -2.87,
p <.01) to online privacy concerns.

Table 2. Regression predicting consumers’ online privacy concerns (PRIVCON)

Number of observations = 264

Re= 241
Overall F=41.44,d.f. =2, p<.001

Predictor variable Standardized coefficient estimate t-value (probability of #)
Intercept 0.00 5.46 (p <.001)
Perceived vulnerability (VULNER) 406 7.02 (p<.001)
Perceived ability to control (CONTROL) -.166 -2.87 (p<.01)

Hypotheses H3, H4, and HS5 were tested via a regres-
sion analysis, with perceived vulnerability (VULNER)
as the dependent variable, and perceived ability to con-

trol (CONTROL), Internet literacy (INTLIT), and
social awareness (SOCAWARE) as the indepen-
dent variables. The results are reported in Table 3.

Table 3. Regression predicting consumers’ perceived vulnerability (VULNER)

Number of observations = 264

R2 =379
Overall F=14.55,d.f.=3, p< .01

Predictor variable Standardized coefficient estimate t-value (probability of #)
Intercept 0.00 4.23 (p<.001)
Perceived ability to control (CONTROL) -.349 -5.97 (p < .001)
Internet literacy (INTLIT) -.208 -3.49 (p<.001)
Social awareness (SOCAWARE) 102 2.00 (p<.05)

As seen from Table 3, the overall regression mod-
el was statistically significant at the p < .01 level
(F = 14.55 with 3 degrees of freedom), with R? =
.379. Perceived ability to control had a significant
negative impact on perceived vulnerability (stan-
dardized beta-coefficient estimate = -.349, t = -
5.97) at the p < .001 level. Internet literacy also
had a significantly negative impact on perceived
vulnerability (standardized beta-coefficient esti-
mate = -.208, ¢ = -3.49), again at the p < .001 lev-
el. Social awareness was found to have a signifi-
cantly positive effect on perceived vulnerability
(standardized beta-coefficient estimate = .102, ¢ =

2.00, p < .05). Therefore, hypotheses H3, H4, and
HS5 were supported.

A regression analysis with perceived ability to
control (CONTROL) as the dependent variable,
and Internet literacy (INTLIT) and social aware-
ness (SOCAWARE) as the independent variables
was carried out to test hypotheses H6 and H7. The
results are reported in Table 4. The overall regres-
sion model came out to be statistically significant
at the p < .001 level (F = 30.67, with 2 degrees of
freedom). The R? value obtained was .214. Inter-
net literacy was found to positively impact the
perceived ability to control (standardized beta-
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coefficient estimate = .190, t = 3.18, p < .001).
Social awareness was also found to positively im-
pact the perceived ability to control (standardized

beta-coefficient estimate = .199, r = 3.31, p
<.001). Therefore, both hypotheses H6 and H7
were supported.

Table 4. Regression predicting consumers’ perceived ability to control (CONTROL)

Number of observations = 264

Re= 214
Overall F=30.67, d.f.=2, p<.001

Predictor variable Standardized coefficient estimate t-value (probability of #)
Intercept 0.00 7.92 (p<.001)
Internet literacy (INTLIT) 190 3.18 (p<.001)
Social awareness (SOCAWARE) 199 3.31(p<.001)

The hypotheses regarding the outcomes of con-
sumers’ online privacy concerns (H8 through
H10) were tested by correlating the consumers’
privacy concerns (PRIVCON) with the three poss-
ible outcomes: willingness to provide personal
information online (WILINFO), willingness to
participate in e-commerce (WILECOM), and wil-
lingness to use the Internet (WILUSE). The Pearson
correlation coefficient between online privacy con-
cerns and willingness to provide personal informa-
tion online was -.425 (significant at the p <.001
level), thus supporting the hypothesized negative
relationship between the two variables (H8). The
Pearson correlation coefficient between online privacy

concerns and the willingness to participate in e-
commerce was also negative (-.387) and signifi-
cant at the p < .001 level. This provided support
for hypothesis H9. The Pearson correlation coeffi-
cient between online privacy concerns and the wil-
lingness to use the Internet came out to be -.325,
which was statistically significant at the p < .001
level. This negative relationship provided support
for hypothesis H10.

5. Discussion and managerial implications

The results of the tests of hypotheses are summarized
in Table 5 below. It is seen that the empirical data pro-
vided support for all ten hypotheses that were tested.

Table 5. Summary results of the tests of hypotheses

Hypotheses Result
H1 Perceived vulnerability — + Online privacy concerns Supported (p < .001)
H2 Perceived ability to control — = Online privacy concerns Supported (p < .001)
H3 Perceived ability to control — - Perceived vulnerability Supported (p < .01)
H4 Internet literacy — = Perceived vulnerability Supported (p < .01)

H5 Social awareness — + Perceived vulnerability

Supported (p < .05)

H6 Internet literacy — + Perceived ability to control Supported (p < .001)
H7 Social awareness — + Perceived ability to control Supported (p < .001)
H8 Online privacy concerns — = Willingness to provide personal information online Supported (p < .001)
H9 Online privacy concerns — = Willingness to participate in e-commerce Supported (p < .001)
H10 Online privacy concerns — = Willingness to use the Internet Supported (p < .001)

The study results suggest that online privacy con-
cerns of American consumers could be reduced by
reducing their perceived vulnerability to informa-
tion misuse and its consequences, and by increas-
ing their perceived ability to control the collection
and use of sensitive personal information online
(hypotheses H1 and H2). The perceived vulnera-
bility itself could also be reduced (thus reducing
the privacy concerns, in turn) by increasing the
consumers’ perceived ability to control informa-
tion collection and usage (hypothesis H3), and by
increasing their level of Internet literacy (hypo-
thesis H4). The perceived ability to control can be
positively impacted by the consumers’ level of
Internet literacy and their level of awareness of
social issues involving Internet usage (hypotheses
H6 and H7). Online marketers should, therefore,

36

make efforts to increase the consumers’ Internet
literacy by educating them about the options
available for protecting private information. For
example, they can post information on their web
sites about specific software (e.g., firewalls,
browser security fixes) or procedures (e.g., setting
browser configurations to prevent tracking coo-
kies being implanted without the user’s permis-
sion) that may alleviate privacy concerns by in-
creasing the perceived control and reducing the per-
ceived vulnerability (Spiekermann, Grossklags, and
Berendt, 2001). Given the relatively high education-
al achievements of Internet users (79.5% in our
study sample were college graduates or beyond),
such information should be easily understood by
the majority of people using the Internet and,
therefore, should be effective.



In our study, social awareness was found to directly
impact the consumers’ perceived vulnerability to
unauthorized information gathering and use (hypo-
thesis HS). In addition, a heightened level of social
awareness positively affected the consumers’ per-
ceived ability to control the collection and use of
personal information (hypothesis H7), and therefore,
could be said to negatively influence online privacy
concerns (following hypothesis H2) indirectly. In-
ternet marketers can seek to increase the social
awareness of consumers by posting a comprehen-
sive privacy policy prominently on the home page
of their web site (Hui, Teo, and Lee, 2007; Tsai et
al., 2011). A key element is to convince the con-
sumers regarding the procedural fairness in the col-
lection and use of personal data, and increasing the
consumers’ trust in the web site (Culnan and
Armstrong, 1999). Specific measures that marketers
may implement include promoting the reputation
and legitimacy of the company requesting informa-
tion (Andrade, Kaltcheva, and Weitz, 2002), dis-
playing third-party privacy seals such as VeriSign,
TrustE, etc. on their web sites (Hui, Teo, and Lee,
2007). It is also prudent for online marketers not to
ask for more information than is absolutely neces-
sary for effecting e-commerce transactions.

Our study shows that when consumers are highly
concerned with their online privacy, they are less
willing to disclose personal information online, are
less inclined to participate in e-commerce transac-
tions, and are even prepared to minimize their Internet
surfing (hypotheses H8, H9, and H10, respectively).
These negative consequences of consumers’ online
privacy concerns are not acceptable to marketers who
rely on enhancing their marketing strategies (consumer
profiling, better targeting, etc.) by collecting and ana-
lyzing individual-level data, or who offer e-commerce
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transactions on their web sites. To reduce the proba-
bility of these negative outcomes, marketers will
need to address the antecedents of online privacy
concerns and alleviate those concerns. The demo-
graphic information revealed that 68.9% of the res-
pondents (182 out of 264) would read the “privacy
policy” posted on a web site “sometimes, often, or
always” before providing any personal information
to the site, or before conducting any financial
transaction at the site. Only 9.5% of the respon-
dents (25 out of 264) indicated that they never read
the “privacy policy,” and 21.6% (57 out of 264)
said they rarely read it. This suggests that if online
marketers choose to offer comprehensive informa-
tion about protecting the site visitors’ privacy,
consumers are more than likely to read that in-
formation and that would certainly help in reduc-
ing their privacy concerns and encouraging them
to provide personal information online, and par-
ticipate in e-commerce.

Conclusion

We presented the results of an empirical test to in-
vestigate the influence of specific factors on the on-
line privacy concerns of consumers in the United
States, and the interrelationships among those fac-
tors. We also identified the undesirable outcomes of
consumers’ online privacy concerns on Internet
marketers, e.g., reluctance to disclose personal in-
formation online, and reluctance to engage in e-
commerce transactions. Online marketers need to
understand the influencing factors and address them
appropriately (as outlined in the managerial implica-
tions), so that consumers’ online privacy concerns
are reduced and they are willing to disclose personal
information on the Internet, and participate in e-
commerce.
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Appendix. Survey items

Online privacy concerns (PRIVCON). To what extent (on a scale from 1 to 7) do you agree with the following?

1.
2.

3.
4.

I am concerned that the information I submit on the Internet could be misused.

When I shop online, I am concerned that the credit card information can be stolen while being transferred on the
Internet.

I am concerned about submitting information on the Internet because of what others might do with it.

I am concerned about submitting information on the Internet because it can be used in a way I have not foreseen.

Perceived vulnerability (VULNER). To what extent (on a scale from 1 to 7) do you think the following could happen
to you when you use the Internet?

1.
2.
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Records of online transactions could be sold to third parties.
Personal information submitted could be misused.
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Personal information could be made available to individuals or companies without my knowledge.
Personal information could be made available to government agencies.

Personal information could be inappropriately used.

Unauthorized charges could be made against credit card information submitted.

ks W

Perceived ability to control (CONTROL). To what extent (on a scale from 1 to 7) do you agree with the following?

1. T would only submit accurate and personal information at a web site if the site allowed me to control the informa-
tion I volunteer.

2. I would only provide accurate and personal information at a web site if the site allowed me to control the informa-

tion they can use.

Being able to control the personal information I provide to a web site is important to me.

4. Twould only provide accurate and personal information at a web site if their control policy is verified/monitored
by a reputable third party.

W

Internet literacy (INTLIT). Rate (on a scale from 1 to 7) the extent to which you are able to do the following tasks:

1. Identify and delete a program which you consider intrusive (spyware) and which was installed through the Internet
without your knowledge and permission.

2. Manage virus attacks by using antivirus software.

3. Communicate through instant messaging or discussion boards.

4. Download files/audio/video/executables from the Internet.

Social awareness (SOCAWARE). To what extent (on a scale from 1 to 7) do you agree with the following?

I am interested in reading political commentaries or watching them on TV.

I closely follow developments in my community.

I enjoy discussing important social issues with others.

I watch news and other television programs/channels that address current issues.
I closely follow government regulation of high-tech businesses.

I read at least one newspaper every day or watch news on TV.

A

Willingness to provide personal information (WILINFO). To what extent (on a scale from 1 to 7) do you agree with
the following?

1. T am generally unwilling to disclose personal information at a web site.

2. Tavoid using web sites that require personal information about myself before letting me use the content.

3. If a web site requires registration with personal information before letting me use the content, I generally provide
false information.

Willingness to participate in e-commerce (WILECOM). To what extent (on a scale from 1 to 7) are you willing to
use the Internet to do the following?

1. Purchase goods (e.g., books) or services (e.g., airline tickets) from web sites that require me to submit accurate and
identifiable information (e.g., credit card information).

2. Conduct sales transactions at e-commerce sites that require me to provide credit card information.

3. Retrieve highly personal and password-protected financial information from the Internet (e.g., using web sites that
allow me to access my bank account or credit card account).

Willingness to use the Internet (WILUSE). To what extent (on a scale from 1 to 7) do you agree with the following?

1. Tavoid using the Internet altogether because I am afraid that my personal information can be automatically col-
lected by web sites without my knowledge or permission.

2. Tuse the Internet only in very limited circumstances because I am scared of giving away my personal information
to strangers.

39



	“Consumers’ online privacy concerns: causes and effects”

