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Abstract

One of the leading indicators for improving fraud detection capability is the evaluation 
of the implementation of risk management and risk-based internal audit and informa-
tion technology systems. This study aims to evaluate how risk management and risk-
based internal audits influence fraud detection capabilities in local government when 
integrated with information technology systems. SPSS 26 was utilized for data analysis. 
The paper uses a quantitative approach, collecting primary data with questionnaires 
distributed among 200 auditors and 70 supervisors across four districts in West Java. A 
purposive sampling approach based on self-selection was used. The findings show that 
the ability to detect fraud is significantly and positively influenced by the implementa-
tion of a risk-based internal audit (sig 0.000 < 0.05) and risk management process (sig 
0.000 < 0.05). On the other hand, the risk management framework (sig 0.107 > 0.05) 
has a negative and insignificant effect on improving fraud detection capability. In ad-
dition, the relationships between the risk management process (sig 0.006 < 0.05) and 
fraud detection capability were found to be moderated by information technology sys-
tems. However, information technology systems are unable to moderate the relation-
ship between risk-based internal audit (sig 0.563 > 0.05) and risk management frame-
work (sig 0.115 > 0.05) on fraud detection capability. Therefore, risk management and 
risk-based internal audits are able to detect fraud, and information technology systems 
can strengthen the risk management process with the ability to detect fraud.
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INTRODUCTION

Fraud or deception seriously threatens the integrity, finances, and rep-
utation of the public sector worldwide. Fraud cases can occur not only 
because of weaknesses in law enforcement but also because of a lack of 
supervision over financial management. Auditors’ ability to conduct 
risk-based internal audits still needs to run optimally, and more train-
ing needs to be provided. One example of a fraud case that occurred 
in Bogor Regency was related to giving bribes to a team of auditors 
from the West Java Supreme Audit Agency so that the Bogor Regency 
regional government’s financial report for the 2021 fiscal year received 
an Unqualified Opinion (UO). Apart from that, the fraud case was 
also conducted by the regional head of Bandung City along with eight 
other people in connection with the bribery case for procuring CCTV 
and internet service providers in the Bandung Smart City program. 
Indonesia Corruption Watch (ICW) assesses that cases of fraudulent 
buying and selling of UO predicates involving the internal Supreme 
Audit Agency have occurred repeatedly, and there have also been ma-
ny cases of bribery within the Regional Government.
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The main components of risk management consist of a framework, risk management principles, and 
risk management processes (International Organization for Standardization, 2018). Risk manage-
ment and risk-based internal audit techniques significantly influence the detection of fraudulent ac-
tivities (Atmanegara et al., 2021). Previous research examining the correlation between risk manage-
ment, risk-based internal audit, and fraud detection capabilities has produced inconsistent results. 
Information technology systems influence fraud detection capabilities (Abu Kwaik et al., 2021; Wahid, 
2021). Sudarmanto (2018) and Atmanegara et al. (2021) state that risk management and risk-based inter-
nal audit influence fraud detection capabilities, while the risk management framework with the work-
load is considered to have no significant influence on fraud detection capabilities (Erlina et al., 2018; 
Atmanegara et al., 2021). Based on the differences in research results from previous theoretical studies, it 
is necessary to search for further evidence and determine the influence of risk-based internal audits and 
risk management on fraud detection capabilities and the existence of information technology systems 
in the local government sector.

1. LITERATURE REVIEW

Risk management is a methodical and systematic 
approach to detecting, measuring, assessing atti-
tudes toward, finding solutions, and monitoring 
and reporting dangers that occur in an activity 
or process. Another definition of risk manage-
ment is an activity conducted to identify, analyze, 
and control risks that may occur in an activity or 
activities to obtain higher effectiveness and effi-
ciency (Arief et al., 2021). In line with the previ-
ous definition, risk management is the process of 
identifying, analyzing, assessing, and responding 
to risks that threaten organizational goals, aiming 
to optimize opportunities and minimize threats 
(Pritchard, 2012). This process involves identify-
ing, measuring, and controlling risks and finan-
cial problems faced by financial institutions (Hull, 
2018). Risk management involves coordinating 
methods, activities, and processes used to manage 
organizational risks (International Organization 
for Standardization, 2018). By applying these com-
ponents, an organization or institution can imple-
ment a systematic and structured approach to 
reduce and anticipate uncertainty. Risk manage-
ment is an important thing for every government 
agency to implement in managing future risks.

Risk-based internal audit complements risk man-
agement to increase effectiveness in anticipating 
risks within an institution. The process links in-
ternal audits to a comprehensive organizational 
risk management framework (IIA, 2012). Risk-
based internal audit is an audit method that pri-
oritizes business risks and adjusts audit activi-
ties to assure management that critical risks have 

been identified, evaluated, and managed appro-
priately (Pickett, 2016). This type of audit refers 
to an approach that views risk as a key factor in 
planning, implementing, and reporting audit re-
sults. It emphasizes careful risk assessment to de-
termine the focus and depth of the audit (Reding, 
2018). The main objective of a risk-based internal 
audit is to mitigate risk, proactively identify areas 
where danger may occur, and protect the company 
(Rustam, 2017). Elements that influence the suc-
cess of implementing risk-based internal audits 
include the internal audit function, top manage-
ment commitment, training, policy framework, 
and communication (Erlina et al., 2018). The ap-
plication of a risk-based internal audit increases 
compliance and accountability, whereas increas-
ing the level of company compliance with applica-
ble regulations and standards by identifying areas 
that are vulnerable to violations and evaluating 
the effectiveness of internal controls in ensuring 
compliance (Nguyen, 2024). Apart from that, risk 
management impacts the willingness of internal 
auditors to report defects in risk procedures to the 
audit committee. However, a strong relationship 
with the audit committee does not appear to affect 
the willingness to report. The study also found 
that the majority of organizations have recently 
adopted (De Zwaan et al., 2011). Implementing a 
risk-based internal audit in the government sector 
can be a solution to detecting fraud.

Evaluation in the application of risk management 
and risk-based internal audit can be related to 
the application of the concept of agency theory. 
An agency relationship is a contractual arrange-
ment where one or more individuals (principals) 
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employ other individuals (agents) to perform a 
service on their behalf, which includes granting 
decision-making power to the agent (Jensen & 
Meckling, 1976). Agency theory is one of the ba-
sic theories in accounting, which analyzes the re-
lationship between the principal, the owner of re-
sources, and the agent, the manager of resources 
(Budiandru et al., 2022). Integration between risk 
management and risk-based internal audit can 
help strengthen the principles of agency theory 
by increasing supervision and control over man-
ager behavior and increasing transparency and 
accountability in managing the risks faced by the 
organization (De Zwaan et al., 2011). By strength-
ening internal control systems and reducing 
uncertainty, risk management can help reduce 
agency conflicts between owners and manag-
ers in a company. By identifying, assessing, and 
managing potential risks, risk management can 
increase trust and accountability in agency rela-
tionships (Linda et al., 2021). The principal gives 
authority to the agent, hoping that the agent will 
act in the principal’s interests. Conflicts often oc-
cur in this relationship as a result of differences 
in interests.

The regional government system has now been 
digitized to implement risk management and risk-
based internal audits using information technol-
ogy systems. Information technology systems 
currently support the progress of financial prepa-
ration and reporting. A system is a collection of 
two or more interconnected elements that inter-
act to achieve goals (Romney & Steinbart, 2020). 
Meanwhile, information results from process-
ing the data in question and is useful for its us-
ers (Suprapto et al., 2023). Furthermore, Williams 
and Sawyer (2010) stated that information tech-
nology is a broad term that includes any technol-
ogy used to create, process, store, communicate, 
and transmit information. In general, an informa-
tion technology system combines hardware, soft-
ware, network infrastructure, and technology to 
collect, process, store, and disseminate data useful 
in business and organizational environments (K. 
C. Laudon & J. P. Laudon, 2020). Another defini-
tion of an information technology system is a se-
ries of tools, procedures, and methods designed 
to produce useful information for management 
and organizations to achieve their goals (Rainer & 
Cegielski, 2018). 

Regional governments in Indonesia use an in-
formation technology system called the Regional 
Development Information System (RDIS) to im-
plement regional development, especially regard-
ing the willingness to analyze development plan-
ning and mapping in looking at the influence of 
information technology in achieving organiza-
tional goals in line with the technology accep-
tance model (TAM). The technology acceptance 
model (TAM) is a framework used to assess us-
er acceptance and satisfaction with information 
technology solutions (Emilia & Ravi, 2021). TAM 
is a strong guide in explaining the factors influ-
encing user behavior and using various technolo-
gies (Putri et al., 2023). Implementing risk man-
agement and risk-based internal audits through 
information technology systems will increase the 
ability to detect fraud if implemented well.

Many frauds occur because of the pressure of exist-
ing opportunities and the (generally accepted) jus-
tification for the action. Fraud refers to intentional 
illegal actions carried out by individuals inside or 
outside an organization; these actions aim to ma-
nipulate or provide false reports to others to gain 
personal or group benefits while causing losses to 
other parties either directly or indirectly (ACFE, 
2016). Fraud is classified into three forms: misuse 
of assets, financial statement fraud, and corruption 
(ACFE, 2016). Fraud in the government sector in-
cludes actions that aim to obtain personal benefits 
or harm other parties illegally, violate public trust 
and ethics, and violate laws or organizational poli-
cies (ACFE, 2019). Meanwhile, the explanation of 
fraud in the government sector refers to all actions 
involving abuse of power or position within a gov-
ernment entity to obtain personal gain or harm the 
public interest (Vona, 2018). In line with this defini-
tion, fraud in the government sector involves dis-
honest, manipulative, or deceptive practices aimed 
at taking illegal advantage of public resources or 
harming the interests of society (Minahan, 2017). 
Fraud in the government environment is character-
ized by violations committed by individuals at vari-
ous levels of authority, including leaders and other 
officials. Every government agency must have rules 
for running government and financial reporting. In 
the fraud triangle theory, it is explained that fraud 
is the result of the interaction between three main 
factors, namely pressure, opportunity, and rational-
ization. When these three factors are present in the 
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same situation, the risk of fraud increases signifi-
cantly (Wells, 2004). This statement aligns with the 
definition presented by the Association of Certified 
Fraud Examiners (ACFE). The fraud triangle the-
ory is a concept that states that three main factors, 
namely pressure, opportunity, and rationalization, 
are often present together to motivate someone to 
commit fraud (ACFE, 2019). 

In the context of regional government financial 
management, the integration of risk management, 
including a risk management framework, risk 
management process, and internal risk manage-
ment, is crucial. The advent of digitalization, facili-
tated by technology systems, represents a novel ap-
proach to fraud detection in the local government 
sphere. This study, therefore, seeks to delve into 
the factors that enhance fraud detection through 
risk management evaluations and risk-based in-
ternal audits, leveraging information technology 
systems in local governments.

Based on the conceptual framework (Figure 1), the 
study suggested the following hypotheses:

H1: Risk-based internal audit has a significant 
influence on fraud detection capabilities.

H2: Risk management framework has a signifi-
cant influence on fraud detection capabilities.

H3: Risk management process has a significant 
influence on fraud detection capabilities.

H4: Information technology systems moderate 
the relationship between risk-based internal 
audit and fraud detection capabilities.

H5: Information technology systems moderate 
the relationship between risk management 
frameworks and fraud detection capabilities.

H6: Information technology systems moderate 
the relationship between risk management 
processes and fraud detection capabilities.

2. METHOD 

This study uses a quantitative methodology to de-
termine the influence of one variable on another. 
The ability to detect fraud is the dependent vari-
able. Independent variables include risk-based in-
ternal audit, risk management framework, and risk 
management process. The moderating variable is 
the application of information technology systems. 
Multiple linear analysis methods were employed 
using SPSS v26. Regression analysis measures the 
strength of the relationship between two or more 
variables and reveals the relationship between de-
pendent and independent variables (Ghozali, 2013). 

This paper focused on the population of 27 dis-
tricts/cities in West Java Province. This study uses 
non-probability sampling, namely the purposive 
sampling method. The criteria used for the sample 
are as follows: 

Figure 1. Conceptual framework 
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1. Districts/cities that have fraud problems.

2. Districts/cities with the largest area.

3. Districts/cities with the largest population. 

Therefore, this analysis was conducted in four dis-
tricts/cities in West Java Province: Bogor Regency, 
Garut Regency, Bekasi City, and Bandung City. The 
data source comes from primary data by distrib-
uting questionnaires among 200 auditors and 70 
supervisors of local government affairs organizers 
(PPUD) spread across four districts/cities in West 
Java Province. Respondents included main audi-
tors, middle auditors, young auditors, first auditors, 
and advanced executing auditors. Respondents 
from supervisors of local government affairs  con-
sisted of intermediate PPUD, young PPUD, and 
first PPUD. In the working area of the regional in-
spectorate of Bogor Regency, there are 47 auditors 
and 22 PPUD; the regional inspectorate of Bekasi 
City has 55 auditors and 10 PPUD; the regional 
inspectorate of Bandung City has 50 auditors and 
16 PPUD, and the regional inspectorate of Garut 
Regency has 43 auditors and 27 PPUD. 

Data were also obtained from secondary data in 
the form of documents related to risk management 
implemented by local governments. In testing the 
data, a classical assumption test was carried out as 
a statistical requirement that must be met in mul-
tiple linear regression analysis to provide certainty 
regarding the accuracy of the data, unbiased and 
consistent. The classic assumption test consists of 
the normality, multicollinearity, and heterosce-
dasticity tests. Hypothesis analysis was conducted 
using the T-test statistics to evaluate the impact of 
independent variables on related variables, either 
individually or partially. This test was conducted 
using a significance level of 5%, which shows that 
if the variable relationship is below 0.05, it is de-
clared to have a significant effect and vice versa. 
Furthermore, the coefficient of determination test 
(R²) is an important measure in linear regression, 
which indicates how well the model can explain 
variations in the dependent variable (Wooldridge, 
2019). The moderating variable test is conducted 
to determine how much power the moderating 
variable has for the relationship between the in-
dependent and dependent variables, with a signifi-
cance level of 5%.

Variable measurement was conducted using a 
Likert scale ranging from strongly disagree (score 
1) to strongly agree (score 5). The risk-based in-
ternal audit variable indicators are internal audit 
function, top management commitment, develop-
ment training, policy framework, and communi-
cation process. The risk management framework 
indicators consist of leadership and commitment, 
integration, framework design, implementation, 
evaluation, and improvement. Risk management 
process indicators consist of communication and 
consultation, determining context, risk identifica-
tion, risk analysis, risk evaluation, risk treatment, 
and monitoring and review. Indicators for infor-
mation technology systems consist of the benefits, 
use of technology systems, ease of use, effective-
ness of technology systems, and application se-
curity. Meanwhile, indicators of fraud detection 
capability consist of using technology systems to 
detect fraud, government performance, good cor-
porate governance, pressure in detecting fraud, 
opportunities, capabilities, and the level of fraud 
occurrence.

3. RESULTS

This study targeted 200 auditors and 70 supervi-
sors of regional government affairs in four regen-
cies/cities in West Java, Indonesia: Bogor Regency, 
Garut Regency, Bekasi City, and Bandung City. 
Data processing was conducted via SPSS by first 
conducting descriptive statistics to determine the 
accuracy of the existing data.

Based on the results of descriptive statistical tests 
in Table 1, risk-based internal audit has an average 
value of 33.96%, risk management framework has 
an average value of 34.04%, and risk management 
has an average value of 33.43%. In comparison, a 
moderating variable (implementation of informa-
tion technology systems) has an average value of 
28.99%, while the ability to detect fraud has an av-
erage value of 33.76%.

Next, a classical assumption test was carried out to 
test the quality of the research data as a requirement 
for conducting multiple linear regression analysis 
in the normality test to see whether the residual 
value is normal. The normality test was carried out 
using the one-sample Kolmogorov-Smirnov test. 
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According to the Kolmogorov-Smirnov test crite-
ria, if the significance is > 0.05, then the data will 
be normally distributed, and vice versa. The nor-
mality test (Table 2) results show that the data are 
normally distributed, namely a significance value 
of 0.200 > 0.05.

After the normality test in the classical assump-
tion, there is a multicollinearity test to determine 
whether the independent variables are correlated in 
the regression model. If the tolerance value is > 0.10 
and VIF < 10, the study has no multicollinearity. 
If the tolerance value is < 0.10 and VIF > 10, there 
is multicollinearity interference. Table 3 shows no 
multicollinearity in this study because all variables 
have tolerance values > 0.10 and VIF < 10.

After the multicollinearity test, the study deter-
mined whether there was an inequality in the 
variance of the residuals in the regression model 
through the heteroscedasticity test. The heterosce-
dasticity test was conducted using Spearman’s rho 
test by correlating the residual value (unstandard-
ized residual) with each independent variable. If 
the correlation is significant > 0.05, there is no 
heteroscedasticity problem, and vice versa. Table 
4 shows that heteroscedasticity does not occur be-
cause the significance value is 0.179 > 0.05, then 
0.069 > 0.05, and 0.059 > 0.05.

The next step is the T-test to evaluate the impact of 
independent variables, both individually and par-
tially, on related variables. This test was carried 

Table 1. Descriptive statistics

Model
Risk-based Internal 

Audit 

Risk Management 

Framework 

Risk Management 

Process 

Implementation 
of Information 

Technology System 

Fraud Detection 
Capability 

N Valid 270 270 270 270 270 

Missing 0 0 0 0 0 

Mean 33.96 34.04 33.43 28.99 33.76 

Std. 

Deviation 4.675 4.035 4.438 5.356 5.850 

Variance 21.857 16.285 19.696 28.688 34.221 

Table 2. Normality test

One-Sample Kolmogorov-Smirnov Test

Unstandardized Residuals

N 270

Normal Parametersb
Mean .0000000

Std. Deviation 3.21895619

Most Extreme Differences
Absolute .197

Positive .189

Negative –.197

Statistical Tests .197

Asymp. Sig. (2-tailed) .200c

Note: a. Test distribution is Normal. b. Calculated from data. c. Lilliefors Significance Correction.

Table 3. Multicollinearity test

Coefficientsa

Model

Unstandardized 

Coefficients
Standardized 

Coefficients T Sig.

Collinearity 

Statistics
B Std. Error Beta Tolerance VIF

1

(Constant) –2.732 1.714 –1.594 .112

Risk-Based Internal Audit .783 .081 .626 9.629 .000 .269 3.713

Risk Management 
Framework –.141 .087 –.097 –1.618 .107 .317 3.152

Risk Management Process .439 .077 .333 5.684 .000 .332 3.013

Note: a. Dependent Variable: Fraud Detection Ability.
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out using a significance level of 5%. If the variable 
T-test value is <0.05, it is declared to have a signifi-
cant effect and vice versa.

Table 5 shows that a risk-based internal audit has 
a coefficient value of 0.783, which is positive. It 
shows that increasing the implementation of risk-
based internal audits will increase the ability to 
detect fraud. Apart from that, a significance value 
of 0.000 < 0.05 indicates a positive and statistical-
ly significant influence. Therefore, hypothesis 1 is 
accepted.

Furthermore, the risk management framework 
has a negative coefficient value of –0.141. This 
shows that implementing a risk management 
framework does not positively impact increas-
ing fraud detection capabilities. The p-value of 

0.107 > 0.05 indicates that there is no statisti-
cally significant effect. Therefore, hypothesis 2 
is rejected.

Risk management process has a coefficient value 
of 0.439, which is positive. It shows that improv-
ing the risk management process will increase the 
ability to identify fraud. A p-value of 0.000 < 0.05 
indicates a statistically significant and positive ef-
fect. Therefore, hypothesis 3 is accepted.

The next statistical test is the coefficient of deter-
mination test. The coefficient of determination 
in regression analysis measures the proportion 
of variance in the dependent variable that the 
independent variable can explain. In this case, it 
can show how much the variable can explain its 
impact.

Table 4. Heteroscedasticity test

Correlations

Model
Risk-Based 

Internal Audit

Risk 

Management 

Framework

Risk 

Management 

Process

Unstandardized 

Residuals

Spearman’s rho

Risk-Based Internal 
Audit

Correlation Coefficient 1.000 .779** .729** .082

Sig. (2-tailed) . .000 .000 .179

N 270 270 270 270

Risk Management 
Framework

Correlation Coefficient .779** 1.000 .670** .111

Sig. (2-tailed) .000 . .000 .069

N 270 270 270 270

Risk Management 
Process

Correlation Coefficient .729** .670** 1.000 –.126*

Sig. (2-tailed) .000 .000 . .059

N 270 270 270 270

Unstandardized 

Residuals

Correlation Coefficient .082 .111 –.126* 1.000

Sig. (2-tailed) .179 .069 .039 .

N 270 270 270 270

Note: **. Correlation is significant at the 0.01 level (2-tailed). *. Correlation is significant at the 0.05 level (2-tailed).

Table 5. Hypotheses results

 Model
Unstandardized Coefficients Standardized Coefficients 

t Sig. 
B Std. Error Beta 

1 

(Constant) –2.732 1.714  –1.594 .112 

Risk-based Internal Audit .783 .081 .626 9.629 .000 

Risk Management Framework –.141 .087 –.097 –1.618 .107 

Risk Management Process .439 .077 .333 5.684 .000 

Note: Dependent Variable: Fraud Detection Ability.

Table 6. Coefficient of determination

Model R R Square Adjusted R-Square Std. Error of the Estimate 
1 .835a .697 .694 3.237 

Note: Predictors: (Constant), Risk Management Process, Risk Management Framework, Risk-Based Internal Audit, b Depen-
dent Variable: Fraud Detection Ability. 
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Table 6 shows that the R-square value is 0.697, thus 
indicating that the combined influence of risk-
based internal audit, risk management framework, 
and risk management process on fraud detection 
capability is equal to 69.7%. The remaining 30.3% 
is caused by other independent variables not re-
garded in this study.

The next test is to check the moderation between 
the variables. Moderating variables are measured 
to see the variable’s ability to strengthen or weak-
en the relationship between the independent and 
dependent variables. A hypothesis is considered to 
strengthen the relationship between the variables 
if the statistical value is <0.05 and vice versa.

Table 7 shows that the application of information 
technology systems only moderates the risk man-
agement process on the ability to detect fraud with 
a significant value of 0.006 < 0.05, which means 
that the application of information technology 
systems strengthens the relationship between the 
risk management process and the ability to detect 
fraud. Therefore, hypothesis 6 is accepted.

Meanwhile, implementing information technol-
ogy systems does not moderate risk-based internal 
audits on fraud detection capabilities because the 
significant value is 0.563 > 0.05. So, hypothesis 4 
is rejected. Furthermore, implementing informa-
tion technology systems does not moderate the 

risk management framework on fraud detection 
capabilities with a significant value of 0.115 > 0.05, 
rejecting hypothesis 5.

Table 8 shows the coefficient of the determination 
test, which combines the independent variable, 
dependent variable, and moderating variable. The 
R-square value is 0.715, indicating that the com-
bined influence of the variables is 71.5%. The re-
maining 28.5% is caused by other independent 
variables. The ability to explain a variable increas-
es from 69.7% to 71.5%. 

Therefore, from the results of the hypothesis test-
ing carried out, the results show that Hypothesis 
1 (H1), hypothesis 3 (H3) and hypothesis 6 (H6) 
can be accepted because they have a positive and 
significant effect, while for hypothesis 2 (H2), hy-
pothesis 4 (H4) and hypothesis 5 (H5) are reject-
ed because they have a negative and insignificant 
effect.

4. DISCUSSION

The results are helpful for detecting fraud in the 
government sector. The study evaluated risk-based 
internal audit, risk management framework, risk 
management process, and information technol-
ogy systems. After conducting descriptive statisti-
cal tests, which is then continued with the classic 

Table 7. Moderation test results

Model

Unstandardized 

Coefficients 
Standardized 

Coefficients t Sig. 

B Std. Error Beta 

1 

(Constant) –7.755 8.096  –.958 .339 

Risk-based Internal Audit .532 .344 .425 1.547 .123 

Risk Management Framework –.699 .390 –.482 –1.794 .074 

Risk Management Process 1.312 .332 .996 3.950 .000 

Implementation of Information Technology System .251 .326 .229 .769 .443 

RBIA – Application of STI .008 .013 .322 .579 .563 

STI Framework – Application .024 .015 .903 1.581 .115 

Risk Management Process – Application of STI –.036 .013 –1.437 –2.748 .006 

Note: Dependent Variable: Fraud Detection Ability.

Table 8. Coefficient of determination test results

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .845a .715 .707 3.167 

Note: Predictors: (Constant), Risk Management Process – STI Implementation, Risk Management Framework, Risk Manage-
ment Process, Risk-Based Internal Audit, Information Technology System Implementation, RBIA – STI Implementation, Frame-
work – STI Implementation b. Dependent Variable: Fraud Detection Ability.
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assumption test to determine the quality of the da-
ta, the data are normally distributed and the study 
can start the regression analysis stage.

Based on the results of hypotheses testing, risk-
based internal audits have a fairly large and posi-
tive influence on the ability to identify fraud. It is 
in line with Atmanegara et al. (2021), Erlina et al. 
(2018), and Erlina et al. (2021). Research findings 
show that implementing risk management and 
risk-based internal audit has a noteworthy impact 
on identifying fraudulent activities. Focusing on 
risk-prone areas increases effectiveness in detect-
ing risks. It is directly related to agency theory be-
cause internal audits act as a control that can re-
duce agency problems. Apart from that, increas-
ing the competency and skill of auditors as the 
implementation of risk-based audits is considered 
important for developing auditor skills and com-
petence. It is in line with the results of direct in-
terviews, and it was stated that the implementation 
of risk-based internal audits could have been more 
successful due to a lack of auditor training. This 
training can develop the competence of auditors in 
the future, so implementing risk-based internal au-
dits can increase supervision effectiveness, reduce 
losses due to fraud, strengthen corporate gover-
nance, and increase public and stakeholder trust.

Next, the risk management framework is an im-
portant element in fraud detection. However, the 
findings from the hypothesis testing show that the 
risk management framework does not influence 
the competency to identify fraud. The results align 
with Nugroho and Wiwik (2021) and Kwaik et al. 
(2023). Respondents considered that a framework 
is indeed needed in an institutional unit. However, 
it must also be adapted to human resource con-
ditions, and the principles must be accompanied 
by strong commitment. The effectiveness of im-
plementing a risk management framework will 
be limited if it is not implemented and appropri-
ately focused. The risk management framework 
must continue to be improved to assess the extent 
to which human resources are prepared to face 
future pressures in detecting fraud. It will help 
overcome agency problems and increase public 
and stakeholder trust in the government. The im-
plications require the government to expand the 
focus on risk management and, more specifically, 
strengthen the process of implementing an effec-

tive framework, comprehensive monitoring, and a 
strong organizational culture.

The risk management process has a vital role in im-
proving the ability to detect fraud because its in-
dicators are very complex. Based on the results of 
hypothesis testing, the risk management process 
positively and significantly influences the ability to 
identify fraud. The results are in line with Haddad 
(2023), Sudarmono (2020), and Agus and Budi (2021). 
Respondents consider that good communication in 
the risk management process will also influence oth-
er elements in the risk management process. An ef-
fective risk management process allows companies 
to identify, assess, and manage fraud risks better. A 
strong monitoring mechanism can help overcome 
agency problems, thereby ensuring that auditors act 
according to common interests and goals. The risk 
management process runs well and impacts fraud 
detection capabilities due to comprehensive risk 
identification, structured risk assessment and pri-
oritization, strong internal control, and continuous 
monitoring. A strong risk management process will 
improve government financial governance, reduce 
financial and reputational losses, strengthen public 
trust, and increase the operational efficiency of the 
audit process.

Information technology systems are currently im-
portant to implement in regional financial manage-
ment in line with the development of digitalization. 
The regional development information system, run 
by all relevant inspectorates, is important in moni-
toring financial reporting. Based on the results of 
hypotheses testing, information technology sys-
tems can only strengthen the relationship between 
risk management processes and the ability to detect 
fraud. It is in line with the components of the risk 
management process because monitoring and review 
can be conducted through the system. Respondents 
acknowledged that having an information technol-
ogy system would help risk management. The results 
are in line with Monteiro et al. (2022), Candra et al. 
(2019), and Wahid (2021). By utilizing information 
technology, organizations can increase effectiveness 
and efficiency in identifying and managing risks and 
detecting and preventing fraud. It reduces agency 
problems, strengthens corporate governance, and 
increases stakeholder confidence. Information tech-
nology systems can detect anomalies and behavioral 
patterns through data analytics. 
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Meanwhile, implementing information technol-
ogy systems cannot moderate the relationship 
between risk-based internal audit and manage-
ment frameworks on fraud detection capabilities. 
Although information technology can potentially 
improve risk-based internal audit processes and 
risk management, this is only sometimes the case 
in practice. Sub-optimal implementation, lack of 
training, resistance to change, and an unbalanced 

focus between technical and process aspects can 
hinder the effectiveness of information technol-
ogy in moderating this relationship. The results 
show the importance of reevaluating technology 
implementation, increasing supporting technolo-
gy training, overcoming resistance to change, and 
focusing on auditor processes and culture to im-
prove information technology systems in moder-
ating the relationships to improve fraud detection.

CONCLUSION

The purpose of this study was to evaluate risk management and risk-based internal audits with information 
technology systems in detecting fraud in local governments. This study shows that the evaluation results 
of the application of risk management and risk-based internal audit can detect fraud and then, with the ap-
plication of information technology systems, can strengthen the risk management process with the ability 
to detect fraud. Implementing a risk-based internal audit methodology and using risk management tech-
niques is expected to improve the efficiency and effectiveness of financial management and the detection 
of fraudulent activities. The application of risk-based internal audit has a positive impact on improving the 
ability to detect fraud. This shows that a risk-focused approach allows auditors to be more effective in iden-
tifying areas that have high fraud potential. By prioritizing audits in areas most susceptible to risk, auditors 
can more quickly and accurately detect signs of fraud. Risk management in terms of the risk management 
framework has a negative effect on the ability to detect fraud, which shows that the more stringent or com-
plex the risk management framework can actually reduce its effectiveness in detecting fraud. This happens 
because risk management processes that are too bureaucratic or rigid can blur the focus on identifying po-
tential fraud or make organizations more confident that risks are well managed, thereby reducing vigilance 
against fraud. 

Furthermore, information technology systems are able to improve the ability to detect fraud with this risk 
management relationship indicating that the integration of information technology with risk management 
processes allows organizations to monitor and analyze data more effectively and in real-time. Information 
technology enables the automation of risk monitoring and anomaly detection processes, which accelerates 
the identification of potential fraud. Meanwhile, information technology systems cannot moderate the rela-
tionship between risk-based internal audits and the ability to detect fraud. This shows that although informa-
tion technology can improve the efficiency and effectiveness of the audit process, it does not automatically 
strengthen or affect the relationship between risk-based internal audit and the ability to detect fraud. This 
may be because other factors, such as the quality of risk-based audit implementation, auditor competence, or 
management policies, have a more dominant role in detecting fraud.

The findings of this study are useful for local government policymakers who want to understand the signifi-
cance of implementing and refining risk management frameworks and risk-based internal audits. By un-
derstanding the positive and negative impacts of these approaches, they can design more effective policies 
to detect and prevent fraud. In addition, the findings can improve the internal control system by enhancing 
the internal control system implemented, especially in the integration of information technology with risk 
management. The findings are also useful in developing risk management strategies that not only focus on 
compliance but also on effectiveness in detecting potential fraud. Based on these findings, a more adaptive 
and less bureaucratic strategy can be developed. 

Future research should look for other variables that could be used, such as workload, training, and other 
factors. In addition, the samples used can be increased to get maximum results.
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