“Enhancing the public value of mobile fintech services through cybersecurity
awareness antecedents: A novel framework in Jordan”

AUTHORS

ARTICLE INFO

DOI
RELEASED ON
RECEIVED ON
ACCEPTED ON

LICENSE

JOURNAL
ISSN PRINT
ISSN ONLINE
PUBLISHER
FOUNDER

Hasan Alhanatleh
Amineh Khaddam
Farah Abudabaseh
Mahmoud Alghizzawi

R
Amro Alzghoul

Hasan Alhanatleh, Amineh Khaddam, Farah Abudabaseh, Mahmoud Alghizzawi
and Amro Alzghoul (2024). Enhancing the public value of mobile fintech services
through cybersecurity awareness antecedents: A novel framework in Jordan.
Investment Management and Financial Innovations, 21(1), 417-430.
doi:10.21511/imfi.21(1).2024.32

http:/dx.doi.org/10.21511/imfi.21(1).2024.32
Friday, 22 March 2024
Wednesday, 17 January 2024

Tuesday, 12 March 2024

() R
This work is licensed under a Creative Commons Attribution 4.0 International
License

"Investment Management and Financial Innovations"
1810-4967

1812-9358

LLC “Consulting Publishing Company “Business Perspectives”

LLC “Consulting Publishing Company “Business Perspectives”

© The author(s) 2024. This publication is an open access article.

<//~[| BUSINESS
PERSPECTIVES

businessperspectives.org



®®

w2 el

—

BUSINESS PERSPECTIVES

LLC “CPC “Business Perspectives”
Hryhorii Skovoroda lane, 10,
Sumy, 40022, Ukraine

www.businessperspectives.org

Received on: 17t of January, 2024
Accepted on: 12t of March, 2024
Published on: 2274 of March, 2024

© Hasan Alhanatleh, Amineh
Khaddam, Farah Abudabaseh,
Mahmoud Alghizzawi, Amro Alzghoul,
2024

Hasan Alhanatleh, Ph.D, Assistant
Professor, Business Faculty, Amman
Arab University, Jordan.

Amineh Khaddam, Ph.D, Associate
Professor, Business Faculty, Amman
Arab University, Jordan.

Farah Abudabaseh, Master,
Lecturer, King Abdullah IT School
of Engineering, Princess Sumaya
University for Technology, Jordan.

Mahmoud Alghizzawi, Ph.D, Assistant
Professor, Business Faculty, Applied
Science Private University, Jordan.

Amro Alzghoul, Ph.D., Assistant
Professor, Business Faculty,
Amman Arab University, Jordan.
(Corresponding author)

This is an Open Access article,
distributed under the terms of the
Creative Commons Attribution 4.0
International license, which permits
unrestricted re-use, distribution, and
reproduction in any medium, provided
the original work is properly cited.

Contflict of interest statement:
Author(s) reported no conflict of interest

http://dx.doi.org/10.21511/imfi.21(1).2024.32

Investment Management and Financial Innovations, Volume 21, Issue 1, 2024

Hasan Alhanatleh (Jordan), Amineh Khaddam (Jordan), Farah Abudabaseh (Jordan),
Mahmoud Alghizzawi (Jordan), Amro Alzghoul (Jordan)

ENHANCING THE PUBLIC VALUE
OF MOBILE FINTECH SERVICES
THROUGH CYBERSECURITY
AWARENESS ANTECEDENTS:

A NOVEL FRAMEWORK IN JORDAN

Abstract

The study aimed to link cybersecurity awareness and its antecedents to discover the
level of public value of using mobile financial services from the perspective of ‘citizens
in the government context in Jordan. The quantitative approach was customized to
serve the purposes of this study. A convenience sampling method was used based on
550 e-survey Jordanians from whom data were collected. A total of 449 responses were
used in the analysis process. A structural equation model was specified to evaluate the
developed research model. The results revealed that all hypotheses are accepted at less
than P<0.001, cybersecurity awareness and predictions of financial services systems
play a significant role in determining the use of financial services systems and generat-
ing the value of using financial services. Moreover, combining cybersecurity aware-
ness with public value theory is an important approach to measure the performance of
government institutions, especially in the financial services industry. Therefore, these
results can be used to develop financial services and meet Jordanians’ requirements.
Therefore, providing well-understood dimensions that influence the value of microfi-
nance service use among Jordanians is a necessary process that probably ensures long-
term sustainability of microfinance services. Finally, future efforts can explore the ben-
efits and challenges of adopting digital transformation technologies in the public sector
and financial services. Furthermore, the term government resilience is likely provided
new insights to enhance public administration performance based on technology
trends. Digital transformation, integrating government flexibility with the existing
research model may influence the overall value of Mobile Fintech Services in Jordan.

Keywords fintech, cybersecurity awareness, Public Value Theory,
mobile fintech services, public institutions, social media,
intention to use, government

JEL Classification G23, 033, 186, M15

INTRODUCTION

As modernized technology, mobile apps have become an essen-
tial platform worldwide. Smartphones and their apps have been
utilized in various settings such as government services, agency
offices, learning, and amusement. The revolutions of technology
and the coronavirus have changed the shape of services presented
by public institutions and the private sector, where programming
companies have increased their production of mobile apps. The
organization’s performance in employing smartphone technology
has noticeably witnessed a high growth indicator in recent years
(Halim et al., 2023). The digital platforms, tablets, and smart de-
vices have compelled users to accomplish their daily sensitive and
considerable activities, putting them easily attacked from several
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internal and external sources. However, the resources of attack can be classified into several types:
technical or user misuse of mobile technology (Algahtani, 2022). Through this, users will be ex-
posed to earnest risks such as accessing personal information easily and misappropriating secure
data.

Recently, threats to cybersecurity have been considered a critical issue that plays a significant role in
the continued use of technology (Ulven & Wangen, 2021). However, awareness regarding cyber secu-
rity crimes is supposed to have a capacity for increasing the use of emerging digital technologies. If the
users have sufficient information about several types of cybersecurity and how to secure their smart-
phones, they will increase their awareness of using specific technology. However, determining the de-
gree of users’ awareness is influenced by multiple determinants (Aljeaid et al., 2020). In the last period
of time, the public administration of Jordan has provided additional financial services through the
application of fintech platforms to present financial services depending on mobile app technology for
citizens of Jordan. Measuring the performance of public institutions’ services using mobile apps has
become a contemporary setting that globally earns the attention of scholars, academics, and specialists
(Twizeyimana & Andersson, 2019). There is an appeal in the literature review for reinforcing the per-
formance of public institutions’ services through applying several approaches and theories like public
value theory (Alhanatleh et al., 2022). However, connecting the antecedents of cybersecurity awareness
and the public value of MFS usage based on citizens” experiences in Jordan may provide new insights
to measure the degree of MFS use and the performance of public institutions using MFS. Based on the
above, this study seeks to contribute to financial services contexts, to bridge the public value gap for fi-
nancial services and mobile government. The study highlights the importance of linking cybersecurity
awareness to MFS and its predecessors in terms of using MFS to estimate and enhance the performance
of government institutions in Jordan. The combination of cybersecurity awareness, the use of MFS ter-
minology and the theory of public value and its dimensions is considered a new theoretical and practical
base for all partners working with MES in the sector government in Jordan.

1. LITERATURE REVIEW

the value of government services. Additional ar-
gument, enhancing the quality of electronic and

The public value theory was first introduced by
Moore and Moore (1995) to generate value for
residents. As an emergent framework regarding
public administration services, public value theo-
ry has been introduced for diverse purposes. First,
Alford and O’flynn (2009) indicate that public
value is a manner for assessing and administering
government services for its partners. According
to several models, government activity should
switch from being reactive to being collaborative
and consultative, with citizens being considered
equal contributors (Stoker, 2006). In terms of m-
government, Perera et al. (2017) have claimed that
m-government aims to empower the mobile tech-
nology forces to allow citizens to perform their
practices based on mobile apps of government
services. However, there have been several argu-
ments for identifying the attributes of public val-
ue. Kelly et al. (2002) have argued that improving
the features of outcome, trust, and services is the
basic line to public administration for generating
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mobile services of public institutions is considered
critical to investigate how residents view and esti-
mate the services of public institutions depending
on quality dimensions (services, information, and
systems) for measuring the performance of public
institutions as proposed by Alnaser et al. (2022),
Alghizzawi et al. (2023), and Omar et al. (2011).
Scott et al. (2016) confirmed that the public value
of government services is created by improving
three characteristics: efficiency, effectiveness, and
social value, while government leaders should al-
ways seek to reinforce the services matching these
categories. The public value established relies on
the interactions between public institutions and
engaged stakeholders to design and deliver servic-
es to citizens in accordance with their needs, ten-
dencies, and valuable outcomes (Ansell & Torfing,
2021). The current study has followed Scott’s and
his colleague’s approach to determine the public
value of the fintech services mobile app presented
by public institutions.

http://dx.doi.org/10.21511/imfi.21(1).2024.32
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According to Moore and Moore (1995) and Scott et
al. (2016), the public value of efficiency measures
is based on cost, time, and communication. The
plurality of investigations indicates that using the
capabilities of information and communication
technology reduces the cost of gathering and ac-
cessing public organizations’ information. As a
second attribute of public value theory, the pub-
lic value of effectiveness is defined as the level of
government services fulfilling an expected result.
The public value of effectiveness consists of three
major attributes: convenience, ease of information
retrieval, and personalization, which play an es-
sential role in generating the value of public ser-
vices in a government context. As the last attri-
bute of the public value theory, the public value
of social value is defined as the residents” perspec-
tives toward the benefits provided by using mobile
apps of government institutions, measuring based
on trust, well-unforcedness, and participation di-
mensions. Digitalization has influenced several
portions of mobile app services and financial ser-
vices using digital transformation technologies,
which indicates employing these technologies to
change the social-technical process to stimulate
the connectivity of people, companies, industries,
and communities (Alnaser et al.,, 2023; Dhar &
Stein, 2017; Limna et al., 2023; Yang et al., 2023).
Fintech is defined as “Financial sector innovations
involving technology-enabled business models
that can facilitate disintermediation; revolution-
ize how existing firms create and deliver products
and services; address privacy, regulatory and law-
enforcement challenges; provide new gateways
for entrepreneurship; and seed opportunities for
inclusive growth”. However, due to rapid growth
in digital industries, fintech services have been
presented through various platforms, such as elec-
tronic, mobile apps, and fintech block-chain as a
service for serving several sectors like banks, or-
ganizations, and government. Adopting the con-
temporary technology of fintech services has also
been targeted at facilitating consumer transac-
tions. In terms of the current study, Alhanatleh et
al. (2022) describe MFS as accomplishing financial
transactions through mobile technology and its
channels, where users of mobile fintech can send
and receive money while having the advantages of
mobility. The adoption or use of fintech services
has been the trend of many businesses to exam-
ine users’ behavior toward accepting or rejecting

http://dx.doi.org/10.21511/imfi.21(1).2024.32

fintech services (Shaikh et al., 2020). However,
investigating the factors that influence the use of
fintech services is considered a critical process
for improving and developing fintech services
(Khuong et al., 2022). Recently, the government of
Jordan has established the eFAWATEERcom mo-
bile app, which is incredibly well-liked there and
helps Jordanians process, store, and manage their
financial services (Carlin et al., 2017; Rahi et al,,
2023). However, little effort has been considered to
measure the effectiveness of using fintech mobile
apps provided by the government and its affected
variables, especially in Middle Eastern countries
such as Jordan, as asserted by (Alhanatleh et al,,
2024 b; Ediagbonya & Tioluwani, 2023).

Nevertheless, many people are still under the haz-
ard of information security from a tremendous do-
main of threats. Thus, cybersecurity awareness is
indispensable for reducing risks and threats to the
public (Zwilling et al., 2022) and still needs to be
expanded to increase the degree of public aware-
ness regarding cybersecurity (de Bruijn & Janssen,
2017). Lenhart et al. (2007) define cybersecurity as
the “protection of computerized information, pro-
cessing systems and the data they contain and pro-
cess.” Ergen et al. (2021) considered cybersecurity
awareness the initial phase to overcome cyberat-
tacks that can be realized as the degree of infor-
mation, experiences, and knowledge users have
regarding the cyber threats facing their compa-
nies, systems, and even themselves. In their influ-
ential empirical work, Mohammed and Bamasoud
(2022) confirmed that enhancing the rate of users’
cybersecurity awareness is considered important
to minimize the risks and threats of cyber. In this
way, users improve the level of protection and pri-
vacy associated with significant information. It
has been advocated that human factors are con-
sidered the main reason causing security threats,
where human factors depict their daily reactions
and activities within an information system cir-
cumference, while the irresponsible acts of users
are classified as the primary cause of security risks
(Donalds & Osei-Bryson, 2020).

Cybersecurity awareness has been introduced to
decrease the possibility of hacking users’ infor-
mation. It is critical to provide a comprehensive
overview of the variables that positively affect cy-
bersecurity awareness (Al_Kasasbeh et al., 2023;
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Ifinedo, 2012; Siponen et al., 2014). According to
Alqahtani (2022), users’ cybersecurity awareness
is impacted by increasing their experience and
knowledge regarding password security factor,
social media factor, and browser security factor.
Kovacevi¢ et al. (2020) investigated the most dom-
inant factors influencing cybersecurity awareness
to reduce the cyber risks of digital citizens. The
results of this systematic review study uncovered
that knowledge and experiences are the most in-
fluential determinants identifying the cyberse-
curity behavior, especially on smartphones and
mobile apps. Similar, Simonet and Teufel (2019)
confirmed that the strategies should concentrate
on providing sufficient knowledge, well-under-
standing, and well-experienced engagement with
cyber vulnerabilities and threats for users rather
than fear. Moreover, Mai and Tick (2021) support-
ed that knowledge of individuals’ cybersecurity
awareness is confirmed depending on four critical
dimensions, which are password security usage
matters, malware matters, social engineering risks,
and online scam matters. In addition, Limna et al.
(2023) conducted empirical evidence in the con-
text of mobile apps, and it has been disclosed that
cybersecurity knowledge plays a considerable role
in identifying the rate of cybersecurity awareness
among users of mobile apps. Rising cybersecurity
knowledge and skills among users is a substantial
determinant influencing the degree of cybersecu-
rity awareness regarding cyber fear. In the current
study, several prior factors affecting cybersecurity
awareness have been employed to discover the cit-
izens’ point of view toward using MFS in Jordan.
Carefully, cybersecurity password security and
social engineering threats have been proposed as
attendances to measure the residents’ cybersecuri-
ty awareness of using MFS in Jordan. Establishing
a new theoretical framework for discovering the
rate of MFS usage to measure the level of public
value of using MFS is considered a major novelty
of the current research.

As a first important antecedent of cybersecurity
awareness, Hadnagy (2010) defines social engi-
neering threats as “any act that influences a person
to take an action that may or may not be in their
best interest” (Aldawood & Skinner, 2018). Social
engineering can be materialized through simple or
complex methods. The offensive attacks of social
engineering can occur through emails or repre-
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sentation via phone calls. However, organizations
and public sector institutions have sought to en-
hance their employee’s and residents’ realization
of social engineering attacks through continuous
training and education (Pdsa & Grossklags, 2022).
Furthermore, password security is considered a
primary determinant for identifying cybersecu-
rity awareness, defined as a secret combination of
numbers, characters, words, and special symbols
utilized to permit to access electronic or digital
information systems (Knight-McCord et al., 2016).
Citizens protect themselves in information sys-
tems depending on shaping passcodes. However,
they form their own passcodes in two ways, ei-
ther simple or strong passcodes (Wash et al., 2016).
Based on empirical evidence, Alqahtani (2022)
uncovered that changing the passwords of users
grounded on a complex approach increases the de-
gree of their cybersecurity awareness. Finally, so-
cial media is a considerable determinant affecting
cybersecurity awareness. Sharing, accessing, and
distributing users’ information through interac-
tions with others is a behavior allowed by the so-
cial media platform through non-direct (Creevey
et al.,, 2022). In this way, information on social
media platforms could be easily stolen due to un-
acceptable acts such as sharing the location, pub-
lishing private photos, and distributing private
information. Algahtani (2022) emphasized that
interactions and dealing in an unclear informa-
tion technology environment bring cyber threats,
where positive acts across social media provide us-
ers with a high level of cybersecurity awareness

Creating cybersecurity awareness among users
assists in producing productivity systems such
as mobile apps, MFS, and electronic and digi-
tal payment services and provides a high level
of economic growth in developed and develop-
ing nations (Chang & Coppel, 2020). The role of
cybersecurity awareness is represented in the be-
havior and attitude of users toward adopting or
using new technology (Calderwood & Popova,
2019). Positively aware users can determine the
degree of use of mobile services by public in-
stitutions, as empirically examined in the gov-
ernment sector (Alhanatleh et al., 2022; Rahi et
al., 2023). In the setting of MFS, users decide to
download, have, and use MFS depending on their
awareness and knowledge of its benefits, risks,
and threats, as confirmed by (Reddick & Zheng,

http://dx.doi.org/10.21511/imfi.21(1).2024.32
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ANTECEDENTS OF PUBLIC VALUE OF MFS
CYBERSECURITY AWARENESS AWARENESS
Social engineering Public value
threats /" efficiency of MFS
H1 H5
. Cybersecurity Public value
Password security [—H2 | — H4 —» Use of MFS —H6 P
v |mH2 awareness of MFS H6 effectiveness of MFS
H3 H7

Social media

Public value social
value of MFS

Figure 1. The developed model of the current research

2017). Corresponding to the prior description,
the current study argues that cybersecurity
awareness will determine the acts and behaviors
of citizens to use MFS in Jordan. As a result, the
following hypothesis will aim to discover the rate
of citizens’ cybersecurity awareness when using
MFES in Jordan:

The use of MFS is considered a key factor in en-
hancing the overall public value of financial ser-
vices, as outlined in the Information Success
Model (McLean, 2018). Scott et al. (2016) initially
instituted the developed theoretical framework for
connecting the intention to use specific technol-
ogy to public value theory in government service
settings, relying on three primary attributes: effi-
ciency, effectiveness, and social value. The empiri-
cal evidence confirmed that citizens’ intention to
use mobile services in the government sector is
critical in generating or growing public value effi-
ciency, public value effectiveness, and public value
social value (Alhanatleh et al., 2022). To fulfill the
objectives of this study, the use of MFS depending
on cybersecurity awareness and its priors would
provide new insights to create public value effi-
ciency, public value effectiveness, and public value
social value among public institutions from citi-
zens’ perspectives

According to above above-mentioned justifica-
tions, the following hypotheses will target at iden-
tifying the level of public value of using the MFS
among citizens of Jordan:

HI: Social engineering threats will positively af-
fect Cybersecurity Awareness of MFS.

http://dx.doi.org/10.21511/imfi.21(1).2024.32

H2: Password security will positively affect
Cybersecurity Awareness of MFS.

H3: Social media will positively  affect
Cybersecurity Awareness of MFS.

H4:  Cybersecurity Awareness of MFES will posi-
tively affect MFS usage.

H5:  MFS usage will positively increase Public val-
ue efficiency of MFS.

H6:  MFS usage will positively increase Public val-
ue effectiveness of MFS.

H7:  MFS usage will positively increase Public val-

ue social value of MFS.

Therefore, in accordance with the overall above-
mentioned justifications, Figure 1 clarifies the
variables and hypotheses of the present study.

2. METHOD

This paper used a quantitative method to look at
the role of social engineering threats, password se-
curity, and social media on cybersecurity aware-
ness of MES, the effect of cybersecurity awareness
of MFS and its priors on MFS usage, and the ef-
fect of MFS usage on public value dimensions (ef-
ficiency, effectiveness, and social value) among
Jordanians. The quantitative design has been ap-
proached by executing several stages. First, con-
ducting an inclusive literature review in the field
of public value. Next, establishing a well-justified
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conceptual framework connecting the MFS with
public value theory. After that, choosing a proper
sample for gathering the data from the target pop-
ulation. Afterwards, employing the analysis soft-
ware to provide the results. Lastly, discussing the
findings of this study compared with prior inves-
tigations. To empirically estimate the model of the
present study, an electronic (e)-survey was con-
ducted using the Google Drive platform. To access
the identified sample of this study to fill out the
e-survey, Jordanians were invited to participate in
the survey through various social media channels,
such as Facebook and WhatsApp. As Mou et al.
(2017) suggested, the convenience sampling meth-
od was used to make collecting data easier, taking
into account things like cost-effectiveness, ease of
access for Jordanian people, and quick response
retrieval.

The questionnaire for this study consisted of three
layers of constructs: exogenous factors (social en-
gineering threats, password security, and social
media), mediation variables (cybersecurity aware-
ness of MFS and MFS usage), and endogenous fac-
tors (public value dimensions). The survey items
have been measured in accordance with related
investigations for explaining the Jordanians’ per-
spectives about the public value of using MFS. In
terms of adopting the exogenous factors, social
engineering threats with six items, password se-
curity with eight items, and social media with five
items have been evaluated and adapted from Mai
and Tick (2021). Regarding the mediation factor,
cybersecurity awareness of MFS has been evalu-
ated and developed with four items, as in Limna et
al. (2023). Moreover, the intention to use MFS has
been measured with four items from Alodat et al.
(2022). Finally, the endogenous factors (public val-
ue dimensions) have been evaluated with 19 items,
as in Alhanatleh et al. (2022). The measure of a
five-point Likert has gradually been scaled for the
survey items in the current study from “I = strong-
ly disagree” to “5 = strongly agree.” The population
of this study was Jordanians who use eFAWA-
TEERcom app and the Amman Stock Exchange
app mobile app to accomplish their financial
transactions. Therefore, the number of MES us-
ers cannot be computed for calculating the sample
size to serve the data collection stage. Sitthipon et
al. (2022) indicated that if the study population
is unknown, 385 users of MFS are appropriate
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to gather data from the target population. The e-
survey was deployed to 550 citizens in Jordan. The
total number of retrieved questionnaires was 460.
The total number of responses used in the analysis
process was 449 due to the use of several statistical
techniques for preparing data, such as missing re-
sponse values, outliers, and others. However, Hair
et al. (2019) noted that 449 responses are qualified
to fulfill the data analysis process. The data col-
lection stage was held on May 16 and took three
weeks to complete.

3. RESULTS

IBM-SPSS-AMOS version 22 has been the tool for
analysis and providing results of the developed
hypotheses regarding the current study due to its
capabilities in supporting a high-quality rate of
accuracy for retrieving results, as noted by Hair
et al. (2007). Sarstedt et al. (2020) state that confir-
matory factor analysis (CFA) and SEM have been
allocated as approaches for measuring the model
and providing the results of this study. Depending
on Hermida (2015), CFA measurements have
been implemented by subjecting all items’ con-
structs to a CFA test for estimating the reliability
and validity (convergent validity, composite reli-
ability, and discriminant validity) of the sophis-
ticated model. Initially, Raza and Awang (2021)
noted that confirming the factor loading of items’
constructs (threshold value > .60) and estimat-
ing covariance correlation (threshold value <.85)
among all model constructs is considered the pri-
mary stage in terms of measuring reliability and
validity. Afterward, the evaluation of model fit
can be affirmed in accordance with multiple indi-
cators. Awang (2018) confirmed the satisfied val-
ues of model fit indices: (CMIN/DF indicator < 5
is approved or < 3 is exemplary), (GFI, NFI, CFI,
AGFI, and TLI indices > .85 are approved or > .90
are exemplary), and (RMSEA < 0.08 is approved).
Accordingly, the results of CFA uncovered that the
model of the current study has provided an ideal fit
(CMIN/DF = 2.385, GFI = 0.851, NFI = 0.854, CFI
= 0.909, AGFI = 0.827, TLI = 0.901, and RMSEA =
0.056). After that, Composite reliability (CR) and
Average Variance extracted (AVE) mechanisms
were employed to evaluate the convergent validity
and composite reliability of the model constructs.
Raza and Awang (2021) confirmed that when the

http://dx.doi.org/10.21511/imfi.21(1).2024.32
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CR value (= .60) and AVE value (= .50), the mea-
surements of convergent validity and composite
reliability can be confirmed. In addition, the mean
and standard deviation tests have been utilized to
ensure the normality of the data distribution. The
findings in Table 1 confirm that the data were nor-
mally distributed, and the convergent validity and
composite reliability assessments were successful-
ly emphasized.

Lastly, Dijkstra and Henseler (2015) stated that
the baseline for evaluating discriminant validity
is that the computed square root of AVEs regard-
ing the model constructs (in bold font) should be
higher than the absolute values of AVEs regarding
the inter-correlations. As presented in Table 2, the
assessments of discriminant validity have been
confirmed by vigorous guidance to estimate this
study’s SEM.

Table 1. Composite reliability and convergent validity of constructs’ study

Model constructs Items Factor loading CR AVE Mean Std
......... SET1 0785
S SET2 0889 .
Social SET3 0.823
engineering i e 0.933 0.698 2.316 0.815
SET4 0.794
threats = e e T
........ SETS 0.851
""" SET6 10.865
PWS1 10786
PWS2 10915
......... PWS3 0846 .
PWS4 0.759
Password R 0928 | 0619 | 2378 | 0844
security L PWS5 0858
......... PWs6 0731
........ PWS7 10.594
""" PWS8 0.764
........ sMm1 0.802
......... SM2 0805
Social media SM3 MQ.780 0.869 0.570 3.091 0.974
SM4 10.69
""" SM5 0.684
........ CAR1 10758
i CAR2 0.842
Cybersecurity . e — 0810 | 0520 : 3102 | 0913
Awareness of MFS CAR3 0.626
""" CAR4 10635
........ MIU1 0577
MIU2 0.785
MFSuse i 0.670
........ MIU3 0.885
""" MIU4 10.819
PEY1 10.689
PEY2 0813
i PEY3 0.650
Publicvalue . e 0.874 | 0538 | 2425 0.746
efficiency . PEY4 0685
........ PEYS 10.808
""" PEY6 0732
........ PES1 0788
......... PES2 0824 .
T PES3 0698
Public value PES4 0.810 0.928 0.649 3.112 1.014
effectiveness e
PESS 0.837
PES6 0.845
""" PES7 0.828
........ PSV1 0724
R Psv2 0812 .
Public value PSV3 0732 0.848 0.528 2776 0.836
socialvalue e R
......... Psv4 0670
PSV5 0.686
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Table 2. Discriminant validity assessment

Constructs 1 2 3 4 5 6 7 8
Password security 0.787
“g;)gial engi%éering t'f‘w';eats """""" 6;089 6;835 ‘
“é;(‘:ial med'i; """""""""" '64‘514 '()..‘215 '(5.‘755 ;
“a}'t‘)ersecu'r‘i;y Awar;‘r’]‘ess of I\/IFS """ ‘ '0..‘413 6:217 6:499 '0..‘721 ‘
I\/IFS we '0..‘061 ; 'O..‘773 ; '0.:187 ; 'O..‘251 '0..‘775 ;
Publlc valu';éfﬁcien& """"""" '()..‘436 % 6.‘099 6:549 '(5.‘433 '0..‘180 '0..‘734 ;
PUb|IC valu';(‘affect'iv'égess """""" '0.:387 'O..‘292 '0.:750 '0..‘445 '()..‘327 '64‘615 'O..‘806
Publlc valug;ocial V'E‘i'i'L‘Je """""" 6.‘485 '()..‘085 '(5.‘542 6:452 '0..‘194 '0..‘529 '0..‘544 . 0726 “

After measuring the CFA criteria, all imputed
factors of this study have been subjected to the
SEM test, targeted to estimate the findings of the
hypotheses results. Figure 2 and Table 3 demon-
strate that all developed hypotheses have been
provided empirical support (H1 - H7). In more
detail, the results of the present study confirmed
that Social engineering threats directly and sig-
nificantly influence Cybersecurity Awareness
of MFS among citizens of Jordan (B = .142, p =
.001), and Social engineering threats elucidate
R2 (cybersecurity awareness of MFS) = 12.6%
of the variance, meaning that HI is empirically
evaluated. Moreover, the findings revealed that
Password security has a direct, positive, and sig-
nificant effect on Cybersecurity Awareness of
MFS among citizens of Jordan (f =.235, p =.000),
and Password security clarifies R2 (cybersecu-
rity awareness of MFS) = 21.7% of the variance,
meaning that H2 is empirically confirmed. In
addition, the findings revealed that Social media
directly and positively influences Cybersecurity
Awareness of MFS among citizens of Jordan (f
=.393, p = .000), and Social media explains R2
(cybersecurity awareness of MFS) = 41.9% of the

Social media

variance, meaning that H3 is empirically ensured.
Besides, the results disclosed that Cybersecurity
Awareness of MFS has a direct and considerable
influence on MFS use among citizens of Jordan (3
=.210, p =.000), and Cybersecurity Awareness of
MES explains R2 (MFES use) = 28.6% of the vari-
ance, meaning that H4 is empirically affirmed.
Next, the findings confirmed that MFS use has
a direct and considerable effect on Public value
efficiency among citizens of Jordan (f = .223, p
=.000), and MFS use explicates R2 (Public value
efficiency) = 20% of the variance, meaning that
H5 is empirically affirmed. The findings also as-
serted that MFS use has a direct and consider-
able effect on Public value effectiveness among
citizens of Jordan (p = .535, p = .000), and MFS
use explicates R2 (Public value effectiveness) =
35.4% of the variance, meaning that H6 is em-
pirically affirmed. Finally, the outcomes uncov-
ered that MFS use has a direct and considerable
effect on Public value social value among citizens
of Jordan (B = .267, p = .000), and MFES use ex-
plicates R2 (Public value social value) = 21.4%
of the variance, meaning that H7 is empirically
affirmed.

.04 -
Social engineering Public value
threats N efficiency of MFS
13 20
37 — 08 29 -
) Cybersecurity Public value
P d ty .22 29— Use of MFS .35
assword security .22 awareness of MFS ]‘ €0 3 effectiveness of MFS
42 21

.05
Public value social
value of MFS

Figure 2. The retrieved graphic of the model hypotheses results (SEM)
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Table 3. Results of the study hypotheses

Hypothesis

Coefficient Estimates t- Statistics P

Social engineering threats —> Cybersecurity Awareness of MFS

MFS use - Public value social value

01142 3.272 )
0235 4805
Oi393 9.054
0.21 6.309
O.H223 4.326
O.::535 7.999
0.267 4.644

4. DISCUSSION

The current paper aimed to develop a novel con-
ceptual framework that integrates cybersecu-
rity awareness and public value theory depend-
ing on the use of MFS in fintech settings among
Jordanian citizens. This paper has empirically
confirmed the potential predictors influencing cy-
bersecurity awareness of MFS, MFS use, and ulti-
mately, public value dimensions in Jordan. As the
first hypothesis mentioned in this study, the out-
comes of this article uncover that social engineer-
ing threats are considered a major factor in decid-
ing the level of Jordanian citizens’ cybersecurity
awareness of MFS. This explains that Jordanian
residents have increased their cybersecurity
awareness of MFS since they know various types
of social engineering risks. Policymakers, manag-
ers, and leaders of mobile fintech government ser-
vices could prepare and provide sufficient training
regarding the recent potential social engineering
threats for citizens, which is considered success-
ful planning for increasing the degree of their cy-
bersecurity awareness of MFS. The first hypothe-
sis results align with similar investigations in the
relevant literature (Aldawood & Skinner, 2018;
Pésa & Grossklags, 2022). The results of the sec-
ond hypothesis confirm that password security is
considered a pivotal variable that critically influ-
ences cybersecurity awareness of MFS among citi-
zens of Jordan. As a result, citizens’ cybersecurity
awareness of MFS has increased since they realize
how to keep their passwords secure, form a sturdy
password for MFS, and do not share their personal
information and password applications with oth-
ers. However, government managers are responsi-
ble for increasing residents’ behavior toward deal-
ing with formulating their passwords in the MFS
context. The empirical results of the second hy-
pothesis are in touch with prior studies (Algahtani,
2022; Wash et al., 2016). In terms of the third hy-

http://dx.doi.org/10.21511/imfi.21(1).2024.32

pothesis of the present study, the findings disclose
that social media is considered a highly influential
variable among others affecting citizens’ cyberse-
curity awareness of MFS in Jordan. This explains
that cybersecurity awareness of MFS has been
raised among citizens of Jordan, since they are
perceived about their behavior and activities of us-
ing social media platforms. Hence, public admin-
istration managers could prepare comprehensive
guidance regarding the risks and threats of social
media technologies for citizens. The results of the
third hypothesis are similar to previous investiga-
tions (Alqahtani, 2022; Creevey et al., 2022).

In addition, the findings of the fourth hypothesis
confirm that cybersecurity awareness of MFS and
its predictors play an essential role in determining
the level of MFS use among citizens of Jordan. This
means that highly aware citizens have the strength
to identify the degree of MFS usage in Jordan.
Accordingly, high-level citizens’ cybersecurity
awareness of MFS will encourage them to down-
load MFS on their smartphones and accomplish
their financial transactions depending on MFS in
Jordan. In addition, the citizens of Jordan decided
that using MFS brings numerous benefits, such as
cost-effectiveness, ease of use, speed of services,
and low risks. However, increasing the degree of
cybersecurity awareness and its antecedents will
support a strong attitude and behavior toward us-
ing MFS among Jordanians. Hence, public institu-
tions in Jordan must prepare proper planning and
training to elevate the level of citizens’ cybersecu-
rity awareness of MFS toward attacks, threats, and
risks. Moreover, developers and designers should
pay attention to social engineering threats, pass-
word security, and social media dimensions in the
development process of MFS that could decrease
the potential cybersecurity threats using MFS. In
this way, continuous development of MFS will
make public organizations safer regarding cyber-
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security attacks and provide the maximum rate
of MES ease of use among Jordanians. The find-
ings of the fourth hypothesis are in touch with
similar research findings in the literature review
(Alhanatleh et al., 2022; Alhanatleh et al., 2024).
Regarding the fifth hypothesis, the outcomes of
this article ensure that MFS use can generate pub-
lic value efficiency among Jordanians. This eluci-
dates that using the capabilities of MFS reinforces
reducing the cost and time for collecting and ac-
cessing the information and financial services of
public institutions in Jordan. In addition, the ca-
pabilities of MFS communication assist in accom-
plishing financial transactions for Jordanians. The
empirical evidence of the fifth hypothesis results
is linked with prior investigations (Bannister &
Connolly, 2014). Relying on the sixth hypothesis
mentioned, the findings of this study indicate that
MES use aids in creating public value effectiveness
among citizens of Jordan, meaning that the public
institutions fulfill the foreseeable outcomes of res-
idents of Jordan. Increasing the convenience, ease
of information retrieval, and personalization of
MES will generate or maximize the public value ef-
fectiveness among Jordanian citizens. The results
of the sixth hypothesis are in line with similar
studies (Kernaghan, 2013; Schryen, 2013). Finally,
the findings of the seventh hypothesis confirm
that MFS use assists in creating or maximizing
the public value of social value among Jordanians,
clarifying using MFS with high-quality trust, well-
unforcedness, and participation attributes aims to
enhance the degree of public value of social val-
ue and gain benefits among Jordanian citizens.
As a result, creating public value of MFS among
Jordanians requires strong planning for the sus-
tainability of MFS through reinforcing the pres-
ent financial service and suggesting mandatory
financial services in terms of the requirements of
citizens. Government leaders and managers could

seek to adopt the latest trends in information tech-
nology (such as artificial intelligence, blockchain
technology, and big data) to increase the public
value of using MFS among Jordanians. The find-
ings of the seventh hypothesis are in touch with
prior research (Jiao et al., 2017).

Finally, the study possesses certain limits and ar-
eas for future investigations that contribute to ad-
vancing knowledge and understanding in the field
of the present study. Firstly, the results of the cur-
rent study require generalization. To do so, con-
ducting the same model in several sectors could
provide new insights and the ability to publicize
the outcomes. Besides, maximizing the sample
size requires deeply understanding the factors in-
fluencing the public value of using MFS. Secondly,
adding other dimensions to the study model could
potentially provide another perspective for mea-
suring public institutions’ performance and en-
suring MFS’s sustainability. Thirdly, investment
in digitalization is considered a future trend in
the public and private sectors. The future effort
regarding the area of the present study could con-
duct quantitative and qualitative investigations to
explore the benefits and challenges of adopting
digital transformation technologies (block-chain,
artificial intelligence, big data analytics, and
Internet of things) in the public sector and MFS In
addition, the government agility idiom expects to
provide new insights to reinforce public adminis-
tration performance based on the trends of digital
transformation technologies. Integrating govern-
ment agility with the current research model may
affect the public value of MFES in Jordan. Finally,
measuring the mediation role of the cybersecurity
awareness of MFS and MFS use could explain the
citizens’ behavior and attitude toward increasing
or generating MFS’s public value among Jordan’s
public institutions.

CONCLUSION

By connecting the elements of public value theory with the cybersecurity awareness of Mobile Fintech
services and its precursors, this work is an early attempt to obtain insight into the performance
processes of public institutions. The sophisticated conceptual model of the recent study has been
estimated to measure the performance of public institutions from citizens’ points of view regard-
ing Mobile Fintech services. Connecting the cybersecurity awareness of Mobile Fintech services and
public value theory has been considered a primary theoretical contribution that feeds the relevant
literature regarding the field of this study. This study has discovered that social engineering threats,
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password security, and social media factors can evaluate the degree of citizens’” cybersecurity aware-
ness of Mobile Fintech services in Jordan. Moreover, the findings have revealed that cybersecurity
awareness of Mobile Fintech services and its predictors positively and significantly affect the use of
Mobile Fintech services among citizens of Jordan. Therefore, the public value of using Mobile Fintech
services can be generated among Jordanians. Moreover, the contribution of research on financial
services, cybersecurity, and public value theory to measure the performance of public institutions
depends on citizens’ information and knowledge about the use of Mobile Fintech services in Jordan.
The statistical findings of the recent manuscript have empirically affirmed the connection between
cybersecurity awareness of Mobile Fintech services usage and its predictors with the dimensions of
public value theory in the government sector. The outcomes of this study confirmed that social en-
gineering threats, password security, and social media factors support powerful statistical evidence
to increase citizens’ cybersecurity awareness of Mobile Fintech services and eventually affect Mobile
Fintech services usage.

Moreover, the findings asserted that cybersecurity awareness of Mobile Fintech services, depending on
its antecedents and MFS use, provides empirical support for the public value determinants (efficiency,
effectiveness, and social value) of citizens in Jordan. However, the primary difference between this paper
and previous research is that it has statistically confirmed the link between cybersecurity awareness of
Mobile Fintech services and public value theory based on citizens’ viewpoints in Jordan. Therefore, the
confirmed results of this article could be utilized as a valuable reference for government managers and
leaders, designers, developers, stockholders, and policymakers in the domain of government services
and the public value realm in Jordan. In addition, the results may be employed in terms of the Mobile
Fintech services development and sustainability, meeting Jordanians’ requirements, needs, and specifi-
cations. Consequently, presenting inclusive and well-understood dimensions that influence the public
value of using Mobile Fintech services among Jordanians is a necessity process that expects to provide
long-term Mobile Fintech services sustainability. Finally, the growth in digitalization has offered an
alternative approach to evaluating the performance of public institutions and adding value to citizens
in accordance with the big-data realm, artificial intelligence technology, block-chain technology, and
its services platform, the technologies of the virtual word and virtual reality, and the internet of things
platform.
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