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Abstract

The increase in online credit card transactions in the digital era has caused an increase 
in credit card cyber incidents. This is happening globally, including in Indonesia. Thus, 
it will affect a bank’s reputation as well as its financial losses. Therefore, optimal fraud 
risk management is needed in a banking effort to prevent credit card fraud. In response, 
this article intended to study credit card fraud prevention by examining the relation-
ship between digital security required for customer data security; fraud brainstorming 
to identify process weaknesses; and compliance management to manage regulatory 
compliance. The next step was to test whether the anti-fraud specialist is competent 
to moderate this relationship. This study used a quantitative approach. This study in-
cluded 27 Indonesian card issuers. Primary sources were used to collect data for this 
study. The primary data were analyzed using a structural equation model (SEM). The 
results of the study show that digital security, fraud brainstorming, and compliance 
management were positively and significantly related to the prevention of credit card 
fraud, at a significance level of 5%, the t-statistic has a numerical value of 6.161, 5.079, 
and 5.98 each. Furthermore, testing the moderating effect obtained t-statistic values of 
7.330, 4.161, and 7.694. Competency results obtained with positive and significant in-
fluence moderate the relationship between these factors and credit card fraud preven-
tion. These findings have policy implications for banking and government objectives in 
fighting credit card fraud through implementing prevention strategies.
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INTRODUCTION

According to FST Media (2016) in the Economics of Fraud Survey, 
Indonesia has a high rate of credit card fraud due to its high online 
banking activity. As a country in Asia Pacific, Indonesia ranks 4.6 out 
of 5, where 5 is the worst. Indonesia is at high risk of credit card fraud 
by 86%, China by 70%, and Malaysia by 65%. Based on the AKKI 
(Indonesian Credit Card Association) report, banks in Indonesia suf-
fered losses due to credit card fraud in 2007, reaching around IDR 70 
billion. Similarly, 14 members of the EDC data breaching syndicate 
were arrested in 2011 for stealing up to 81 billion IDR from customer 
credit card balances.

In dealing with cybercrimes including credit card fraud, a strong in-
formation security management system is needed, which is built on 
three pillars: people, process, and technology. The condition that 
is happening in Indonesia is that currently Indonesia still needs 10 
thousand cybersecurity experts through optimizing existing resourc-
es, including in the banking world, to anticipate carding attacks that 
continue to increase in Indonesia. Internal auditors, compliance func-
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tions, and risk management as competent specialists are expected to have CFE or CISA qualifications 
and understand digital and cybersecurity, to combat technology-based fraud including carding. The 
aim is to oversight, assess the effectiveness of the anti-fraud program, and report the effectiveness of 
risk management to the Board of Directors, considering that cyberattacks in carding are very high and 
involve a lot of losses related to data security (ITG.ID, 2019). 

From the Indonesian Cyber and Crypto Security Technology department, it was stated that in dealing 
with the rise of carding as a form of cybercrime, the concept of cyber development is needed, where 
the forming element is the development of specialist competencies, in addition to process and technol-
ogy. In fulfilling specialist competencies to handle card security; cybersecurity literacy, workshops and 
knowledge sharing or brainstorming, fraud examiner certification, digital security for cyber incidents 
and awareness related to personal data protection, are required. In Indonesian banking practice, cat-
egorizing and identifying the risks of credit card fraud is not an easy thing to do, considering the com-
plexity and dynamics of credit card fraud schemes. Lack of reliability and accuracy of data, as well as 
an understanding of providing categories and calculating losses, can lead to different interpretations in 
assessing the risk of credit card fraud in the banking industry. Likewise, digital security in banking in 
Indonesia is still considered weak, such as in dealing with identity theft from credit card customers or 
carding, where the mode is increasingly sophisticated. In addition, various bank fraud cases including 
carding were also acknowledged by Bank Indonesia to occur due to weak internal controls and compli-
ance management, so banks need to rearrange internal controls by optimizing fraud risk management. 
Therefore, how to improve digital security, strengthen compliance management, fraud brainstorming 
and anti-fraud specialist competencies are important issues for issuer banks in Indonesia that must be 
anticipated to prevent credit card fraud from continuing to increase.

1. LITERATURE REVIEW  

AND THE HYPOTHESES

The emergence of various forms of cybercrime, es-
pecially carding, which involves credit card trans-
actions, in the digital era is a negative side of the 
development of society and the fact is that crime 
is always developing, along with the development 
of society (Sidoti & Devasagayam, 2010). Because 
of that, along with the emergence of cybercrime, 
efforts to prevent and deal with it are important 
issues (Lee, 2019).

The development of a digital society (digital so-
ciety), which has high expectations for a perfect 
customer experience, the availability of good in-
frastructure, demands effective service and pro-
tection of sensitive data, namely customer data. 
Digital security is needed to protect customer as-
sets as valuable assets in cyberspace. This asset 
refers to company resources, which will face cy-
ber threats and then need protection from these 
cyber threats (Badadare et al., 2018). For this 
reason, a digital security system that is managed 
properly is needed well, including in tackling 
credit card fraud.

Digital security itself, specifically in the banking 
business, is considered very important, because 
banks provide services through digital technolo-
gy, such as e-banking, sms banking or m-bank-
ing. This is what can make bank data or custom-
er data open to attacks by hackers who will steal 
these data. Because of this it is very important to 
carry out security strategies in the banking world 
such as data encryption, cooperate with a team of 
experts in the field of cybersecurity or create cy-
bersecurity training for employees, including for 
internal auditors, so that they can carry out their 
function as continuous assurance in cybersecurity 
to determine the cybersecurity method that will 
be implemented. (No & Vasarhelyi, 2017; Al-Alawi 
& Al-Bassam, 2019).

Previous studies explained that the development 
of information technology brings benefits as well 
as risks of fraud related to information technology. 
The widespread use of technology has led to the 
rise of cybercrime in the banking sector (Quick 
& Sayar, 2021; Sekhar & Kumar, 2023). Banking 
is an industry that experiences the highest cyber-
crime. Therefore, it is necessary to apply digital or 
cybersecurity with various mechanisms to deal 
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with fraud threats. Digital security frameworks 
can be used to analyze and identify cyber threats 
such as data theft or malware attacks. In addi-
tion, Goztepe (2012) explains that digital security 
provides information security with technological 
solutions that can automatically assist in fraud 
prevention and detection. Rule-based expert sys-
tem employing fuzzy rules (FRBCES) is a digital 
security that utilizes artificial intelligence using 
algorithm code to execute fraud prevention mech-
anisms. Today’s fraud prevention methods are no 
longer manual but automated to monitor the high 
volume of information and transaction data.

Past studies argue that increased customer in-
teraction in digital transactions makes compli-
ance management necessary to anticipate the 
development of fraud. It is proven that compa-
nies that use comprehensive compliance manage-
ment can reduce compliance violations or fraud. 
Companies that use compliance management to 
ensure compliance with rules through certain 
system mechanisms must be supported by sen-
ior leaders to reduce fraud (Coglianese & Nash, 
2021). Another study also suggests that a certain 
system, namely an automated knowledge-based 
compliance management system, is needed to 
overcome the limitations of special personnel in 
studying the rules that become standard compli-
ance in companies, including anti-fraud compli-
ance (S. Kim & Y. Kim, 2017). 

Several previous researchers found that fraud 
brainstorming has an influence on fraud risk as-
sessment as an effort to prevent fraud (Carpenter, 
2007; Mohd-Nassir et al., 2016). Brainstorming 
will improve the accuracy of judgments in assess-
ing fraud risk to prevent fraud. In addition, a study 
by Dewi et al. (2023) explains that the fraud risk 
management team using the brainstorming meth-
od can provide a more accurate credit card fraud 
risk assessment as an effort to prevent fraud, espe-
cially in terms of its causes. fraud and the impact 
of credit card fraud. Fraud brainstorming helps to 
discuss the emergence of fraud, detail fraud, and 
think like a fraudster so that you can find strate-
gies to prevent and anticipate fraud. Talamantes 
(2020) further shows that knowledge sharing be-
tween anti-fraud specialists is very important. 
This is because cybercriminals will find data and 
software vulnerabilities that are used at any time, 

including in the banking industry. Therefore, ex-
perts must share information to face challenges 
and determine reactions to potential cybercrime 
threats such as carding related (Viswanathan et al., 
2005).

The competence of specialists who control an-
ti-fraud banks can strengthen the link between 
digital security, compliance management, and 
fraud brainstorming on fraud prevention efforts, 
including credit card fraud. Pearson and Singleton 
(2008) explain that digital or cybersecurity in 
dealing with cybercrime can be carried out if ex-
perts with competence and certification in the 
field of fraud examiners and digital forensics, both 
forensic accounting and forensic auditing, support 
it. According to previous studies, the use of com-
pliance management with strong competency sup-
port in the form of knowledge of compliance, leg-
islation, and skills to analyze past behavior, which 
can be a predictor of possible future fraud risk, is 
necessary to address the growing complexity of 
fraud (Remmerbach & Krumme, 2020). Further 
research has examined, fraud brainstorming 
which is strengthened by competence (interper-
sonal skills) will affect the success of fraud preven-
tion (B. Schafer & J. Schafer, 2019) 

Subjects related to credit card fraud prevention 
factors in particular and cybercrime in general, in 
previous studies also included several variables as 
determining factors, such as anti-fraud IT technol-
ogy, law enforcement, attitude awareness, and eth-
ics (Riley, 2007; Obuh & Babatope, 2011; Othman 
et al., 2015; Kathirvel, 2013). Within the scope of 
technology for credit card fraud prevention, Singh 
and Jain (2019) also suggest that CCFPD (Credit 
Card Fraud Prevention and Detection) can be 
used as a framework for preventing and detecting 
credit card fraud at the application level and credit 
card transaction level. Likewise, Laurens and Zou 
(2016) argue that Dynamic Soft Descriptor mer-
chants can confirm whether the cardholder is an 
official who conducts online transactions.

Various theories explain the application of factors 
that can make cybercrime fraud prevention such 
as carding more effective. Fraud prevention efforts 
are important because according to Dell’Ariccia 
(2001), based on agency theory from Jensen and 
Meckling (1976), it is very important to make 
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fraud prevention efforts, because fraud can reduce 
profits and company reputation. Another example 
of theory is Donaldson and Davis’ theory (1991) 
which helps explain the relationship between prin-
cipals (shareholders) and stewards. This theory ex-
plains that the agent as a steward believes that per-
sonal needs will also be fulfilled by themselves by 
fulfilling the principal’s interests for the progress 
of the company. This can be achieved because the 
agent has good competence.

Another theory is that put forward by Neumann 
and Morgenstern. This theory consists of rules that 
create competitive situations to maximize one’s 
winnings. Game theory is defined as a study mod-
el of conflict and cooperation among rational deci-
sion makers, where this technique is used to ana-
lyze situations in which two or more people make 
decisions that may affect their well-being (Myerson, 
2002). Banks can use this game theory to explain 
that digital security uses analysis where fraud per-
petrators will choose a certain level of fraud (Vatsa 
et al., 2007), and vice versa, banks will also create 
certain security systems that can compensate for 
fraudster strategies in committing fraud.

Another factor, namely compliance management, 
can also be explained by signaling theory. This 
theory is to explain the existence of a condition 
when two parties (individuals and companies) 
have access to different information. The sender or 
giver of the signal will choose what and how to 
communicate information, and the receiver will 
choose how to interpret the signal (Connelly et al., 
2011). Signaling theory can be related to the im-
portance of compliance management in the bank-
ing system.

The brainstorming fraud factor can be explained 
by Social Judgment theory. An individual’s atti-
tude towards a particular issue results from a pro-
cess of consideration that occurs within them to-
wards the issue at hand (Hovland & Sherif, 1980). 
In general, it can be explained that knowing some-
one’s motivation to do carding in taking a fraud 
prevention strategy is very important. Several 
factors that cause the possibility of external and 
internal bank actors committing crimes are pres-
sure, opportunity, rationalization, ability, arro-
gance, and collusion. Collusion between the two 
parties to commit fraud on third parties can cause 

changes in employee culture and behavior from 
honest to dishonest (Vousinas, 2019). 

For this reason, this study tries to broaden the 
scope by integrating all variables related to people, 
process and technology, to handle carding relat-
ed credit card transactions. Based on the various 
opinions above, this study tries to analyze whether 
factors such as digital security, fraud brainstorm-
ing, compliance management, competency of an-
ti-fraud specialists can influence the effectiveness 
of credit card fraud prevention. Therefore, the hy-
potheses are as follows:

H1: Digital security has a positive effect on credit 
card fraud prevention.

H2: Compliance management has a positive ef-
fect on credit card fraud prevention.

H3: Fraud brainstorming has a positive effect on 
credit card fraud prevention.

H4: Competence of an anti-fraud specialist has a 
positive effect as a moderator of the relation-
ship between digital security and credit card 
fraud prevention.

H5: Competence of an anti-fraud specialist has a 
positive effect as a moderator of the relation-
ship between compliance management and 
credit card fraud prevention.

H6: Competence of an anti-fraud specialist has a 
positive effect as a moderator of the relation-
ship between fraud brainstorming and credit 
card fraud prevention.

2. RESEARCH METHODOLOGY

This study used a quantitative design with descrip-
tive research methods to describe phenomena ac-
cording to the identified variables. It was designed 
to provide systematic information. The researchers 
decided to use a survey because it is the most wide-
ly used and effective strategic tool in economic and 
business research (Sekaran & Bougie, 2016). Surveys 
are also a tool for collecting quantitative data in an 
effective and systematic way so as to run statistical 
tests and obtain generalizable results (Bryman, 2016).
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This research sample was taken based on the 
non-probability sampling method through total 
quota sampling, namely sampling, with the en-
tire population from the unit of analysis deter-
mined by the researcher. The unit of analysis or 
members of this research population are 27 credit 
card issuing banks in Indonesia with the obser-
vation units being banking committee members 
that supervise anti-fraud controls. They supervise 
a Risk Management, Compliance, and Internal 
Audit Unit in the Credit Card Business. Because it 
involved the practice of implementing fraud pre-
vention at each bank, the identities and responses 
given by respondents through this questionnaire 
were kept confidential. 63 questionnaire questions 
were analyzed to determine research findings. The 
respondents recorded the implementation of dig-
ital security practices, fraud brainstorming ses-
sions, compliance management and competence 
of anti-fraud control units at their respective 
banks. Participants were also asked to provide de-
tails regarding position in the company, participa-
tion in anti-fraud training and ownership of Fraud 
Examiner Certificates.

In filling out this research survey, all 215 respond-
ents were asked to provide answers in the form of 
levels of approval and disapproval of questions 
on a Likert response scale consisting of 5 points, 
namely with a score range of 5 for strongly agree, 
to a score of 1 for strongly disagree.

Furthermore, as a method of analysis, the 
Structural Equation Model-Partial Least Square 
(SEM-PLS) method is used. SEM is used in this 
study to build the initial model with the variables 
tested. As for this study, the variables discussed 
will be divided into several dimension categories 
where each dimension is measured by indicators. 
The variables in this study are: 

1) Competence of anti-fraud specialist;
2) Digital Security;
3) Compliance Management;
4) Fraud Brainstorming;
5) Credit Card Fraud Prevention.

In the analysis of data testing using SEM 
(Structural Equation Modeling) and 
SMARTPLS (Partial Least Square), there are 
two types of models which are a measurement 

model (outer model) and a structural model (in-
ner model). The measurement model explains the 
proportion of variance of each manifest variable 
or indicator that can be explained in the latent 
variable. Each latent variable will then describe a 
structural model that examines the effect of each 
exogenous latent variable on the endogenous la-
tent variable (Hair et al., 2019). Next, the steps for 
testing the data are written as follows:

2.0.1. Outer model analysis  

or measurement model 

Validity test (convergent validity and discriminant 
validity). For convergent validity, according to 
Hair et al. (2019) and Ghozali (2014), most of the 
reference factor loadings of 0.50 or more (≥ 0.50) 
are considered to have strong enough validity to 
explain latent constructs. Discriminant Validity 
is comparing the AVE (square root of Average 
Variance Extracted) value of each construct, with 
the correlation between the construct and other 
constructs (Ghozali, 2008). Reliability test (com-
posite reliability and Cronbach’s alpha). It is re-
liable if the composite reliability value is ≥ 0.7 
(Ghozali, 2014, p. 43). Otherwise, it is unreliable if 
it is < 0.7. For the Cronbach’s Alpha test, the value 
suggested in is > 0.6, generally. 

2.0.2. Inner model analysis or structural model

R-square test is used to define the variance in the 
endogenous variable explained by the exogenous 
variable(s). R-square is for endogenous constructs, 
path coefficient values or t-values for each path to 
test the significance between constructs in struc-
tural models (Abdillah & Jogiyanto, 2009, p. 62).

Goodness of Fit (GoF) values between 0.1 and 0.25 
have a small category, values between 0.25 and 
0.0.36 have a moderate category, and values more 
than 0.36 have a large category (Hair et al., 2019).

2.0.3. Hypothesis test

The criteria for testing the hypothesis in this study 
is a significance level (α) of 5% and is determined 
by the following criteria: 

• the hypothesis is accepted if t-test > t-table 
(1.96);
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• the hypothesis is rejected if t-test < t-table 
(1.96).

The P-value can also determine the hypothesis test, 
with these criteria:

• the hypothesis is accepted if P-value < 0.05;

• the hypothesis is rejected if P-value > 0.05.

2.0.4. Conversion to the equation system 

The path diagram conversion can be explained in 
the equation as follows:

1 1 2 2 3 3 4

5 1 6 2 7 3 1
,

Y X X X Z

X Z X Z X Z

β β β β
β β β ζ

⋅= + + + +

+ ⋅ + ⋅ + ⋅ +
 (1)

where Y = Credit Card Fraud Prevention; X
1
 = 

Digital Security; X
2
 = Compliance Management; 

X
3
 = Fraud Brainstorming; Z = Competence; 

β
1
 = Digital Security path coefficient to Credit 

Card Fraud Prevention; β
2
 = Path coeffi-

cient of compliance management to Credit 
Card Fraud Prevention; β

3
 = Coefficient of 

the Fraud Brainstorming Path to Credit Card 
Fraud Prevention; β

4
 = Competency path coef-

ficient for Credit Card Fraud Prevention; β
5
 = 

Digital Security path coefficient moderated by 
Competence; β

6
 = Compliance Management path 

coefficient moderated by Competence; β
7
 = Fraud 

Brainstorming path coefficient with moderation 
by Competence; and ζ

1
 = other factors’ influence.

3. RESEARCH RESULTS

In demographic survey, the results showed that 
there were 50 people (23%) in the Compliance 
Unit Supervision, 99 people (46%) in the Risk 
Management Unit Supervision, and 66 peo-
ple (31%) in the Internal Audit Unit Supervision. 
There were 96 (45%) males and 119 (55%) females, 
of which 177 people (82%) were graduates, 23 peo-
ple (11%) were postgraduates, and 15 people (7%) 
had diplomas degrees. Related to the age of the re-
spondents, 45 people (21%) were under the age of 
30, 104 people (48%) were between the ages of 31 
and 40, 66 people (31%) were over the age of 40. 

The next was validity test as a stage of the outer 
model analysis (see Table 1).

Table 1 showed the convergent validity test after 
reduction. It can be seen from the loading fac-
tor values and average variance extracted (AVE). 
And after reducing some of the lowest indicators 
(X3.2.2, Y.3.3, Y.4.3, Y.4.4, Y.4.6), all remaining 
indicators are tested and declared valid since they 
have a loading factor greater than 0.5. Some of 
these indicators were not used because they were 
considered less representative in explaining the 
factors that make credit card fraud prevention 
more effective. 

Cronbach’s Alpha and Composite Reliability (CR) 
are performed to test construct reliability. Thus, 
it will be seen that all indicators are reliable and 

Table 1. Convergent validity test 

Variable Dimension Indicator
Loading 

Factor
AVE

Digital Security 

(X1)

Confidentiality data 
security (X1.1)

Authentication mechanism (X1.1.1) 0.852

0.74Proper password (X1.1.2) 0.874

Cybersecurity training (X1.1.3) 0.856

Integrity data security 

(X1.2)

Data encryption (X1.2.1) 0.912
0.838

Access control (X1.2.2) 0.919

Availability data 
security (X1.3)

System patching regularly (X1.3.1) 0.937
0.866

Comprehensive disaster recovery plan (X1.3.2) 0.924

Compliance 
Management 

System  
(X2)

Oversight of the 

board of directors and 
management (X2.1)

Oversight and commitment (X2.1.1) 0.721

0.644
Change Management (X2.1.2) 0.840

Comprehension, identification, and risk management (X2.1.3) 0.823

Self-identification and corrective action (X2.1.4) 0.821

Compliance program 

(X2.2)

Policies and procedures (X2.2.1) 0.806

0.684
Compliance training (X2.2.2) 0.818

Compliance monitoring and audit (X2.2.3) 0.861

Consumer complaint response (X2.2.4) 0.821
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Variable Dimension Indicator
Loading 

Factor
AVE

Fraud 
Brainstorming 

(X3)

Assembling the right 
people (X3.1)

Engagement of all participating team members (X3.1.1) 0.850
0.676

Team contribution (X3.1.2) 0.794

Assessing the process 

(X3.2)

Process Issues (X3.2.1) 0.856

0.742Manual vs automated system (X3.2.3) 0.859

New system vs legacy system (X3.2.4) 0.869

Assessing the players 

(X3.3)

Employee background (X3.3.1) 0.859

0.796Employee authority (X3.3.2) 0.923

Working period (X3.3.3) 0.894

Assessing the data 

(X3.4)

Manual data (X3.4.1) 0.872
0.776

Automated Data (X3.4.2) 0.889

Assessing the 

environment (X3.5)

Assessment of the workplace (X3.5.1) 0.936
0.877

Assessment of the environment pressure (X3.5.2) 0.937

Developing fraud 
schemes (X3.6)

Development of detailed business processes (X3.6.1) 0.751
0.655

Possibility of collusion (X3.6.2) 0.864

Developing procedures 
of control based 

on identified fraud 
schemes (X3.7)

Procedures for preventive control (X3.7.1) 0.839

0.694
Procedure for detective control (X3.7.2) 0.827

Developing fraud 
triggers (X3.8)

Unusual Transaction (X3.8.1) 0.914
0.753

Inconsistency of customer data information (X3.8.2) 0.819

Fraud 
Prevention  

(Y)

Tone at the top (Y.1)
Leading by example (Y.1.1) 0.892

0.833
 Creating a culture of integrity (Y.1.2) 0.933

Streamlining employee 
on-boarding process 

(Y.2)

 Verification of prospective new employees (Y.2.1) 0.922

0.833
Verification of promoted employees (Y.2.2) 0.904

Continuous anti-fraud 
training and awareness 

campaigns (Y.3)

Awareness of the importance of fraud prevention (Y.3.1) 0.916

0.847
Employee training related to red flags (Y.3.2) 0.934

Entrenchment of 
Sound Internal Control 

Systems (Y.4)

Surprise audit; (Y.4.1) 0.805

0.660Physical security of assets (Y.4.2) 0.852

Multi-level authorization (Y.4.5) 0.778

Creating and Sustaining 
an Anti-Fraud 

Reporting Mechanism 

(Y.5)

Reporting through the media whistleblowing system by 
management (Y.5.1)

0.954

0.906Protection and reward  to the whistleblower (Y.5.2) 0.961

Parties Managing Complaints (Y.5.3) 0.943

Use of artificial 
intelligence techniques 

(Y.6)

Anomaly detection of transaction (Y.6.1) 0.981

0.962
Monitoring customer behavior in transactions (Y.6.2) 0.981

Competence  
(Z)

Knowledge (Z.1)
General knowledge (Z.1.1) 0.905

0.816
Task-specific knowledge (Z.1.2) 0.901

Skill (Z.2)

Communication skill (Z.2.1) 0.894

0.785Problem solving skill (Z.2.2) 0.866

Task uncertainty skill (Z.2.3) 0.898

Intrinsic motivation 

(Z.3)

Mastery (Z.3.1) 0.866

0.763Autonomy (Z.3.2) 0.886

Purpose (Z.3.3) 0.869

Collaborative mindset 
(Z.4)

“We” focus behavior (Z.4.1) 0.846

0.799Sharing information (Z.4.2) 0.947

Communication (Z.4.3) 0.885

Table 1 (cont.). Convergent validity test

consistently measure their respective variables. 
This test is useful for the various factors influenc-
ing credit card fraud prevention at Indonesian is-
suing banks. 

Table 2 above shows that all research variables 
have CR values greater than 0.7 and Cornbach’s 
Alpha values greater than 0.6.
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Table 2. Reliability test 

Variable
Cronbach’s  

Alpha

Composite  

Reliability (CR)

X1 0.919 0.935

X1.1 0.825 0.895

X1.2 0.807 0.912

X1.3 0.846 0.928

X2 0.911 0.928

X2.1 0.815 0.878

X2.2 0.846 0.896

X3 0.934 0.943

X3.1 0.673 0.807

X3.2 0.826 0.896

X3.3 0.872 0.921

X3.4 0.712 0.874

X3.5 0.860 0.935

X3.6 0.631 0.791

X3.7 0.659 0.819

X3.8 0.680 0.859

Y 0.815 0.774

Y.1 0.802 0.908

Y.2 0.800 0.909

Y.3 0.820 0.917

Y.4 0.744 0.853

Y.5 0.948 0.967

Y.6 0.960 0.981

Z 0.944 0.952

Z.1 0.774 0.899

Z.2 0.863 0.917

Z.3 0.845 0.906

Z.4 0.873 0.922

The structural model test in this study was carried 
out with the R-square value. According to Ozili 
(2023), the R-Square Category is 0-0.09 = weak, 
0.10-0.50 = moderate, and 0.51-0.99 = strong.

Table 3. R-square 

Construct R-Square
R-Square 

Adjusted
Information

X
1
-Y 0.859 0.857 Strong

X
2
-Y 0.818 0.817 Strong

X
3
-Y 0.763 0.762 Strong

Z-Y 0.272 0.271 Moderate

Descriptive statistics indicate that the factors that 
influence the prevention of credit card fraud at the 
credit card issuing banks in Indonesia can be ex-
plained in various ways, starting with the factors 
with the highest results, namely digital security, 
compliance management, fraud brainstorming 
and the competence of anti-fraud specialists.

Moreover, the Goodness of Fit (GoF) was calculat-
ed for the model as follows: 

2
 0.723 0.780 0.751.GoF AVE R= ⋅ = ⋅ =  (2)

Based on Hair’s criteria, it was concluded that the 
research model formed was good (> 0.36), namely 
0.751. 

4. HYPOTHESIS TESTING 

Hypothesis testing used 5,000 bootstrapped samples 
with a 95 percent confidence interval. The results of 
data processing and bootstrap in the SEM-PLS anal-
ysis show that the relationship hypothesized in the 
formal research model is statistically significant, be-
cause the p-value is less than 0.05, reaching the re-
quired level at 95% reliable. In other words, the hy-
pothesis in the research model is accepted.

The results of the sample bootstrapping are pre-
sented below.

H1: Digital Security.

Based on Table 4, the t-statistics are greater than 
the t-table, namely 6.161 > 1.96 at a significance 
level = 5%. In addition, the p-value (0.017) < 0.05 
means H

0
 is rejected. Digital security significantly 

affects fraud prevention. 

Table 4. Estimates based on the structural model

Hypothesis Relationship β value Standard Deviation T-statistics P-values T-table Outcome

H
1

X
1
 → Y 0.727 0.118 6.161 0.017 1.96 Accepted

H
2

X
2
 → Y 0.701 0.138 5.079 0.027 1.96 Accepted

H
3

X
3
 → Y 0.600 0.100 5.980 0.00 1.96 Accepted

Bootstrap result for moderating effect
Hypothesis Relationship β value Standard Deviation t-statistics p-values t-table Outcome

H
4

X
1
∙Z → Y 0.755 0.103 7.330 0.005 1.96 Accepted

H
5

X
2
∙Z → Y 0.774 0.186 4.161 0.031 1.96 Accepted

H
6

X
3
∙Z → Y 0.731 0.095 7.694 0.004 1.96 Accepted

Note: X
1
 = digital security, X

2
 = compliance management, X

3 
= fraud brainstorming, Z = competence, Y = fraud prevention.
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H2: Compliance Management.

Based on Table 4, the t-statistics value is greater 
than the t-table, namely 5.079 > 1.96 at a sig-
nificance level = 5%. In addition, the p-value 
(0.027) < 0.05 then H

0
 is rejected. The compli-

ance management has a significant effect on 
fraud prevention.

H3: Fraud Brainstorming.

Based on Table 4, the value of the t-statistics is 
greater than the t-table, namely 5.98 > 1.96 at a sig-
nificance level = 5%. In addition, the p-value (0.00) 
< 0.05 means that H

0
 is rejected. Fraud brainstorm-

ing has a significant effect on fraud prevention.

H4: Digital Security was moderated by 
Competence of an anti-fraud specialist.

Based on Table 4, the t-statistics value is greater 
than the t-table, namely 7.330 > 1.96 at a signifi-
cance level = 5%. In addition, the p-value (0.005) 
< 0.05 means that H

0
 is rejected. Competence has 

a significant effect as a moderator of the relation-
ship between digital security and fraud prevention.

H5: Compliance Management System was 
moderated by Competence of an anti-fraud 
specialist.

Based Table 4, the t-statistics value is greater than 
the t-table, namely 4.161 > 1.96 at a significance 
level = 5%. In addition, the p-value (0.031) <0.05 
means that H

0
 is rejected. Competence has a signif-

icant effect as a moderator of the relationship be-
tween compliance management on fraud preven-
tion, or competence can strengthen the relation-
ship between compliance management and credit 
card fraud prevention.

H6: Fraud Brainstorming was moderated  
by Competence of an anti-fraud specialist.

Based on Table 4, the t-statistical value is greater 
than the t-table, namely 7.694 > 1.96 at a signifi-
cance level = 5%. In addition, the p-value (0.004) < 
0.05 means that H

0
 is rejected. It means that com-

petence has a significant effect as a moderator of 
the relationship between fraud brainstorming and 
fraud prevention.

5. DISCUSSION

The next is the discussion to find out the estima-
tion results of the statistical data processing with 
applicable theory and practice.

Hypothesis testing showed that digital security 
has a significant positive effect on credit card fraud 
prevention; the higher the digital security, the 
higher the credit card fraud prevention. So, this 
study is in accordance with research from Auchey 
(2020), maintaining digital security requires data 
analytics to prevent potential threats to techno-
logical systems. This is where agency theory be-
comes the basis for understanding the strategy of 
company management in maximizing the use of 
data analytics, both for the audit process and for 
fraud prevention, so as to reduce operational costs 
due to the impact of fraud losses that arise.

Shiva et al. (2010) explained that game theory is a 
potentially good solution for managing dynamic 
analytical mechanisms in digital or cybersecurity 
because, although there are advances in informa-
tion technology in securing digital aspects (confi-
dentiality, integrity, and availability of data secu-
rity), they still cannot keep up with cybercrimes 
such as dynamic credit card data theft.

In practice, issuing banks in Indonesia need to 
improve data authentication mechanisms, as 
well as more continuous audits of system access. 
The entire digital security process must com-
ply with the banking code of ethics, local guide-
lines, Information Security Management System 
(SMKI), and international (PCI DSS, NIST 
Framework). The SMKI uses SNI (Indonesia 
National Standard) and ISO/IEC 27001:2013 rules 
which are information security guidelines that ex-
plain the requirements for creating, implementing, 
analyzing, maintaining, and documenting infor-
mation to keep it safe. 

Currently, digital security governance in Indonesia 
is still partial, so the handling of cybersecurity is-
sues is not yet integrated. This makes cyber threats 
even more real, such as data security in cred-
it card businesses. For this reason, up-to-date IT 
Governance and a comprehensive GRC are need-
ed to create awareness regarding best practices in 
cybersecurity to reduce the risk of cyber fraud.
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Therefore, cybercrimes such as carding as a 
form of credit card fraud in cyberspace re-
quire preventative action. This preventive ac-
tion is urgently needed because issuing banks 
in Indonesia are still lacking in protecting card-
holders’ personal data through their digital 
and cybersecurity, under the umbrella of the 
Personal Data Protection Law.

Based on the test results, it is known that the com-
pliance management had a significant positive ef-
fect on fraud prevention and provided positive 
results. These results support the research hypoth-
esis through empirical evidence that the better the 
compliance management, the better the fraud pre-
vention. According to Holt et al. (2016), signaling 
theory is used as a basis for seeing whether there 
are detectable signals from actions that lead to 
fraud, by using compliance management. This is 
mainly performed by forensic accountants or au-
ditors to catch indications of fraud, so that fraud 
can be prevented.

Survey results on issuing banks in Indonesia show 
that there is a need to improve a number of things, 
such as a culture of communication and compli-
ance. Company ethics and legal requirements 
must be implemented, not just as an empty item 
on the checklist, but as a compliance culture in ac-
tion. As explained in PBI 13/2/PBI/2011, compli-
ance management functions to formulate strate-
gies to encourage the creation of a culture of com-
pliance, ensure systems, and company procedures 
comply with the law.

The survey results showed that fraud brainstorm-
ing had a significant positive effect on fraud pre-
vention. According to Brazel et al. (2010), two or 
more auditors who interact with each other, either 
between auditors or with groups outside them, 
can influence the success of making fraud pre-
vention policy formulations. Based on social judg-
ment theory, it can support the success of fraud 
brainstorming in developing fraud prevention 
strategies.

From the survey results, fraud brainstorming has 
been carried out in issuing banks in Indonesia but 
is not continuous, especially in discussing the au-
dit plan design. In practice, the brainstorming that 
has been carried out at this time is mostly carried 

out after the occurrence of fraud, which is based 
on cardholder reports. This causes an increase in 
the burden of reserves for losses as a bank risk ex-
pected loss due to fraud. 

According to the empirical results obtained based 
on the survey, there are several dimensions that 
need improvement, namely fraud brainstorming 
related to assessing the environment, assessing da-
ta, assessing employees, and assessing the process. 
In line with previous research, there are weakness-
es in the detailed discussion regarding the sever-
al dimensions above that can make banks less 
focused on strategic planning sessions to obtain 
ideas related to cyber risk mitigation (Hubs, 2012). 
Brainstorming is important, as explained in ISA 
240, SAS No. 99, and SAS No. 82, which encour-
ages auditors to conduct brainstorming with the 
involvement of various team members to analyze 
the potential for fraud.

According to Brazel et al. (2010), decision-making 
based on brainstorming in accordance with social 
judgment theory will provide better quality deci-
sions compared to individual decisions. Carrying 
out the task of fraud risk assessment in the cred-
it card business will make the resulting decisions 
even better because there is a process of sharing 
knowledge and experience related to credit card 
fraud prevention (Dewi et al., 2023).

The research results proved that the influence of 
digital security, compliance management, and 
fraud brainstorming on fraud prevention in the 
credit card business sector is strengthened by 
the competence of anti-fraud specialists, name-
ly the 2nd and 3rd lines of banking such as risk 
management, compliance, and internal auditor 
teams. This means that digital security will have 
a stronger relationship with fraud prevention if 
it is supported by the competence of anti-fraud 
specialists. Competence here is competence in 
forensic accounting skills. This skill enables a 
specialist to gather evidence of fraud and present 
it clearly. Problem-solving skills in dealing with 
complex types of fraud. According to Hasham 
et al. (2019), a lack of competence in preventing 
cybercrime such as credit card fraud will have a 
negative impact on companies and increase mon-
ey laundering crimes, which will threaten nation-
al security in general.
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Using agency theory to ensure good IT govern-
ance between digital and cybersecurity, and 
fraud prevention, which is strengthened by 
competence, can help companies become more 
strategic (Posthumus & Solms, 2021). Other 
research has proven that in the security com-
petency model developed by NICE (National 
Initiative for Cybersecurity Education) USA, 
the human factor is very crucial to strength-
ening cybersecurity to prevent fraud. A lack 
of competency can result in vulnerabilities in 
digital system security (E. Szczepaniuk & H. 
Szczepaniuk, 2022).

Digital security in Indonesia must be based 
on ISO 27001-2013, which is a ten-year-old 
framework, according to the Ministry of 
Communication and Information’s directives.  
This makes hacking easier because security ma-
turity should improve over time. Actually, there 
is already a digital security method as of 2022 
but it hasn’t started to be effectively implement-
ed. In other words, the digital security strategy 

must be strengthened by the competence of the 
specialists.

Research results proved, the influence of compli-
ance management on credit card fraud prevention 
is strengthened by competence. Quick and Sayar 
(2021) argue that a bank’s compliance management 
can achieve its goal of systematically preventing and 
sanctioning violations of company regulations if the 
competence of its supporting specialists is strength-
ened. Based on agency theory, agents can take differ-
ent actions from the goals set by the principals. This 
will have a bad impact on the company if the princi-
pal has poor skills to anticipate it. Specialist skills are 
needed to oversee optimal compliance management 
implementation. 

Research results also proved that the effect of fraud 
brainstorming on fraud prevention is strength-
ened by the competence of anti-fraud specialists. 
Brainstorming can help anti-fraud specialists to 
identify the types of fraud based on the evidence 
gathered.

CONCLUSION

The findings of this study show that in preventing credit card fraud in Indonesian banks, factors such as 
digital security, compliance management, and fraud brainstorming are needed, which are strengthened 
by the competence of anti-fraud specialists. From the results of this study, it can be explained that the 
first factor is increasing digital security through data analytics security, which is useful for preventing 
potential threats to technology systems. The second is a compliance management to get to know cus-
tomers, manage risks using a compliance dashboard, and organize multiple layers of defense to prevent 
carding. The third is fraud brainstorming which must be carried out regularly and with quality to help 
specialists improve the quality of fraud consideration. The success of making fraud prevention policy 
formulations can be affected by this interaction.

Improving digital security, compliance management, optimizing brainstorming, which is strengthened 
by the competence of anti-fraud specialists, are important things to maximize fraud prevention efforts 
in the credit card business in Indonesia. These competencies can be improved through professional 
training. The achievement of these conditions can have a significant impact on the proper management 
of fraud risk, including eradicating money laundering crimes in various modes, including through 
credit card fraud.

All the factors mentioned must be supported by strong competency factors from anti-fraud spe-
cialists. Competence can ensure good quality banking IT governance, strengthen the relationship 
between digital security and fraud prevention, overcome weaknesses in understanding local and 
international regulations related to payment card security standards, understand the use of big 
data, strengthen the effectiveness of knowledge sharing with specialists to realize optimal fraud 
prevention.
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APPENDIX A

Table A1. Variable description of Digital Security

Indicator
Categories

Sum
Average 

Score
Score Category

Very Good Good Fair Poor Bad

X1.1.1
135 66 14 0 0 215

4.56 Very Good
63% 31% 7% 0% 0% 100%

X1.1.2
140 57 14 4 0 215

4.55 Very Good
65% 27% 7% 2% 0% 100%

X1.1.3
110 61 27 12 5 215

4.21 Very Good
51% 28% 13% 6% 2% 100%

X1.2.1
120 64 21 4 6 215

4.34 Very Good
56% 30% 10% 2% 3% 100%

X1.2.2
134 57 17 3 4 215

4.46 Very Good
62% 27% 8% 1% 2% 100%

X1.3.1
131 64 15 2 3 215

4.48 Very Good
61% 30% 7% 1% 1% 100%

X1.3.2
132 64 16 0 3 215

4.50 Very Good
61% 30% 7% 0% 1% 100%

Digital Security 4.44 Very Good

Table A2. Variable description of Compliance Management 

Indicator
Categories

Sum Average Score
Score 

Category Very Good Good Fair Poor Bad

X2.1.1
138 62 0 12 3 215

4.49 Very Good
64% 29% 0% 6% 1% 100%

X2.1.2
140 60 0 15 0 215

4.51 Very Good
65% 28% 0% 7% 0% 100%

X2.1.3
141 52 0 22 0 215

4.45 Very Good
66% 24% 0% 10% 0% 100%

X2.1.4
140 59 0 16 0 215

4.50 Very Good
65% 27% 0% 7% 0% 100%

X2.2.1
149 58 0 8 0 215

4.62 Very Good
69% 27% 0% 4% 0% 100%

X2.2.2
146 54 0 15 0 215

4.54 Very Good
68% 25% 0% 7% 0% 100%

X2.2.3
139 60 0 16 0 215

4.50 Very Good
65% 28% 0% 7% 0% 100%

X2.2.4
140 56 0 19 0 215

4.47 Very Good
65% 26% 0% 9% 0% 100%

Compliance Management System 4.51 Very Good

Table A3. Variable description of Fraud Brainstorming 

Indicator
Categories

Sum
Average 

Score

Score 

Category 
Very Good Good Fair Poor Bad

X3.1.1
62 80 0 60 13 215

3.55 Good
29% 37% 0% 28% 6% 100%

X3.1.2
132 55 0 16 12 215

4,30 Very Good
61% 26% 0% 7% 6% 100%

X3.2.1
56 82 0 66 11 215

3.49 Good
26% 38% 0% 31% 5% 100%

X3.2.2
149 31 0 22 13 215

4,31 Very Good
69% 14% 0% 10% 6% 100%



59

Banks and Bank Systems, Volume 18, Issue 4, 2023

http://dx.doi.org/10.21511/bbs.18(4).2023.05

Indicator
Categories

Sum
Average 

Score

Score 

Category 
Very Good Good Fair Poor Bad

X3.2.3
37 79 0 75 24 215

3.14 Fair
17% 37% 0% 35% 11% 100%

X3.2.4
46 92 0 54 23 215

3.39 Fair
21% 43% 0% 25% 11% 100%

X3.3.1
39 95 0 57 24 215

3.32 Fair
18% 44% 0% 27% 11% 100%

X3.3.2
34 98 0 71 12 215

3.33 Fair
16% 46% 0% 33% 6% 100%

X3.3.3
43 98 0 64 10 215

3.47 Fair
20% 46% 0% 30% 5% 100%

X3.4.1
43 108 0 58 6 215

3.58 Fair
20% 50% 0% 27% 3% 100%

X3.4.2
38 97 0 65 15 215

3.36 Fair
18% 45% 0% 30% 7% 100%

X3.5.1
38 93 0 71 13 215

3.33 Fair
18% 43% 0% 33% 6% 100%

X3.5.2
36 91 0 80 8 215

3.31 Fair
17% 42% 0% 37% 4% 100%

X3.6.1
169 14 0 26 6 215

4.46 Very Good
79% 7% 0% 12% 3% 100%

X3.6.2
35 127 0 52 1 215

3.67 Good
16% 59% 0% 24% 0% 100%

X3.7.1
139 34 0 39 3 215

4.24 Very Good
65% 16% 0% 18% 1% 100%

X3.7.2
161 19 0 28 7 215

4.39 Very Good
75% 9% 0% 13% 3% 100%

X3.8.1
42 117 0 55 1 215

3.67 Good
20% 54% 0% 26% 0% 100%

X3.8.2
53 108 0 53 1 215

3.74 Good
25% 50% 0% 25% 0% 100%

Fraud Brainstorming 3.69 Good

Table A4. Variable description of Competence

Indicator
Categories

Sum Average Score Score Category 
Very Good Good Fair Poor Bad

Z.1.1
46 116 48 5 0 215

3.94 Good
21% 54% 22% 2% 0% 100%

Z.1.2
0 99 0 0 116 215

2.38 Poor
0% 46% 0% 0% 54% 100%

Z.2.1
0 114 0 0 101 215

2.59 Poor
0% 53% 0% 0% 47% 100%

Z.2.2
0 115 0 0 100 215

2.61 Fair
0% 53% 0% 0% 47% 100%

Z.2.3
0 113 0 0 102 215

2.58 Fair
0% 53% 0% 0% 47% 100%

Z.3.1
36 117 59 3 0 215

3.87 Good
17% 54% 29% 1% 0% 100%

Z.3.2
40 109 63 3 0 215

3.87 Good
19% 51% 29% 1% 0% 100%

Z.3.3
34 118 56 7 0 215

3.83 Good
16% 55% 26% 3% 0% 100%

Table A3 (cont.). Variable description of Fraud Brainstorming 
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Indicator
Categories

Sum Average Score Score Category 
Very Good Good Fair Poor Bad

Z.4.1
0 117 0 0 98 215

2.63 Fair
0% 54% 0% 0% 46% 100%

Z.4.2
29 145 37 0 4 215

3.91 Good
13% 67% 17% 0% 2% 100%

Z.4.3
0 119 0 0 96 215

2.66 Fair
0% 55% 0% 0% 45% 100%

Competence 3.17 Fair

Table A5. Variable description of Credit Card Fraud Prevention

Indicator

Categories

Sum
Average 

Score

Score 

Category Very 

Good
Good Fair Poor Bad

Y.1.1
104 52 28 27 4 215

4.05 Good
48% 24% 13% 13% 2% 100%

Y.1.2
118 58 13 23 3 215

4.23 Very Good
55% 27% 6% 11% 1% 100%

Y.2.1
107 50 25 25 8 215

4.04 Good
50% 23% 12% 12% 4% 100%

Y.2.2
104 61 20 26 4 215

4.09 Good
48% 28% 9% 12% 2% 100%

Y.3.1
83 83 17 26 6 215

3.98 Good
39% 39% 8% 12% 3% 100%

Y.3.2
79 86 19 24 7 215

3.96 Good
37% 40% 9% 11% 3% 100%

Y.3.3
96 72 19 24 4 215

4.08 Good
45% 33% 9% 11% 2% 100%

Y.4.1
61 91 24 29 10 215

3.76 Good
28% 42% 11% 13% 5% 100%

Y.4.2
73 83 12 37 10 215

3.80 Good
34% 39% 6% 17% 5% 100%

Y.4.3
30 54 24 55 52 215

2.79 Fair
14% 25% 11% 26% 24% 100%

Y.4.4
76 69 31 37 2 215

3.84 Fair
35% 32% 14% 17% 1% 100%

Y.4.5
63 47 23 63 19 215

3.34 Fair
29% 22% 11% 29% 9% 100%

Y.4.6
24 33 13 18 127 215

3.89 Good
11% 15% 6% 8% 59% 100%

Y.5.1
24 29 20 20 122 215

3.87 Good
11% 13% 9% 9% 57% 100%

Y.5.2
34 27 18 26 110 215

3.70 Good
16% 13% 8% 12% 51% 100%

Y.5.3
26 23 18 21 127 215

3.93 Good
12% 11% 8% 10% 59% 100%

Y.6.1
25 33 16 38 103 215

3.75 Good
12% 15% 7% 18% 48% 100%

Y.6.2
20 40 17 42 96 215

3.72 Good
9% 19% 8% 20% 45% 100%

Credit Card Fraud Prevention 3.82 Good

Table A4 (cont.). Variable description of Competence
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