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Abstract

In this paper, penalties to banks violating economic sanctions have been investigated 
and discussed. This topic has sparked renewed interest and attention following the 
beginning of the conflict in Ukraine due to the Russian aggression in February 2022 
and the ongoing general deterioration in the global economic climate. Thus, based 
on the experience with penalties to banks for violations of economic sanctions from 
2007, a theoretical model has been proposed. It is proposed that this model may be 
informative in devising the optimal level of penalties based on behavioral characteris-
tics of banks and regulators. The model is based on the economic examination of the 
motives and incentives for bank misconduct, by drawing on the Shapiro-Stiglitz model 
addressing typical consequences of asymmetric information in principal-agent models. 
From a policy perspective, the proposed model also has the potential to provide op-
portunities for standardization of restrictions posed on banks as a result of bank mis-
conduct. Relevant policy implications concerning penalties are put forward that may 
be implemented for future considerations, particularly in cases related to violations of 
economic sanctions.

Václav Brož (Czech Republic), Domenico Pace (Italy), Bruce Gahir (Czech Republic), 
Thomas Draper (Czech Republic), Stefano Cavagnetto (Czech Republic)

Do not mention Russia:  

A theoretical framework  

for bank penalties due  

to economic sanction 

violations and policy 

implications

Received on: 17th of January, 2023
Accepted on: 23rd of February, 2023
Published on: 8th of June, 2023

INTRODUCTION

After the beginning of the Russian invasion of Ukraine in 2022, allies of 
Ukraine have implemented several rounds of economic and other sanc-
tions against Russia. In particular, these measures are aimed at Russian 
commercial banks as well as the central bank, and in fact, to some ex-
tent, are aimed at isolating Russia from the global financial system.

Arguably, these developments open room for illegal ways how Russian 
economic agents can access the perks of the Western financial world. 
And based on the experience from this century so far, there can be 
financial intermediaries – especially banks – in the West that are will-
ing to conduct such illegal operations that circumvent the present 
economic sanctions. However, such misconduct typically causes reac-
tions of regulatory and enforcement authorities in the United States in 
the form of serious financial penalties to Western banks.

To contribute to the discussion on this relevant topic, this paper offers 
a novel theoretical model both examining banks’ motives for breach-
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ing economic sanctions and deriving the optimal level of penalties along with several implications for 
policymakers how to act both preventively and retroactively to punish potential future violations of 
economic sanctions against Russia.

1. THEORETICAL BASIS

1.1. Overview of the state  
of empirical and theoretical 
research on bank penalties

When thinking of banks and banking, usually 
their deposits or potentially loans, the bank’s prof-
its, the shiny buildings they own or even about 
trust that is essential for the banking systems to 
operate, even in times of financial crises are the 
first things coming in mind (Fiordelisi et al., 2014; 
Knell & Stix, 2015). However, also financial pen-
alties from regulatory authorities can be added to 
this list as they have been a part of banks’ daily 
life since the outburst of the global financial crisis 
in 2007, much more than before it (Emmenegger, 
2015; Garrett, 2016; Flore et al., 2021). Also, noth-
ing signals that the future will be any different in 
this regard (Brož & Kočenda, 2022).

A special type of penalties is that granted for vi-
olations of economic sanctions. They have been 
recurring in the 2010’s and accounted for about 
8% of all penalties levied by U.S. authorities in the 
period from 2010 to 2021, with a price tag of al-
most 20 billion USD based on the data by Good 
Jobs First (2022) and Financial Times (2015). Even 
more importantly, there might be a renewed inter-
est in such penalties in the wake of the econom-
ic sanctions against Russian banks and other en-
tities since the start of the Russian invasion into 
Ukraine (Funakoshi et al., 2022).

Results of this paper proposes a theoretical model 
that examines banks’ motivation to misconduct in 
an environment where a regulator aims to punish 
illegal behavior in the banking sector by levying 
a penalty as a compensation (Flore et al., 2021). 
Arguably, such a framework might be useful for 
considerations regarding penalties for econom-
ic sanction violations. In particular, authorities 
might strive to understand how to optimally pun-
ish the misconduct based on the previous experi-
ence so that the regulatory or the law enforcement 
will have the desired deterrent effect in the future.

On a more general level, this work aims to con-
tribute to an understanding why banks continue 
to pay penalties even after all their previous expe-
rience with the punitive acts of regulatory enforce-
ment. Indeed, the motives of misconduct in gen-
eral in the banking sector have not been explored 
before, despite its importance to a more complex 
grasp of the topic (Koester & Pelster, 2017). This 
includes the pertinent question of the effective-
ness of regulatory enforcement. The only relevant 
empirical findings, however, suggest that regula-
tory penalties might not help in changing banks’ 
behavior as there is typically a significant time lag 
between the misconduct and the penalty (Brož & 
Kočenda, 2022). Also, the intention of regulators 
is most likely not to fatally affect the banks’ oper-
ations as they consider the importance and inter-
connectedness of the banking sector when decid-
ing about a potential criminal prosecution (Flore 
et al., 2021). Indeed, the fact that penalties and an 
out-of-court settlement are discussed and regular 
praxis means that there are very few cases of crim-
inal cases, especially against the largest banks in 
the world (Gilchrist, 2014). Thus, apart from being 
Too Big to Fail, it might seem that they are also 
to some extent above the law (Garett, 2014). This 
experience also opens room for assessment if pen-
alties are an adequate punishment for the miscon-
duct by banks.

In general, this study falls within the strand of lit-
erature that assesses regulatory penalties in the ar-
ea of banking. Arguably, this research area is still 
emerging as traditionally, economic studies have 
been in general focusing on the impact of finan-
cial penalties on stock prices while disregarding 
the industry sector as a potential dimension of the 
analysis (for a relevant meta-analysis, see De Batz 
and Kočenda (2020)). Still, there has been a recent 
focus on the study of the impact of penalties on 
banks’ stock prices and profits (Koester & Pelster, 
2017; Flore et al., 2021), default risk (Flore et al., 
2021) or the systemic risk that they pose for the 
banking sector as such (Koester & Pelster, 2018; 
Brož & Kočenda, 2022). Also, worth to be men-
tioned are papers that tackle the topic of penalties 
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from the perspective of law or international poli-
tics (Gilchrist, 2014; Emmenegger, 2015). Thus, it 
can be claimed that the topic of interest is rather 
of an interdisciplinary nature.

The existing literature, however, offers several use-
ful insights that have some relevance while exam-
ining the development of penalty models that align 
to some of the motives of banks for misconduct 
and the resulting penalties. In this way, Koester 
and Pelster (2017) find that investors are content 
with the closure of litigation cases that result in 
penalties. Their interpretation of the situation – 
quantitatively manifesting itself in higher returns 
on the corresponding banks’ stocks – reveals that 
financial market participants do not have any ma-
terial issue with the way how the banks deal with 
the aftermath of the misconduct. Arguably, inves-
tors might even expect stronger corporate govern-
ance practices to limit future exposure to criminal 
or civil proceedings (Haslem, 2005). However, it 
is up to debate (and further research) if penalties 
lead to governance changes and higher transpar-
ency that decrease the probability of misconduct 
in the future. The literature offers both an opti-
mistic (Marchionne et al., 2021) and a pessimistic 
(Flore et al., 2021) assessment in this regard.

Also, Koester and Pelster (2017) argue that some 
banks might see litigation costs, including pen-
alties simply as part of doing business within the 
banking and financial sector. More specifically, 
they find that penalties are in general smaller than 
the actual gains from the misconduct. This means 
that in a purely accounting term, shareholders 
might even benefit from the misconduct, which is 
something a regulator has to bear in mind. Such 
circumstances might indeed do little to discour-
age banks from pursuing specific market strate-
gies that might be profitable and if not punished, 
even bring abnormal returns. Also, the signal to 
the banking sector as for potential future miscon-
duct might not be sufficiently deterrent, especially 
if one considers that banks know about their prof-
itable misconduct along with the non-zero chance 
of being punished (Gilchrist, 2014).

Furthermore, other reasons can be found on why 
shareholders or investors might be satisfied with 
the seemingly harsh punishment. First, it is true 
that the fact that most of the cases result in a set-

tlement between the regulatory authority and a 
bank, indicating that the bank might have well 
escaped an even harsher verdict while not admit-
ting to its guilt in an explicit way (Haslem, 2005). 
Second, the accounting treatment of penalties 
in the United States, as well as, for instance, in 
Germany allows for their deduction from the tax-
able income. This means that the after-tax profits 
will not be in general affected by penalties in cer-
tain jurisdictions (Koester & Pelster, 2017). Still, it 
can be said that with the exception of Germany, 
penalties will have a more pronounced impact on 
European banks in comparison to their U.S. coun-
terparts. Finally, the negative impact of penalties 
might be further contained by the fact that banks 
seem to have an ability to estimate the size of the 
penalties (Flore et al., 2021). This clearly opens a 
door for timely disclosure by the punished banks 
that might further reassure investors.

However, even when considering certain favorable 
conditions for banks with respect to penalties, it 
is still true that apart from direct litigation costs, 
it can also face indirect costs, mainly of the rep-
utational character. These might be considerably 
higher than the litigation costs, might in their ef-
fect lower future cash flows and imply a higher 
probability of bankruptcy (Karpoff & Lott, 1993). 
The transmission channel of the higher default 
risk will be a lower demand for the bank’s prod-
ucts and higher costs of doing business (Murphy 
et al., 2009). Rating downgrades might play a role, 
too (Flore et al., 2021). The empirical evidence as 
for reputational costs, however, is scarce, accord-
ing to Flore et al. (2021) and Marchionne et al. 
(2021), and establishing no severe reputational ef-
fects in the international and the Italian context, 
respectively. On balance, a bank might still at least 
compare advantages and disadvantages of its po-
tential illegal behavior.

The focus of the present paper is to assess bank 
penalties the perspective of U.S. regulatory au-
thorities as they are much more active in pursuing 
banks’ misconduct than their European counter-
parts (Flore et al., 2021). The crucial reason is that 
U.S. authorities can rely on the global importance 
of the U.S. financial system as well as the U.S. dol-
lar in pursuing misconduct (Emmenegger, 2015). 
In any case, penalties are of a higher relevance for 
financial markets in the U.S. compared to other 
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markets (De Batz & Kočenda, 2020). Moreover, 
Flore et al. (2021) find that higher penalties mean 
higher systemic risk in the U.S. context, with Brož 
and Kočenda (2022) corroborating that system-
ic risk due to bank penalties propagates over the 
long term (a business year). Nevertheless, it has to 
be distinguished if the penalty (or the litigation 
case) is announced or closed. The difference pro-
nounced as long-term systemic risk is shown to 
increase after an announcement of a penalty but it 
decreases after the settlement by reducing uncer-
tainty for banks with similar lawsuits (Flore et al., 
2021; Brož & Kočenda, 2022). In any case, systemic 
risk has to be assumed when thinking about pen-
alties from the perspective of regulators, because 
this can lead to problems of banks in the crucial ar-
ea of financial intermediation (European Central 
Bank, 2016). At the same time, there seems to be 
an increasing trend in penalties in the period after 
the global financial crisis (Flore et al., 2021; Brož & 
Kočenda, 2022), again underscoring the systemic 
relevance of regulatory actions.

1.2. Motivation for the analysis  
of economic sanction violations

In this section, one type of penalty is discussed 
in detail – those related to violations of economic 
sanctions enacted by the United States. First, the 
financial significance of this class of penalties is 
demonstrated. Next, information from several 
large cases is synthesized to discuss the motivation 
of the banks, as well as the regulators, in the case 

1 The lowest penalty for economic sanction violations amounted only to 7.5 thousand USD.

when economic sanctions are violated. Finally, an 
overview of the sanctions against Russia due to its 
war against Ukraine as of the first half of 2022 is 
provided and a notion why penalties for economic 
sanctions violations might be again relevant in the 
upcoming years is discussed.

In terms of financial significance, penalties levied 
by U.S. authorities to banks for economic sanc-
tions violations amounted to almost 22 billion 
USD in the period from 2007 to 2021, based on the 
data from Good Jobs First (2022) and Financial 
Times (2015). With respect to other types of pen-
alties that U.S regulators produced, the penalties 
for sanctions account for around 7% of the total 
336 billion USD. Moreover, a vast majority of the 
overall volume of penalties for financial firms (94 
%) was levied on banks and thus, it will be the fo-
cus of the analysis below.

There were 47 cases of penalties for economic 
sanction violations in the sample period. Most of 
the penalties were lower than USD 100 million 
but there were also several cases of much higher 
penalties (Figure 1). Until now, the largest penalty 
on record has been that of USD 9 billion to BNP 
Paribas in 2015. On the other hand, the mean and 
the median penalty are much lower, USD 504 mil-
lion and USD 2.9 million, respectively.1 The size 
assessment of penalties for economic sanctions 
violations are in line with previous research who 
estimate that mean penalties in this category are 
between USD 500 and 1,000 million (Koester & 

Source: Good Jobs First (2022), Financial Times (2015).

Figure 1. Number of penalties in different size categories
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Pelster, 2017). The relatively substantial share of 
the penalty can be explained by the fact that sanc-
tion violations are in general subject to criminal 
law and not civil law.

Regarding the time series of penalties, there seem to 
be both more and less significant years. In the for-
mer ones, the total amount levied on financial insti-
tutions might be close or over USD 1 billion– even 
far over as in 2012, 2014 and 2015 (Figure 2). In the 
most recent years, however, penalties for sanction 
violations were scarce. Still, in some years, penalties 
for economic sanction violations constitute a siza-
ble share of the overall penalties levied. That has 
happened twice so far – in 2015 when 42% of all 
penalties were due to economic sanction violations 
and again in 2019 when it was exactly one half.

Interestingly, the U.S. regulators typically 
punished European banks which account for 
99.5% of all penalties (Figure 3). Next, penal-
ties for sanction violations were levied most-
ly with respect to transactions to Iran, Sudan, 
and Cuba (Figure 4). Less frequent was trading 
with counterparties from Myanmar and Libya. 
There were also single cases of violations of 
sanctions against Zimbabwe and North Korea. 
In only a few cases, it was not disclosed which 
country was the counterparty that the business 
had been done with. The case that accrued the 
largest amount of penalties was that when a 
bank conducted transactions with three sanc-
tioned counterparties, with Iran, Cuba and 
Sudan being the most frequent combination of 
all (Figure 5).

Source: Good Jobs First (2022), Financial Times (2015).

Figure 2. Time series of penalties for economic sanction violations

Source: Good Jobs First (2022), Financial Times (2015).

Figure 3. Country of origin of the punished banks
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As mentioned earlier, BNP Paribas received the 
largest penalty for economic sanction violations 
(almost USD 9 billion, as detailed in The United 
States Government Department of Justice, 2015) 
so it might not be surprising to see it, as the bank 
that had to pay the largest volume of penalties 
overall (Figure 6). Still, there were also several 
other seminal cases, such as the USD 1.6 billion 
penalty to HSBC (The United States Government 
Department of Justice, 2012), the USD 1.5 billion 
penalty to Commerzbank (The United States 
Government Department of Justice, 2015b), 
the USD 1 billion penalty to Credit Agricole 
(The United States Government Department of 

Justice, 2015c). The more recent cases include the 
1.4 billion settlement of Société Générale (The 
United States Government Department of Justice, 
2018) or the 1.3 and 0.8 billion USD settlement 
of UniCredit (The United States Government 
Department of Justice, 2019) and Standard 
Chartered (The United States Government 
Department of Justice, 2019b), respectively.

From the point of view of state authorities, sev-
eral observations should be mentioned based on 
these seminal cases. First, the effort to punish the 
misconduct of banks is commonly a joint work 
of the FBI, law enforcement and federal regula-

Source: Good Jobs First (2022), Financial Times (2015).

Figure 4. The sanctioned counterparties that the banks did business with

Source: Good Jobs First (2022), Financial Times (2015).

Figure 5. The number of sanctioned counterparties in individual cases
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tors (The United States Government Department 
of Justice, 2012). Typically, the United States 
Government Department of Justice is included as 
the cases are of a criminal nature. The rationale 
for the punishment is various where authorities 
seek compensation for endangering the national 
security of the United States (The United States 
Government Department of Justice, 2015), want 
to promote integrity across financial institu-
tions worldwide (The United States Government 
Department of Justice, 2012), as well as demo-
cratic values (The United States Government 
Department of Justice, 2019b) or U.S. foreign 
policy interests (The United States Government 
Department of Justice, 2015b; 2015c) or aim to 
safeguard the market economy (Gilchrist, 2014). 
However, even more importantly, the authorities 
want to discourage other banks from doing sim-
ilar crimes by promising to be similarly harsh 
in the future as well, even to the largest globally 
relevant banks (The United States Government 
Department of Justice, 2015; 2019). A special 
case will be repeated offenders who might ex-
pect to receive harsher treatment who have a 
higher chance of their banking license to be re-
voked (Koester & Pester, 2017; The United States 
Government Department of Justice, 2019b).

Interestingly, it does not matter for the U.S. au-
thorities where the bank that breaches the U.S. 
sanction resides, it does not have to conduct any 
business in the United States at all (The United 
States Government Department of Justice, 

2019b). The reason for this is that any bank that 
uses the U.S. dollar to do business with the sanc-
tioned entities are in fact subject to U.S. jurisdic-
tion (Emmenegger, 2015). In this regard, the au-
thorities might realistically threaten to exclude 
an international bank from this system. Finally, 
the U.S. authorities might seek to transfer the 
funds from penalties to those who might have 
been negatively affected by the misconduct of the 
banks and the conduct of the sanctioned regimes 
(The United States Government Department of 
Justice, 2015; 2015b; 2018), e. g. the United States 
Victims of State Sponsored Terrorism Fund.

What is relevant to mention from the perspective 
of banks and their behavior? First and foremost, 
it is vital to mention that banks might process 
millions to billions of dollars for sanctioned en-
tities as they consider it to be a profitable busi-
ness opportunity (The United States Government 
Department of Justice, 2015; Gilchrist, 2014). 
Furthermore, banks might commit the crimes 
over multiple years (as much as for almost 10 
years) with the full knowledge of the senior man-
agement and the wide one throughout the or-
ganization, despite some internal opposition to 
such policies and raising of figurative red flags 
by employees (The United States Government 
Department of Justice, 2015; 2015c; 2018; 2019). 
It is also crucial to mention that the breach of 
economic sanctions is not about lone transac-
tions that would be stopped immediately. Rather 
than that, there can be thousands of them (2,500 

Source: Good Jobs First (2022), Financial Times (2015).

Figure 6. Total penalties by individual banks
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to 9,500 transactions) as banks actively dis-
guise their true nature, e. g. by addressing the 
sanctioned counterparties “not to mention Iran” 
(Gilchrist, 2014; The United States Government 
Department of Justice, 2018; 2019b). The will-
fulness of banks is also demonstrated by the 
fact that they might have formalized policies to 
deal with sanctioned entities (The United States 
Government Department of Justice, 2019). To 
make matters even worse, some banks might al-
so conduct money laundering on top of the eco-
nomic sanction violations (The United States 
Government Department of Justice, 2012).

In terms of the investigation, banks might opt not 
to fully cooperate with the law enforcement and 
regulators, or they might, arguably leading to some 
reduction of the punishment (The United States 
Government Department of Justice, 2015; 2015c; 
2019b). In the resulting decision by the authorities, 
banks might be sentenced to probation – i.e. to be 
fully prosecuted if they do not comply with the 
deal devised by the authorities (The United States 
Government Department of Justice, 2012; 2015). 
The probation can take up to 3 or even 5 years (The 
United States Government Department of Justice, 
2015b; 2018). In parallel to the criminal investiga-
tion of the bank, similar litigation can occur al-
so with individual employees (The United States 
Government Department of Justice, 2019b). In this 
regard, banks might decide to get rid of employees 
who bear responsibility for the misconduct, even 
chief officers and other senior executives, or might 
take back already paid bonuses to senior compli-
ance officers as well as to reduce bonuses to senior 
managers during the probation time (The United 
States Government Department of Justice, 2012; 
2015). In terms of corporate governance practic-
es, banks might be forced to implement remedi-
al measures as for compliance and AML rules 

– possibly with an external consultancy help – so 
that the misconduct cannot happen again (The 
United States Government Department of Justice, 
2012; 2015b; 2015c). Also, the senior management 
in compliance might be clearly designated to be 
accountable for sanctions-related internal con-
trols (The United States Government Department 
of Justice, 2012; 2018) and the bank itself might 
agree on additional disclosure and cooperation 
with regulators (The United States Government 
Department of Justice, 2015b; 2019b).

Finally, as of the first half of 2022, the U.S. still 
uses economic sanctions against Iran, Sudan or 
Cuba. However, the biggest incremental step of 
the year was a rapid escalation of economic sanc-
tions against Russia as a reaction to its aggres-
sion of Ukraine in February 2022 (Funakoshi 
et al., 2022). Starting on February 24, the U.S. 
imposed sanctions on the chief executive of 
Sberbank. More importantly, on February 27, 
the access of some Russian banks to the SWIFT 
payment system, and then on February 28, the 
U.S. banned transactions with the Russian cen-
tral bank, Ministry of Finance as well as the 
National Wealth Fund (Bown, 2022). Further 
sanctions concerning Sberbank and Alfa Bank 
were initiated on March 24 and April 6. Finally, 
on April 20, the U.S. Treasury announced that 
it was sanctioning companies and individu-
als which attempted to circumvent the current 
U.S. sanctions against Russia (The United States 
Government Department of the Treasury, 2022). 
This clearly shows that there is a “market” for 
facilitating evasion of these severe restrictions.

The crucial question – however speculative it 
might appear – if this opportunity will be pro-
vided by banks or not. On the one hand, it is 
true that several international banks – some of 
which were punished by U.S. authorities for vi-
olations of economic sanctions – have had their 
operations in Russia for a long time. This list of 
banks includes institutions such as UniCredit, 
HSBC, Deutsche Bank, Citibank, Nordea Bank, 
Raiffeisen Bank or Banca Intesa. On the other 
hand, some banks already announced that they 
leave Russia (as done by Société Générale on 
April 11), wind down their operations (HSBC on 
February 28; Citibank on March 14) or conduct 
an urgent review of the business with an option 
to leave Russia (as announced by UniCredit on 
March 15; Funakoshi et al., 2022).

Overall, the theoretical basis for the topic ena-
bles a study of economic sanctions as well deri-
vation of a rule about what should determine the 
level of penalties to banks by regulatory or en-
forcement agencies. Finally, a discussion about 
which steps authorities might want to conduct 
to prevent or punish misconduct effectively is 
warranted.
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2. RESULTS 

2.1. Assumptions of the theoretical 
model for bank penalties due  
to economic sanction violations

The framework examining motives of banks to 
misbehave and those of a regulator to disincentiv-
ize such illegal conduct is inspired by the model 
of Savage (1954) as well as that on efficiency wag-
es by Shapiro and Stiglitz (1984)2. In particular, 
this model allows to determine the optimal level 
of a penalty based on characteristics of both the 
banking sector and preferences of the regulator. 
Consequently, a use of a penalty allows the regu-
lator to deter potential moral hazard behavior of 
banks, such as their incentive to violate economic 
sanctions.

The proposed model is based on some fundamental 
assumptions. Following standard consumer theo-
ry, a representative subject – a bank in our case 

– aims to maximize its own utility and a violation 
of economic sanction is considered to be profita-
ble – as was shown based on actual evidence in the 
Introduction. Next, information is considered to 
be asymmetrically distributed between different 
agents of the system. Third, a bank knows that a 
regulator is not omnipotent, and that violation of 
economic sanction is profitable. Therefore, it is as-
sumed that the bank has to ‘hold back’ as not to vi-
olate economic sanctions and it bears compliance 
costs, denoted as 𝑒, that are not easily measura-
ble for the regulator. Finally, it is assumed that the 
regulator is not able to examine the banks with-
out any cost and will generally perform sample 
checks as a more cost-effective alternative. All in 
all, a variation of a classic moral hazard problem 
is considered (Rowell & Connelly, 2012).

To establish the model algebraically, let 𝑃 denote 
the penalty for violation of economic sanctions, 
where 𝑃 ≥ 0, F be the amount of the illegally pro-
cessed funds and A be the aggregate total per-
centage reward on “investment” that is not in ac-
cord with economic sanctions. Then the regulator 
could persuade the bank not to violate economic 

2 The Shapiro-Stiglitz model looks at typical consequences of asymmetric information in the principal-agent’s models. It uses wage as an 
instrument with which the firm (the principal) avoids moral hazard behaviour of the employees (the agents). As with all models of this 
type, employees’ wages play an important role, by increasing wages, firms can get higher quality work and may influence individuals’ 
motivations and thus effort.

sanctions – either by disincentivizing repeated of-
fences or by setting a deterring example for oth-
er banks – by calibrating the penalty 𝑃 at a level 
higher than the product of A and F. Furthermore, 
let 𝛾, with 0 ≤ 𝛾 ≤ 1, be the probability of detecting 
that a bank has violated economic sanctions (by 
a regulator). Then the model stipulates two situa-
tions given as: 

0,    if the bank is non-compliant,

,    if the bank complies.

e

e e

=
=

 (1)

As for the setup of the banking sector, there are n 
homogeneous banks in the system, the number of 
banks that are non-compliant is n

c
 and each bank 

tries to optimize its utility function:

( )  ,U AF e=− +  (2)

where risk neutrality and unitary dis-utility of ef-
fort are assumed.

2.2. Deriving the optimal level  
of penalty

The utility of a bank that is non-compliant can be 
expressed as a weighted average of two outcomes. 
On the one hand, it might avoid detection with 
probability (1 − 𝛾) which would result in obtaining 
the percentage reward A on the amount of money 
F illegally invested, violating economic sanctions. 
On the other hand, a bank can be detected with 
probability 𝛾, meaning that it could face disutility 
corresponding to the penalty 𝑃 based on the share 
of the banks that are compliant [(n – n

c)
 / n] as the 

regulator aims to maintain discipline in the sector 
under its supervision. Finally, the total utility for a 
non-compliant bank can be expressed as: 

( ) ( ) 1    .n cn n
U AF P

n
γ γ − = − + −   

 (3)

For a given value of the probability to be detected 
γ, a bank will choose to comply or not just with 
respect to the amount of a penalty that is captured 
by P. The banks might get an idea about a potential 
value of a penalty based on the previous punish-



170

Banks and Bank Systems, Volume 18, Issue 2, 2023

http://dx.doi.org/10.21511/bbs.18(2).2023.14

ments they faced or based on evidence concerning 
their competitors. However, a bank will not get in-
volved in an illegal activity and will sacrifice com-
pliance costs e = ē only if it obtains higher utility 
in case of the compliance. To ensure that, it is up 
to the regulator to set the penalty P in such a way 
that it leads to the situation when 𝑈𝑛 ≤ 𝑈. If this 
is satisfied, the regulator essentially obtains the ef-
fort ē from the bank and maximizes the efficiency 
of the system. Algebraically, P should be calibrat-
ed at a level that makes it preferable for a bank to 
comply, thus:

( ) ( )1       – .cn n
AF P AF e

n
γ γ − − + − ≤−  

 (4)

As a result, we obtain the optimal level of P as:

* 2
   1  ,

c

ç n
P AF

n nγ γ
    

= − +     −    
 (5)

with the conditions:

* * *

0,    0,    0.
P P P

A F γ
∂ ∂ ∂

> > <
∂ ∂ ∂

 (6)

To the maximize the total efficiency of the sys-
tem, the inequality in (5) has to be shown as a 
strict equality. Then, the relationship between the 
bank’s costs ē to comply and the level of penalty P 
can be expressed in a dichotomous way:

2
  0 ,  for       1  ,

2
 ,  for       1  .

c

c

e n
e P AF

n n

e n
e e P AF

n n

γ γ

γ γ

    
= < − +     −    

    
= ≥ − +     −    

 (7)

In other words, for a sufficiently low level of penal-
ty P, a bank decides to produce no effort to comply 
(𝑒 = 0), and it violates the present economic sanc-
tions. Alternatively, it can decide to comply by sac-
rificing the costs equal to the level 𝑒 = ē. Crucially, 
the choice of the bank depends on the ability of 
the regulator to detect banks’ transgressions as 
captured by the value of the probability 𝛾.
2.3. The equilibrium of the model

Now, discarding the possibility of a partial equi-
librium, one can suppose that also other banks in 

the system may be deciding whether to transgress 
economic sanctions and that the rule to derive the 
optimal penalty is the same for all of them. Hence, 
by rewriting the inequality (5), the optimal level of 
a potential penalty for any bank becomes:

* 2
     1  .

c

ç n
P AF

n nγ γ
    

= − +     −    
 (8)

The functional relationship of P* in [n / (n – n
c
)] 

can be illustrated in a Cartesian plane (𝑛𝑐; 𝑃) and 
(8) can be considered as a ‘supply curve’. It has a 
positive slope as with larger values of 𝑛𝑐 (the num-
ber of non-compliant banks), the value of P* will 
also increase. As for the limit points of this curve, 
it is useful to realize that if each bank in the sys-
tem does not comply (n𝑐 = n), then:

 ,
c

n

n n

 
→∞ − 

 (9)

and also P* → ∞. This means that in case of a com-
plete breakdown of the regulator’s authority and 
a widespread violation of economic sanctions in 
the system, there is no finite level of a penalty that 
could enforce banks to comply again. In a similar 
fashion, if all banks comply (n𝑐 = 0), the optimal 
level of the penalty, as well as the intercept of the 
‘supply curve’, is given by:

2
  1  .

ç
AF

γ γ
  

− +  
  

 (10)

Finally, we can conclude with Figure 7 that de-
picts the ‘supply curve’ of the model. It can be also 
shown that with a lower chance to detect violation 
of economic sanctions (𝛾

1
 < 𝛾

0
) – and thus great-

er information asymmetry – the regulator should 
maintain the level of the penalty relatively higher 
to stimulate the banks to comply.

The model can be developed further by establish-
ing an equilibrium condition for the entire bank-
ing sector. This means finding an ‘optimal’ num-
ber of banks that are non-compliant such that the 
total efficiency of the system will be at its maxi-
mum. The model assumes a realistic hypothe-
sis that there will always be some banks that are 
non-compliant as there is information asymmetry 
and the regulator cannot detect every violation of 
economic sanctions.



171

Banks and Bank Systems, Volume 18, Issue 2, 2023

http://dx.doi.org/10.21511/bbs.18(2).2023.14

To find the equilibrium, we define a ‘demand 
curve’ for banks that are non-compliant. It is giv-
en by the condition of maximum profits as it can 
be assumed that the profit for the system is equal 
to its total efficiency. Then, the total efficiency 𝜋 
can be written as a difference between benefits 
and costs:

( ) ( )*     .c cf e n n P nπ  = − − ⋅   (11)

To corroborate, the benefits of the system can be ex-
pressed as a function of the number of the banks 
(n − n

c
) that do not violate economic sanctions and 

the level of compliance costs ē sacrificed by each of 
them. The costs for the system correspond to the 
level of the penalty 𝑃 for each of n

c
 banks violat-

ing the economic sanctions. Assuming that 𝑒 = ē > 
0, (11) represents the optimization problem for the 

regulator. The solution that guarantees the maxi-
mum total efficiency of the banking sector can be 
derived from:

0,
cn

π∂
=

∂
 (12)

and will be generally of the following form:

( )* 2    .cP f e n n′ = − −   (13)

Furthermore, for each 𝑛 > n
c
, it holds that:

( ) ).'   '( cf n f n<  (14)

Hence, it can be concluded that the value P* indicat-
ed on the P-axis of Figure 8 is always a positive num-
ber for the ‘demand curve’. Also, Figure 8 shows the 
general equilibrium in the banking sector.

Figure 7. The curve showing the optimal level of a penalty

Figure 8. The equilibrium in the banking sector
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3. DISCUSSION

3.1. Economic significance  
of the model’s results and 
comparison with other seminal 
banking models on penalties

It is crucial to emphasize that the relationship 
between the optimal level of penalty P* and the 
probability 𝛾 to detect a bank’s transgression is 
negative – as can be seen also in (5) that shows 
an inverse relationship between these two var-
iables. From an economic point of view, this 
means that if the probability of a detection by 
the regulator is low, then it will be harder to per-
suade banks to comply. This also implies that 
the optimal penalty shall be set at a compara-
tively higher level. Next, a positive change in 
the percentage reward 𝐴 or the volume of the 
illicit investment F leads to a change in P* in the 
same direction. That means that a more prof-
itable activity or that of a larger scope should 
be punished more. This result also has a di-
rect relevance for regulatory and enforcement 
authorities.

Furthermore, as for the optimization of the to-
tal efficiency of the banking sector implies that 
for a given probability of detection 𝛾 and given 
the parameters of the banks’ business venture A 
and F that violates economic sanctions, the reg-
ulator will choose such a level of penalty P* that 
minimizes the number of non-compliant banks 
n

c
 for any level of compliance costs ē that banks 

decide to sacrifice. This again suggests that pol-
icymakers should be strict and decisive in their 
response to misconduct. Some of these policy 
options are discussed below in Policy implica-
tions and an indication of future prospects.

Although there are no directly comparable 
models exploring the reaction of regulatory 
or enforcement authorities and consequential 
sanction infringement penalties can be argued 
that our model falls in line with several sem-
inal banking models from the past. First, the 
idea that decision-making can be rationally de-

3 Note that this is a reprint of the original paper from 1920s that cannot be publicly accessed.

4 The model was later amended in cases of ambiguity by Ellsberg (1961).

scribed by knowledge based on the experience 
of the individual concerned was first discussed 
by Ramsay (2016)3. In addition, Savage (1954) 
describes a model of decision-making in dif-
fering subjective contexts of risk in his theory 
of “Subjective Expected Utility”. This theory is 
moreover directly relevant to the behavior of an 
individual deciding whether to infringe sanc-
tions for an amount of illicit profit in differing 
scenarios of risk discovery. In case of doing so, 
the net benefit must be clearly larger than the 
penalties possible multiplied by the probability 
of those penalties occurring (usually based on 
the discovery of transgressions)4. The ration-
al basis for the decision-making of so-called 

“rule-breakers” who may defy sanctions legisla-
tion is discussed in Becker (1968). This outlines 
in particular the effects of differing probabili-
ties for punishment for offences on the econom-
ic “viability” of such activities. Furthermore, 
Yokoyama and Takahashi (2013) develop a mod-
el of risk-reward behavior and demonstrate the 
distortions of over- and under-weighting of per-
ceived punishment severity at both very low and 
high probabilities of discovery.

3.2. Policy implications  
and an indication of future 
prospects

In terms of policy implications, there can be 
several ways which might improve effectiveness 
of regulation which would in turn lower the 
probability of a future penalty for banks’ assis-
tance to rogue nations. Broadly speaking, three 
groups of measures can be distinguished – pre-
ventive, those aimed to increase the probabili-
ty of detection of a misconduct, and exemplary 
ones after the misconduct occurred.

As for preventive measures, there is clearly a need 
for high-quality corporate governance practices 
that would, nevertheless, not lead to overly ex-
pensive internal control systems (Haslem, 2005; 
Flore et al., 2021). This requirement should be 
clearly communicated by supervisory authori-
ties which should offer banks a platform for a 
dialogue that would ref lect previous experience 
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with misconduct from the banking industry. As 
well, it can be argued that a preventive meas-
ure worth exploring is to limit the size of banks, 
especially those with global operations – thus 
discarding the “Too Big to Jail” notion. This is 
based on evidence that smaller banks are easier 
to punish and less likely to misbehave repeat-
edly (Gilchrist, 2014). The breaking up of big 
banks would also increase the bargaining power 
of regulators over banks as the latter could not 
argue that a punishment would affect innocent 
parties such as depositors. Similarly, concerns 
about stability of financial sectors or the world 
economy might lessen in case of limiting banks’ 
size, alleviating the too big to fail issue. Finally, 
it should also be mentioned that The United 
States Government Department of Justice (DoJ) 
has pursued a clear strategy regarding banks’ 
misconduct in the last decade that might also be 
seen as preventive in its nature. At first, the DoJ 
informs the public that a bank is investigated 
but that it will remain in business which is clear 
to manage market expectations and prevent 
panic situations (Emmenegger, 2015). While 
it is true that the DoJ could initiate a criminal 
investigation that might even lead to a revoca-
tion of the bank’s license, it might be inclined 
to save this ‘nuclear’ option for the most severe 
cases only – e.g. when a bank does not coop-
erate with an investigation, such as described 
in The United States Government Department 
of Justice (2015). The reason for such a strategy 
is that a criminal investigation of a bank could 
lead to an effective ostracization of this offend-
er from the U.S. interbank market which could 
in turn destabilize not only the criminal bank 
but the entire sector (Emmenegger, 2015). Thus, 
rather than punishing a bank in a drastic way 
and then saving it later from taxpayers’ mon-
ey when it becomes illiquid, a more sensible op-
tion – that has been indeed preferred in prac-
tice – is to avoid criminal investigations and 
close the case with a punitive penalty.

Second, to increase the chance to detect actual 
misconduct, regulators or lawmakers might be 
inclined to increase rewards for whistleblowing 
to also include those that took part in the mis-
conduct (Pacella, 2014). While this might seem 
morally dubious, there is arguably quite a large 

benefit for the society at play as penalties can 
alleviate the harm caused by the misconduct of 
a potentially systematically important corpo-
ration. As for other means, to obtain informa-
tion about misconduct, it also might be men-
tioned a potential usefulness of big data tech-
niques (Jagtiani et al., 2018; Guerra et al., 2022). 
While they cannot be seen as a direct substitute 
for on-site inspections of financial institutions, 
they might well decrease costs of supervisory 
conduct as well as bank compliance. As an ex-
ample, a banking book that is secure but able to 
be checked remotely could be a viable solution. 
Finally, supervisors might like to prefer more 
frequent visits to banks over a less frequent but 
very thorough inspections. This might be espe-
cially relevant to discourage repeated offences 
(Marchionne et al., 2021). On the other hand, it 
is true that more frequent inspections might re-
sult in a perception of higher compliance costs 
by banks which might – in the spirit of the mod-
el presented in Theoretical basis of this paper – 
strengthen incentives to operate covertly out-
side the inspection system.

In terms of policy after misconduct occurred 
and was identified, regulators should consider 
the option of restricting the opportunities to de-
duct the penalty from pre-tax income (Koester & 
Pelster, 2017). If enacted, such a measure might 
embolden shareholders of banks to require no 
tolerance to misconduct that might lead to pen-
alties. Furthermore, regulators might think 
about punishing offenders that end up paying 
penalties for different types of misconduct more 
harshly. While it is true that banks are target-
ed more harshly after repeating the same of-
fence (see e.g. The United States Government 
Department of Justice, 2019b), a new policy 
could e.g. announce that a certain number of of-
fences in different areas will lead to a similarly 
harsh treatment as in case of repeated miscon-
duct of the same kind. Last but not least, it can 
be argued that criminal prosecution of individ-
uals instead of institutions should be pursued 
more frequently (Gilchrist, 2014; Wall, 2020). 
Ideally, such a policy would restrict the illic-
it activity of banks without stopping their nor-
mal business. While it is true that prosecuting 
crimes of individuals from the banking industry 
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is notoriously difficult5, a lack of targeted punish-
ment hardly discourages other employees in exe-
cuting business that is clearly profitable for their 
employer. Arguably, there are several ways how to 
hold even most senior executives accountable for 
their reckless behavior. Regulators can introduce 
a policy that would mean that individuals respon-
sible for misconduct would lose income or bonus-
es as a compensation of prior unjust enrichment. 
Alternatively, regulators can punish individuals 
with a ban from the banking industry for life in 
case of personal dishonesty (Gilchrist, 2014).

5 Despite the fact that the so-called Senior Managers & Certification Regime used in the United States or the United Kingdom produces a 
detailed map of who is responsible for what in an organisation and could form the basis for individualisation of potential punishments.

Finally, it can be concluded that as for avenues 
for further research, a model that would incor-
porate several of the aforementioned poten-
tial policy responses can be mentioned. Such a 
model would apart from stating the rule for a 
derivation of the optimal level of penalty also 
offer a more nuanced reaction of policymakers 
to banks’ misconduct. Also, this topic would 
warrant another ex-post examination if banks 
indeed decided to breach economic sanction to-
wards Russia and what was the reaction of rele-
vant authorities.

CONCLUSION

The main purpose of this study was to explore banks’ motives to pursue violation of economic sanctions 
that might result in a penalty levied by a regulator. Also, to formulate adequate policy implications for 
potential future cases of breaches of economic sanction by banks in connection to the current situation 
with Russia. The equilibrium of the model, i.e. the obtained result, is given both by banks’ character-
istics such as the compliance costs or the profitability of the illegal venture as well as the effectiveness 
of the regulator in detection of misbehaving banks. All in all, the model suggests a system where some 
of the banks do not comply, and that might be also the reason why regulators should keep doing their 
work based on previous experience with banks’ misconduct, not only regarding potential violations 
of economic sanctions. And to ensure solid effectiveness of their actions, regulators and enforcement 
agencies might think about a variety of policy ways that could diminish the probability that the actual 
misconduct will occur again as reviewed by this paper.
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