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Abstract

The increase in the level of money laundering is associated with digitalization and 
technification of all spheres of society, the globalization of financial markets, the con-
sequences of quarantine measures caused by the COVID-19 pandemic, and the new 
ways of committing money laundering crimes. The paper aims to identify the peculiar-
ities of anti-money laundering activities in Ukraine and outline approaches to increase 
the effectiveness of combating money laundering in the country. The current state of 
the problem of money laundering is analyzed based on the study literary sources, regu-
latory framework and their discussion in the Ukrainian society. An attempt was made 
to systematize the factors influencing the increase in the level of money laundering. 
The consequences of increasing the level of money laundering for Ukraine have been 
determined: a shortfall in state budget revenues, a decrease in the level of the social 
sphere financing, reduced living standards of the population. It has been emphasized 
that there is a need for a comprehensive approach to the problem of money laundering, 
which will include ongoing training for financial audit specialists, the establishment of 
special units to investigate money laundering crimes, enshrining the classification of 
money laundering crimes in regulatory documents and the establishment of criminal 
liability for their commission.
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INTRODUCTION

The level of money laundering is constantly growing. According to the 
statistical data of the State Financial Monitoring Service of Ukraine, 
the number of criminal offenses related to money laundering in 2016 
was 159, and in 2018 – 242 crimes. In 2018, the amount of money 
laundered amounted to 103 million euros, and in early 2020 – 438, 7 
million euros (according to the State Financial Monitoring Service of 
Ukraine).

At the same time, according to the information provided by the 
Prosecutor General’s Office of Ukraine, the amount of criminal pro-
ceeds (according to the indictments of the Prosecutor General’s Office 
of Ukraine) for the years 2016–2019 amounted to 213,48 million euros 
(Reports of the Prosecutor General of Ukraine on the form 1-LV, 2018). 
One of the factors influencing the growth of this money laundering is 
the COVID-19 pandemic, which contributes to the transition of pub-
lic relations in all spheres of life online. 

The rapid development of technology and the economy is contributing 
to the formation of new ways of money laundering. Financial institu-
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tions introduce measures to control monetary transactions and customers’ bases, but existing measures 
are outdated and do not meet modern requirements. On the one hand, the activities of financial insti-
tutions, public authorities, and international organizations in the field of anti-money laundering con-
tribute to reducing the level of money laundering, and on the other hand, provoke a counter reaction. 
Financial institutions and banks may lose customers and their trust due to restrictions and controls of 
their activities.

Therefore, it is urgent and necessary to study anti-money laundering activities, especially in the context 
of current globalization of financial markets, in order to identify possible ways to optimize such an-
ti-money laundering activities at the global and national levels.

The paper aims to identify the peculiarities of anti-money laundering activities in Ukraine and outline 
possible ways to increase the effectiveness of combating money laundering in the country.

1. LITERATURE REVIEW

The study of the problem of money laundering and 
combating crimes in this field is a subject area of 
juridical, social and economic science. Various as-
pects of anti-money laundering are currently be-
ing investigated. For example, the study of bank 
risk management (Bauer & Ryser, 2004), the study 
of the risk theory features (John H. Boyd & Gianni 
De Nicolo, 2005), consideration of bitcoin user 
identification in terms of identifying shortcom-
ings in identification and transaction history (Reid 
& Harrigan, 2011), and studying the algorithms for 
detecting anomalies in customers’ transactions 
in the field of banking and detecting illegal cash 
flows (Issa & Vasarhelyi, 2011). Improving public 
administration in the field of combating money 
laundering is an area of research for public ad-
ministration and law professionals (Baranov, 2015; 
Bashtannyk, 2011).

Money laundering is a process of concealing the 
source of funds acquired illegally in order to 
demonstrate that such funds were acquired legal-
ly (Mekpor et al., 2018). Illegally acquired money 
goes through a chain of transactions to make their 
origin legal.

Another term related to money laundering is “dis-
placement”, which is used in the international or-
ganizations’ activities in the field of anti-money 
laundering to denote this phenomenon. Another 
alternative term is “balloon effect,” an analogy 
used to denote that the pressure exerted on one 
point of a balloon pushes air to another point 
(Mora, 1996). Similarly, the pressure exerted on 

one form of money laundering forces this prac-
tice to spread to other forms of money laundering 
(Zagaris, 2001). In the case of money laundering, 
the argument in favor of expanding and covering 
the mechanisms for monitoring money launder-
ing for additional forms of economic exchange (for 
example, real estate, online games or professional 
football) increasingly recognizes a shift of money 
laundering practice towards operations and places 
not covered by existing anti-money laundering su-
pervision (Sheptycki, 2000; Sharman, 2011).

According to Isaac Ofoeda et al. (2020), money 
laundering has been studied in various aspects 
by Hendriyetty and Grewal (2017), who note that 
money laundering affects government revenues 
because tax evasion is a major crime related to 
money laundering. Another issue related to money 
laundering is the undermining of democratic gov-
ernance as it leads to political disorders and social 
instability (Mohammad et al., 2016). According to 
Raweh et al. (2017), money laundering has grad-
ually increased due to organized crimes such as 
human trafficking, gambling, drugs and arms traf-
ficking. Money laundering has been recognized 
as a criminal offense (Rahman, 2015).

A study by Schwarz (2011) found that tax evasion 
and money laundering were additional offenses, 
indicating that some countries did not cooperate 
in applying regulations to identify the origin of 
money. This can destabilize financial institutions 
and entire financial systems. Among the other 
economic and financial crimes, money laundering 
has been more successful in penetrating to the eco-
nomic and political structures of most developing 
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countries, which has led to cutback in economic 
activity and political instability. Although devel-
oping countries have responded and continue to 
respond with legislation to the threat of money 
laundering, at the national level, money launderers 
use regulatory support gaps and vulnerable finan-
cial systems. It should be noted that in developing 
countries there is a relation between corruption 
and money laundering (Aluko & Bagheri, 2012). It 
also leads to political problems on the part of gov-
ernments and enterprises, as well as to exchange 
rates and interest rates instability (McDowell & 
Novis, 2001).

Lester and Roth (2007) found the weakest points 
among large American banks. The identified 
shortcomings in certain areas of banking are as 
follows: internal policies, procedures and con-
trol; compliance; preservation of documents and 
information; cooperation in investigations; risk 
management; identification and verification of 
clients; audit, monitoring and reporting on opera-
tions; continuous learning and improving knowl-
edge. The identified shortcomings contribute to 
the study of money laundering and should be 
eliminated.

Analyzing the Bitcoins user identification system, 
Reid and Harrigan (2011) indicate that Bitcoin in-
volves incomplete user’s identification, but in most 
cases, users and their transactions can be identi-
fied. They found that public keys were tied to IP 
addresses receiving Bitcoins, which allowed them 
to detect previous transactions. Such incomplete 
identification can influence the increase in the lev-
el of money laundering through cryptocurrency, 
which is extremely popular and reliable due to po-
litical instability, the dynamics of changes in the 
foreign exchange market, and the effects of the 
COVID-19 pandemic.

The research conducted by a working group led 
by Unger (2007) is one of the large scale surveys 
concerning the money laundering impact on vari-
ous spheres of social and economic life. The study 
was based on numerous publications of interna-
tional organizations (IMF, OECD, FATF), as well 
as sources from the Econlit economic search da-
tabase, which includes more than 750 journals 
and 44,000 scientific papers. Other materials were 
also studied, including the world’s leading the-

matic publications such as the Journal of Money 
Laundering Control and the Journal of Financial 
Crime, from 1990 to 2004 inclusive.

It is established that significant inflows of funds 
laundered can cause a decrease in the exchange 
rate of the national currency (its depreciation) 
and/or a significant expansion of the national 
monetary base, which will result in rising prices 
(inflation) (based on the international research 
conducted at the request of IMF by a working 
group led by Tanzi, 1996).

Money laundering provokes interest because it is 
a major obstacle to the effective international fi-
nancial system functioning and has a major im-
pact on the global financial system (Buchanan, 
2004). Money laundering can lead to the distribu-
tion of resources between productive sectors of the 
economy, which can affect a country’s economic 
growth (Bartlett, 2002).

Analyzing the issue of money laundering combat-

ing, R. D. Lucian (2010) notes that globalization 

and regionalization have raised the issue concern-

ing international organizations activities in terms 

of anti-money laundering among the international 

community of criminal gangs using sophisticated 
technological means and free borders. New com-

munication systems and updated technologies have 
reduced the distance between countries, opened 
borders and created unimaginable opportunities 

for political and social interaction. “Globalization 

has allowed a qualitative leap of critical impor-

tance for the business of transnational organized 

crime, providing them not only with an ideal en-

vironment for business development, but also with 

the ways to obtain illegal goods or some of their 

production processes” (Lucian, 2010). Obtaining 

profits by countries, due to the opening of bor-
ders to trade flows, are balanced by the threat to 
human security. The basis of money laundering 

is bank secrecy, offshore accounts, and tax-free 
zones. There are also less sophisticated methods 
of money laundering, such as money laundering 

through the purchase of works of art, sophisticat-
ed transactions through fake courts, and money 

laundering through money carriers, allowing dif-

ferent amounts of money to be transported across 

borders. The anti-money laundering process re-

quires special national regulations to be integrated 
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into the process of international cooperation. At 

the same time, there is a need to implement an-

ti-money laundering activities at the societal level, 

in terms of raising public awareness and forming 

public opinion concerning these aspects.

Borlini (2008) notes that today there is a gap 

between the well-recognized need for coherent 

strategies aimed at anti-money laundering, the 
challenges posed by the transnational dynam-

ics of money laundering, and the determination 

of some states to maintain their prerogatives. 
Thus, there are some more issues concerning 

the national definitions of predicate offenses. 
Indeed, in terms of common practice inducing 

criminalization of money laundering offenses 
involving “foreign” predicate offenses, the high 
demands of double crime, harmonized defini-
tions of predicate offense are becoming essen-

tial. At the same time, such harmonization is not 

always easy to achieve mostly for economic rea-

sons. The emergence of cause-and-effect chains 
extending across national boundaries of juris-

dictions with consequences that transcend one 

or more national criminal law regulations cre-

ates serious challenges for jurisdiction. On this 
issue, the treaty mechanism seems to have giv-

en precedence to the freedom of the states tend-

ing in this matter, rather “than imposing bind-

ing obligations when the traditional approach 

to territoriality clearly fails, namely, when the 

crime is committed through corporate schemes 

having a lot of jurisdictions” (Borlini, 2008).

Harbovskyi (2018) notes that according to pre-
liminary estimates of international experts, the 
amount of money laundered is hundreds of bil-
lions of US dollars per year, which is various-
ly introduced into legal circulation in order to 
hide its criminal origin and further return to 
the world economic and financial systems. Such 
money or other property laundering is often a 
means of primary capital accumulating. The es-
sence of the latter is the withdrawal of illegally 
obtained funds (dirty money) from the sphere 
of shadow capital into the sphere of their legal 
circulation. That is, the actual granting the sta-
tus of legal property to monetary funds or any 
property of a certain legal entity or natural 
person. And as a result, due to illegal financial 
transactions, the true origin is hidden, and in 

some cases the real owner of money, property or 
income from the use of such property is hidden. 

“Despite the sufficient number of international 
organizations, which are directly responsible 
for combating money laundering and a num-
ber of adopted international legal instruments, 
there is currently no unified system for prevent-
ing and combating money laundering”, which 
would become a universal reference point for all 
world countries (Baranov, 2018). Considering 
this fact on a global scale, it makes sense for 
each country to form its own system, taking in-
to account its national specifics and the level of 
its development.

Today in Ukraine, measures to combat money 
laundering are enshrined in the “Strategy for 
the development of the system of prevention and 
combating money laundering, terrorist financ-
ing and financing of proliferation of weapons 
of mass destruction for the period before 2020” 
(Cabinet of Ministers of Ukraine, 2020) and the 
Law of Ukraine “On prevention and combat-
ing money laundering, financing terrorism and 
proliferation of weapons of mass destruction” 
(The Verkhovna Rada of Ukraine, 2020).

The practice of de-risking among banking insti-
tutions is an important condition for anti-money 
laundering. Utkina (2019) indicates that the FATF 
group expressed its concern for the first time about 
de-risking in October 2014 at a plenary session. 
Later, the International Anti-Money Laundering 
Group published the Guidance “Correspondent 
Banking Relationship” (2016), which explained 
this phenomenon as activities of financial institu-
tions aimed at terminating or restricting business 
relationships with customers or customers catego-
ries, in order to avoid rather than manage risk».

In Italy, financial monitoring was previously 
carried out by the Ufficio Italiano dei Cambi 
(UIC), which was subordinated to the National 
Bank of Italy and performed the functions of fi-
nancial intelligence. The main tasks of the UIC 
were to prevent and combat money laundering 
through financial analysis and intelligence. “It 
is required for financial institutions to inform 
of all suspicious transactions in the amount 
exceeding 12.5 thousand euros” (U.S. State 
Department of Staff, 2009–2017).
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According to the Italian legislation, banks and 
other intermediaries are obliged to keep detailed 
records of the residents’ foreign exchange trans-
actions in order to prevent money laundering at-
tempts. The Gamma-Vassali Act (1990) established 
criminal liability for “laundering” operations and 
for the first time in world practice, defined the 
concept of a “criminal organization such as mafia”. 
As a result of changes in legislation in 1990, the 
state is obliged to perform monitoring in regards 
to the detection and cessation of money launder-
ing attempts. The monitoring system stipulates 
that the transfer of any amount of money abroad 
is accompanied by a simultaneous declaration of 
income. Crimes related to money laundering are 
punishable by imprisonment for a term of 7 to 12 
years and by a money penalty (Baranov, 2018).

L’Unità di informazione finanziaria per l’Italia 
(UIF) is a company, which has been operating in 
Italy since 2008 as an independent authority with-
in the Bank of Italy.

For example, in 2000, the financial intelligence 
center (Financial Transactions and Reports 
Analysis Center of Canada (FinTRAC) was estab-
lished in Canada, which is subordinated to the 
Ministry of Finance. Thus, Kobylianska (2015) 
notes that when there is a reasonable suspicion of 
money laundering, the data on the transaction are 
reported to the law enforcement agencies, where, if 
necessary, working groups consisting of account-
ants and prosecutors are created in the process of 
investigation.

In the United Kingdom, money laundering is 
considered to be a serious crime relating to drug 
pushing, terrorism, theft and fraud, robbery, 
fraud, extortion, illegal deposit use, blackmail, 
etc. Financial Monitoring is handled by the 
National Criminal Intelligence Service (NCIS), 
which is subordinated to the UK Treasury and 
cooperates with the National Investigation 
Service, the National Criminal Intelligence 
Service, and the Serious Fraud Office and 
Customs and Excise.

The main task of NCIS is to collect, process, store 
and analyze information about financial trans-
actions that may be related to money laundering. 
Crimes related to money laundering are punish-

able by imprisonment for a term of 5 to 14 years 
(Baranov, 2018).

The Financial Crimes Enforcement Network 
– FinCEN, has been established in the United 
States, the main purpose of which is to protect 
the financial system from illegal use, combat 
money laundering and ensure national securi-
ty. The FinCEN database includes: the Financial 
Data Base (FDB); a commercial database with 
information about corporations and individu-
als, the source of which is a database of com-
mercial analytical centers and specialized ser-
vices, as well as information from the Customs 
Service and the US Internal Revenue Service; a 
file of lawsuits of law enforcement agencies and 
information from the US Federal Intelligence 
Service, including databases of “dirty” money 
sources (Source Data Base); Undercover Money 
Laundering Investigations Data Base and 
Criminal Referral Data Base.

The peculiarity of the state policy of European 
countries in the field of anti-money laundering 
is that its formation took place under the inf lu-
ence of American policy to a greater extent. The 
criminalization of money laundering from drug 
business in Europe began in the latter half of 
the 1980s of the last century, when the relevant 
laws were adopted in Denmark, Britain, France 
and Norway (Baranov, 2018).

At the international level, the activities of 
the Financial Action Task Force of Money 
Laundering (FATF) are important for combat-
ing money laundering, whose documents are of 
interest for the international search, seizure and 
confiscation of criminally obtained money and 
property. This intergovernmental organization 
was founded in July 1989 in Paris, at the 15th 
Summit of Heads of States and Governments 
of the world’s leading industrial countries (G7: 
America, Japan, Germany, France, Britain, Italy, 
Canada), and its main goal is the development 
and promotion of state policy aimed at combat-
ing money laundering.

To verify the implementation of the FATF 
Recommendations by countries, in 2013, a 
Methodology for assessing compliance with the 
FATF Recommendations and the effectiveness 
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of anti-money laundering and anti-terrorist fi-
nancing systems was published.

Today FATF carries out the following activities:

• monitoring the progress of member states on 
the way of implementing measures to combat 
money laundering;

• review of trends and methods of money laun-
dering, as well as countermeasures, and the 
formation of relevant reports;

• implementation of the FATF strategy in the 
field of combating money laundering all over 
the world (Baranov, 2018).

According to the data provided by the Association 
of Certified Anti-Money Laundering Specialists 
Dow Jones & ACAMS (2016), in 2016, 40% of re-
spondents informed that their companies had 
partially or completely “gone out of whack” due to 
compliance risk of financial institutions and ina-
bility to manage it.

This trend constitutes a serious problem for rel-
evant intergovernmental organizations, since 
de-risking may reduce the transparency of finan-
cial flows and the availability of financial services, 
which may increase the risks of money laundering 
and terrorist financing.

However, it makes sense to recognize that today 
there is a need to update existing theoretical devel-
opments with respect to the modern social realities, 
globalization of financial markets to identify prob-
lematic aspects of anti-money laundering, to identify 
ways to eliminate the detected shortcomings.

2. GENERALIZATION  

OF THE MAIN 

STATEMENTS

Money laundering may be extremely dangerous 
for the economic, political and social stability of 
each country individually, and it also constitutes 
a menace to the world economy and internation-
al relations. Therefore, the activities of the inter-
national communities, states, and intergovern-

mental organizations are aimed at implementing 
measures, both at the state level and at the interna-
tional level, to combat money-laundering, as well 
as to reduce the level and complicate the proce-
dure of legalization of such proceeds. 

The legislation of European countries concerning 
liability for money laundering is characterized by 
the following features:

• the codification of criminal law raised the is-
sue of competition between the provisions on 
money laundering and the provisions on com-
plicity, the purchase of stolen goods and con-
cealment of crimes;

• European regulations have a much higher lev-
el of generalization;

• the term (or amount) of punishment for mon-
ey laundering is almost everywhere lower 
than in the United States, and does not exceed 
10 years of imprisonment, fines are also widely 
applied;

• less frequently than in the United States, the 
subject of the crime covers non-income bene-
fits (for example, the benefit from tax evasion);

• the Strasbourg Convention on Criminal 
Proceeds Laundering, Search and Seizure d/d 
November 8, 1990 significantly influenced the 
development of anti-legalization legislation in 
Europe;

• many European countries have criminalized 
the legalization of criminal proceeds not as a 
result of the objective development of national 
legal consciousness, but under the influence of 
external pressure, mainly due to the activities 
of the FATF (Chernukhina, 2005).

It should be noted that in their investment pref-
erences, money launderers are guided by a de-
sire to avoid control and detection rather than 
by maximizing their investment income. As a 
result, funds are redistributed in favor of those 
assets that generate insignificant business ac-
tivity, employment and gross value added; in-
come from long-term investments is transferred 
to the real sector of the economy and is trans-
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formed to speculative, risky and low-quality 
(“junk”) assets (Brent, 2013).

The above is the main reason that capital is not 
placed optimally compared to the situation when 
the allocation of resources is carried out, taking 
into account the factors of fundamental analy-
sis of investment objects. The speed of criminal 
proceeds circulation, the liquidity of the relevant 
forms of assets through which money is laundered, 
are crucial landmarks for criminals.

It stands to mention that as a result of illegal finan-
cial transactions, an owner and the true origin of 
the property or income obtained from the use of 
such property are hidden. Such a threat can lead 
to adverse effects for society, which are as follows:

• ineffective counteraction of the state and soci-
ety in relation to money-laundering facilitates 
the enrichment of individuals and certain 
groups of people through crimes commission 
and makes criminal activity more attractive 
and cost-efficient;

• the possibility of using the money laundered not 
only to continue criminal activity, but also to in-
vest in the most promising economic activities;

• due to concealment of information on income, 
there is a decrease in tax collection and allo-
cation of funds for public needs, which threat-
ens the financial system of the state as a whole 
and leads to the undermining of the national 
economy in particular;

• the use of “dirty” funds to bribe government 
officials, penetration of criminal elements 
into political institutions, and, in some cas-
es, to organize and finance terrorism, which 
undermines the democratic system, makes 
a real threat of state control loss and con-
solidation of power by criminal elements 
(Garbovsky, 2018).

The level of money laundering is directly related 
to the level of corruption that is specific to the 
Ukrainian state. Therefore, anti-money launder-
ing is inextricably linked to the anti-corruption 
activities of the state.

The issue of money laundering is also associated 
with online transactions, during which there is no 
complete identification of users, which offers op-
portunities to transfer large amounts of money of 
unknown origin.

3. DISCUSSION

To combat money laundering and an increase in 
the cost spent for criminal business operations, 
the activities and financial statements of en-
terprises are audited. Business entities provide 
information on their capital and current oper-
ating costs, while financial intelligence uses a 
system for assessing the risks of money launder-
ing or terrorist financing by corporations and 
trusts, conducts client’s verification in a proper 
manner and holds consultations on corporate 
transparency.

Figure 1. Anti-money laundering measures
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authorities – members of the 

national system of financial 

monitoring

Improving legislation in the 

field of combating money 

laundering
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However, not all financial institutions in Ukraine fa-
cilitate the conduct of their activities audit. Such a re-
action to financial monitoring arises due to possible 
misunderstandings on the part of clients of financial 
institutions, since their personal rights may be violat-
ed. Financial institutions sometimes hide the existing 
shortcomings of their activities in order to maintain 
their customer base and the level of their credibility.

From this perspective, it is important to consider 
the possibility of improving Ukrainian anti-money 
laundering legislation. Introduction of crimes codifi-
cation in the field of money laundering, their classi-
fication, the establishment of clear responsibility for 
their commission, complicity and covering up such 
crimes.

The current state of crime level in the field of mon-
ey laundering in Ukraine may lead to the follow-
ing consequences:

• reduced cash receipts in the state budget;

• a decrease in the amount of the allocated 
budget for developing the state’s social and 
economic infrastructure;

• instability of UAH exchange rate;

• as a result, the living standards of the popula-
tion may decline.

At the same time, in addition to the negative as-
pects in this situation, it is worth noting that there 
is the basis for further improvement of the an-
ti-money laundering system and the development 
of Ukrainian society. 

Continuous training and improvement of 
knowledge about possible money laundering 
methods and schemes of specialists in the field 
of financial audit and anti-money laundering 
will help to detect such crimes and prevent their 
commission in the future. The creation of spe-
cial working groups, which will involve finan-
cial specialists, IT specialists and law enforce-
ment officers, will allow investigating money 
laundering crimes faster and punishing the 
criminals in accordance with the law.

Conduct of audits at the Ukrainian financial in-
stitutions will make it possible to identify weak-
nesses in their activities, establish existing corrup-
tion schemes, identify areas of economic activity, 
which are not under control of anti-money laun-
dering organizations, and it will help resolve these 
issues at the legislative level.

CONCLUSION

According to official statistics, the level of money laundering in Ukraine is growing every year. The 
increase in the level of money laundering is influenced by incomplete identification of users when 
using online banking and performing online transactions; evasion of financial institutions from con-
ducting audits for fear of losing the credibility of clients; the gaps in the regulations used by criminals 
to commit money laundering crimes; corruption in the society. An increase in the money laundering 
level leads to the following consequences: capital in the country is not placed optimally; illegal funds 
are used to finance criminal activities and implement corruption schemes; cash receipts in the state 
budget are decreased; funding for social spheres of society is reduced; and the living standards of the 
country’s population decline. Constant updating of money laundering methods and identification of 
economic activity areas that are not subject to financial monitoring and control by the state requires 
more effective legal regulation of money laundering. The possible ways to improve an anti-money 
laundering system in Ukraine are as follows: continuous training of specialists in the field of finan-
cial audit; creating special working teams to investigate money laundering crimes, which will involve 
IT specialists, law enforcement officers and financial specialists; regular audit performance of finan-
cial institutions activities and ensuring the preservation of customers’ confidence; enshrining at the 
statutory level of money laundering crime classification and criminal liability for their commission; 
conducting anti-corruption policy in the state. A comprehensive approach to improving the effective-
ness of anti-money laundering activities will help reduce the number of such crimes and increase the 
economic development of the state.
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