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Abstract

The rapid growth in the number of cybercrimes committed in the banking sector re-
quires the creation of an effective system for preventing such crimes and ensuring the 
cybersecurity of the state. The constant updating of means and methods for cybercrime 
commission necessitates the identification of effective measures to combat them. The 
paper uses a survey method to study the theoretical experience and practical measures 
to prevent cybercrime in the banking sector to identify effective ways to combat crime 
in the virtual space of Ukraine. The paper analyzes the experience of the world’s lead-
ing countries concerning cybercrime prevention, deals with measures to improve the 
level of cybersecurity of national and international cyberspace. It is concluded that the 
current state of cybersecurity in Ukraine does not meet contemporary requirements 
and needs initiating effective measures and coordinated cooperation between private 
and public sectors in order to effectively combat cybercrime, in particular: enshrining 
the classification of cybercrimes in the regulatory legal acts of Ukraine; introduction 
of the concept of “banking criminal law” in the scientific and legal sphere; creation of 
Ukrainian cyber forces, whose activities will be aimed at preventing and combating 
crimes committed in cyberspace.
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INTRODUCTION

Criminal activity, which every year acquires new forms, methods and 
technologies for committing crime, is an integral part of public life. 
Cybercrimes are quite common today in Ukraine and around the world. 
Virtual crimes are becoming widespread in the banking sector. The 
number of crimes committed by obtaining access to bank card codes 
and illegal seizure of funds from accounts is growing every year. The 
spread of virtual forms of crime is associated primarily with the rapid 
development of technology, increased role of information in public life, 
and the ability to commit crimes remotely. Cybercrime is particularly 
attractive because of the ability to hide or destroy its traces.

Anti-cybercrime activities occupy a special place in the law enforce-
ment agencies activities, due to the latent nature of such criminal of-
fenses and the constant updating of their commission mechanism. 
The process of investigating these crimes is complicated by the diffi-
culty of detecting and recording traces of crimes in the virtual space. 
The ability to remotely destroy the traces of crime allows cybercrimi-
nals to minimize the amount of crime evidence. The issue of investi-
gating virtual crimes in the banking sector is caused by the specifics 
of their commission, which requires specialized knowledge of law en-
forcement officers. It is also noteworthy that cybercrime is interna-
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tional in its nature, so there is a need for law enforcement officers to cooperate at the international level 
to minimize the level of virtual crime in the banking sector. This situation determines the significance 
of the theoretical study of the banking sector cybercrime investigating process in order to develop meas-
ures contributing to the increase of cybersecurity both at the national and international level.

The study aims to analyze and systematize theoretical experience and practical measures to combat cy-
bercrime in the banking sector in order to identify promising ways to combat crimes in the cyberspace 
of Ukraine. 

1. LITERATURE REVIEW

One of the problems that persists in society for a 
long time is that users of information systems “be-
lieve without a reasonable basis in the absence of 
cyberattacks, using the information space without 
being aware of the limitations and threats to sys-
tem security” (Sindhu et al, 2012). Many scientif-
ic works by domestic and foreign scientists study 
cybercrime detection, cessation and investigation, 
which is due to the novelty and rapid growth of 
crimes committed in the virtual area. 

With the increasing number of Internet users, the 
following risk factors increase: society’s dependence 
on information technology, followed by the vulner-
ability to various types of information encroach-
ments; the possibility of using the network to com-
mit crimes, and the potentiality to become a victim 
of using information technology for criminal pur-
poses is also growing. At the same time, committing 
a crime does not require much effort and expense 

– it is enough to have a computer, software and in-
formation network connection. You don’t even 
need to have profound technical knowledge: There 
are special forums where you can buy software for 
committing crimes, stolen credit card numbers and 
users’ credentials, and use services, which can help 
you commit electronic embezzlements and comput-
er systems attacks (Ben-Itzhak, 2008).

In a broad sense, cybercrime is classified based on 
its role in the legal relationship between the per-
sonal computer and the Internet, so it is possible 
to distinguish crimes against a computer or the 
Internet or crimes committed using a computer or 
the Internet (Marbeth-Kubicki, 2010).

Among foreign scholars, these issues were stud-
ied by Brenner, who investigated criminal threats 
from cyberspace (2006). In studying cybercrime, 

Brenner (2006) identifies the following three 
categories:

1) crimes in which a computer is the purpose of 
the crime;

2) crimes in which a computer is used as a means 
of committing a crime; and

3) crimes in which a computer plays a minor role 
in the crime commission.

The German Criminal Code introduces the con-
cept of computer fraud, which implies an act that 
causes property damage through the formation 
(installation) of incorrect computer programs, the 
use of incorrect or incomplete data, unauthorized 
use of data and other illegal influence on electron-
ic information processing, committed for the pur-
pose of obtaining property benefits (both personal 
and in favor of third parties) (Odenthal, 2009).

In German jurisprudence there are, for example, 
the following essential elements of cybercrime:

1) crimes committed with the help of statements;

2) invasion of personal privacy;

3) fraud and computer fraud;

4) software and hardware attacks;

5) documents forgery using a computer;

6) other computer crimes (Hilgendorf & Valerius, 
2012).

Another interesting classification of cybercrime, 
suggested by German criminal law researchers, is 
the following division of cyberspace crimes: 
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1) fraud with goods purchased at online auctions 
or online stores; 

2) credit card fraud, including at ATMs; 

3) new methods of account fraud and money 
laundering, such as the creation of lodgment 
companies; 

4) advertising fraud using the most typical 
fraudulent schemes with address books; 

5) fraud in the field of fair competition, in par-
ticular, aimed at granting a competitive ad-
vantage illegally; 

6) click fraud, using online advertising (or “spon-
sorship lists”) of services, such as “one click” 
insurance (Janke, 2008).

The most common crimes in cyberspace are em-
bezzlements committed by deception, which are 
distinguished according to the following types: 
payment fraud (payment cards embezzlement); 
skimming (crimes with the use of ATMs for 
commission a fraud); malicious payment soft-
ware (embezzlement through the development 
and use of malicious software programs); social 
engineering (illegal obtaining of information 
for personal gain); phishing (gaining access to 
confidential personal data by sending e-mails); 
e-commerce fraud (embezzlement related to the 
vulnerability of payment systems of online stores, 
platforms for booking air tickets, car rental 
and others); prepayment fraud (promise to pro-
vide services or deliver goods after prepayment) 
(Jahankhani et al., 2015).

Aikov et al. (1999) study the guidelines for com-
bating cybercrime. According to Stein (2004), the 
peculiarity of crimes in cyberspace is that the 
characteristic of the Internet in terms of jurisdic-
tional policy is to blur the line between domestic 
and international information transmission.

An important remark within the framework of 
the issues being studied is to distinguish a con-
cept of the banking criminal law. Thus, legal 
practitioners in European countries, includ-
ing the Italian Republic (Giovanni Paolo) and 
Germany (Steele, 2020), appeal to the concept of 

“banking criminal law”, understanding this defi-
nition as a set of criminal offenses committed in 
the banking sector.

It should be noted that there is a need for further 
study of cybercrime investigation in the banking 
sector due to the rapid development of technolo-
gy, new forms and methods of committing crimes 
in cyberspace, as well as the spread of crimes in 
the banking sector. In 2017, a study was under-
taken on world’s countries ranking concerning 
the highest level of security. The top ten coun-
tries include Singapore (one of the leading coun-
tries, according to this report), Malaysia, Oman, 
Estonia, Mauritania, Australia, Georgia, France 
and Canada. Equatorial Guinea was recognized 
as the worst country in terms of implementing 
the main provisions of the Global Program (Miles, 
2017). Thus, according to the results of a global 
study of economic crimes and fraud conducted in 
2018, cybercrime is among the top five crimes in 
the economic sphere. Compared to 2016, the level 
of cybercrime increased from 24% to 31% (accord-
ing to PwC research). Moreover, according to a re-
port presented by Accenture Security, by 2030 the 
total loss from cybercrime can amount to about 
USD 90 trillion (Bissel et al., 2017).

Kroes, the European Commissioner for New 
Technologies Implementation, reasonably stated 
in her speech at the World Economic Forum in 
Davos in 2013 that the most serious mistake was 
to misinterpret cybersecurity as a purely techni-
cal task, as the state should be the main subject 
for its provision. Therefore, the strategic goal is to 
increase the cybersecurity effectiveness at all gov-
ernment levels (Kroes, 2013).

Among Ukrainian authors who have studied the 
criminal law and criminalistics aspects of cyber-
crimes, the peculiarities of their investigation in 
the banking sector, it is important to note Burbelo, 
who studied the peculiarities of the forensic foun-
dations of combating cybercrime (Burbelo, 2013); 
Douschi, who studied the legal and organization-
al aspects of cybersecurity in Ukraine (Douschi, 
2018); Pushkarenko, whose scientific research is 
devoted to the study of cybercrime in terms of the 
shadow economy (Pushkarenko, 2006); and Sen, 
who revealed the features of foreign experience in 
the cybercrime investigation (Sen, 2014). 
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It should be noted that in modern society, the larg-
est number of cybercrimes occurs in the financial 
and banking sectors. Thus, Nekrasov (2016) notes 
that cybercrime in the financial and banking sec-
tor, fraud using payment cards and their details, 
theft of funds from bank accounts, “money laun-
dering”, seizure of confidential computer informa-
tion about customers, etc. have recently become 
the most widespread types of crimes.

It should be noted that there are much more 
cybercrimes committed in the banking sector 
than it is officially reported. Thus, Bukhtiarova 
and Hushcha (2019) note that the reason is that 
many of the cyberattacks are unsuccessful, and 
the identified gaps in the e-banking system are 
quickly restored. Dissemination of information 
about cybercrime attempts can affect the lev-
el of customer confidence in a banking institu-
tion. As a result, the bank’s customers may start 
withdrawing their bank deposits from banks on 
a massive scale, which will constitute a severe 
problem for banks due to a sharp increase in li-
quidity risk, so it is difficult to estimate the true 
cybercrime level.

Nowadays in Ukraine, as noted by Leonov and 
Seriohin (2019), methodological materials are in-
troduced in special expert institutions to provide 
research of computer media used also for meth-
odological support for studying software prod-
ucts as a means of committing computer crimes. 
Recommended methods of computer information 
research and technology for monitoring the ac-
tivity of the software under investigation can be 
applied to identify traces of the software function 
implementation. Establishing and evaluating a set 
of traces allows one to reproduce, i.e., to model the 
actions of a computer crime and identify the trace 
object (program) as a means of crime in solving a 
diagnostic problem.

Analyzing the Criminal Procedure Code of 
Ukraine, Rohatiuk (2015) notes that the superviso-
ry activities of prosecutors have been transformed 
into procedural guidance, which involves direct 
management of any crime investigation, includ-
ing cybercrime. With the prosecutor’s signature, 
the investigator’s decision-making is agreed at all 
major stages of the investigation, starting with the 
covert investigative (search) actions and ending 

with the indictment. He determines the direction 
of the investigation, participates in certain investi-
gative (search) actions, and then supports the state 
prosecution in court.

It is the availability of relevant information tech-
nology knowledge and skills that enables the pros-
ecutor to provide effective procedural guidance of 
cybercrime investigation by investigating officers, 
gather appropriate evidence and eliminate proce-
dural shortcomings during the investigation.

According to Ismailov and Shaievska (2016), the 
following factors are the main reasons for the 
spread of cybercrime:

• firstly, this area of criminal activity is ex-
tremely profitable and is on a par with illegal 
areas of activity such as drug pushing, arms 
traffic and human trafficking;

• secondly, financial institutions hide most of 
the facts of cyberattacks on their institutions 
from law enforcement agencies, taking care of 
their reputation among customers;

• thirdly, in case of insignificant financial losses, 
financial institutions do not even conduct in-
ternal investigations, taking into account that 
human, financial and other costs of such con-
duct exceed the losses;

• fourthly, crimes are committed in a virtual 
environment if they are very latent.

According to Markov (2015), the specific charac-
teristics of cybercrime are the following:

• the need for widespread use of special knowl-
edge in detecting and recording crime traces 
in the electronic form;

• organization and transboundariness (broad 
interregional and international ties);

• high latency caused by the reluctance of the 
private sector to report such crimes due to 
distrust of the potential capabilities of law 
enforcement agencies and unwillingness to 
acknowledge the weaknesses of their security 
systems;
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• the high level of technical support of criminals.

The investigation of cybercrime in the banking 
sector has many specific features, as indicated by 
Mukhin (1999):

• a number of traditional elements of certain 
criminalistics methods are uninformative or 
uninformative in relation to the category of 
computer crimes and the structure of its indi-
vidual elements; these include the peculiarities 
of using public assistance in solving crimes, 
the peculiarities of the victim’s personality;

• a special role is played by information on the 
peculiarities of using special knowledge in 
solving and investigating crimes under consid-
eration, on the features of the direct subject of 
criminal encroachment and opportunities to 
protect closed information resources by crim-
inalistics methods, techniques and means.

When studying the process of cybercrimes inves-
tigation, Burbello (2013) notes that the primary 
task for an investigator at the initial stage of the 
investigation is to analyze the information envi-
ronment of the crime:

• determining the type of the electronic com-
puter (data storage device), where the illegal-
ly accessed computer information was stored 
or processed (Web-server, personal computer, 
mobile phone, electronic credit card), which 
will determine the direction of all further 
investigation;

• establishing the type of a computer operat-
ing system (server) that was illegally accessed 
(Unix, Linux, Netware, Windows), as well as 
the software used to commit the crime, which 
will greatly help narrow the circle of possible 
suspects;

• identification of hardware and software that 
has been affected during unauthorized access, 
as well as information about the means and 
tools of such access, which will provide a true 
picture of the traces of the crime.

When investigating cybercrime in the banking 
sector, it should be noted that it is committed 

by individuals with a high level of intellectu-
al development and a high level of knowledge 
and skills in the field of software and computer 
technology. Therefore, as it was nicely noted by 
Muliar and Hovpun (2019), during the investi-
gation of such crimes, it is advisable to involve 
experts and specialists in this field, who will be 
able to conduct an appropriate examination. A 
detailed description of the research conducted 
and the conclusion made by the authorized en-
tity can be considered to be the expert’s opin-
ion. Such a person is an expert who has special 
knowledge in the relevant field according to 
which an expert investigation is commissioned. 
Examination is a kind of evidence, and there-
fore occupies a special place in the process of 
cybercrime proving.

It is advisable to use the experience of oth-
er countries concerning prevention, detection, 
cessation and investigation of cybercrime in the 
banking sector. Markov (2015) notes that cre-
ation of special anti-cybercrime units is com-
mon in many countries, including Australia, 
Belgium, Belarus, Britain, Denmark, Estonia, 
India, Canada, Malaysia, the Netherlands, 
Germany, Norway, Poland, USA, Switzerland, 
Sweden and others (p. 109).

The main functions of such units are: monitor-
ing of cyberspace to detect cybercrimes, viruses 
or malware; taking of operation and investiga-
tion measures to record the illegal activities of 
cybercriminals; providing methodological and 
practical assistance to other sectoral services 
and law enforcement agencies within their com-
petence; the accumulation, synthesis and anal-
ysis of cybercrime information; preventing cy-
bercrime with the help of the public and mass 
communication (Markov, 2015).

It should also be noted that it is necessary to 
conduct temporary access to the stuff and doc-
uments as a measure to ensure criminal pro-
ceedings during the investigation of cybercrime 
in the banking sector (if necessary, the seizure 
of documents). Temporary access to stuff and 
documents means providing by the person pos-
sessing such things and documents the oppor-
tunity for the party to the criminal proceedings 
to get acquainted with them, make copies and, 
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in case of a decision by the investigating judge, 
court, to seize them (to make a seizure). Taking 
the specified action provides reception of stuff 
or documents, which can be used as evidence, 
having established their involvement in a cyber-
crime (Muliar & Hovpun, 2019).

It should be also mentioned that the UN has the 
International Telecommunication Union, func-
tioning as a specialized agency, which was found-
ed in 1865 as the International Telegraph Union, 
but it became a specialized UN agency in 1947. Its 
main areas include issues concerning informa-
tion environment violations research. In this re-
gard, the International Telecommunication Union 
implemented the program “Global Cybersecurity 
Agenda” in 2007 (ITU Global Cybersecurity 
Agenda), aimed at maintaining security and open-
ness in the information society of the 21st centu-
ry. This program operates on the basis of five basic 
principles:

• legislative measures;

• technical and applied initiatives;

• organizational structuring;

• capacity development in the information 
environment;

• international cooperation in this area 
(Schjølberg, 2008).

The analysis of the cybercrime investigation prac-
tice in the banking sector shows that it is neces-
sary to introduce a new approach to detecting 
and investigating cybercrime as the measures and 
methods applied to document traditional crimes 
are not effective in this area. Thus, the field of high 
technology requires scientific, technical and other 
special knowledge not only of specialists, but al-
so of operatives, investigators, prosecutors, inves-
tigating judges and judges. In this regard, special 
attention should be paid to increasing the level of 
professional training of the relevant operational 
units, pre-trial investigation bodies and a prose-
cutor. This is due to the fact that the insufficient 
level of this training can and does lead to errors in 
the application of criminal procedure and crimi-
nal law (Borysov & Zelenetskyi, 2010).

International cooperation should be carried 
out in several areas and include, first of all, the 
creation of regulations and standards and the 
development of general recommendations, as 
well as the introduction of effective models of 
organizational interaction between the states. 
In this respect, consideration must be given to 
the fact that traditional mechanisms of interna-
tional cooperation, including inquiries, mutual 
assistance and other similar tools, which were 
used in the past, are not effective today, when 
crimes can occur from anywhere in the world at 
the speed of light (Smith, 2004).

Rohatiuk (2015) notes that the lack of a suffi-
cient number of qualified personnel in law en-
forcement agencies makes it difficult to take 
quick and prompt decisions in criminal pro-
ceedings related to cybercrime. In addition to 
the above, investigators and prosecutors have 
problematic issues during the investigation of 
these crimes due to:

• the transition of most users from fixed access 
to the World Wide Web to mobile devices 
(gadgets);

• the use of closed ТОR networks by the mem-
bers of international criminal organizations, 
which makes it impossible to obtain relevant 
results by conducting covert investigative 
(search) activities;

• unavailability of an international cybercrime 
database;

• high latency of these types of crimes, as finan-
cial institutions (banks) do not want to adver-
tise the facts of illegal interference with the 
work of their institution in order to preserve 
their own image;

• insufficient number of state experts in the 
field of computer analysis.

This situation needs to be constantly updated, the 
existing methods of cybercrime investigation 
should be updated, and new methods of cyber-
crime investigation in the banking sector should 
be developed.
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2. GENERALIZATION  

OF THE MAIN 

STATEMENTS

In Ukrainian legislation, prior to the adoption 
of the Law of Ukraine On the Basic Principles of 
Cyber Security in 2017, there was no definition of 
cybercrime. According to the provisions of this 
Law, cybercrime (computer crime) is a socially 
dangerous criminal act in cyberspace and/or with 
its use, liability for which is provided by the Law 
of Ukraine on Criminal Liability and/or which is 
recognized as a crime by international treaties of 
Ukraine.

Today, an important aspect in the investigation 
of cybercrime in the banking sector is rapid and 
timely exchange of information, which will help 
increase the efficiency of the investigation process. 
To do this, it is necessary to establish communi-
cation between operatives, investigators, prosecu-
tors and the court in order to quickly identify a 
criminal, collect information on the movement of 
information, use of software on applications and 
reports entered into the Unified Register of Pre-
trial Investigations. It is also important to create 
a special database that will contain electronic ev-
idence due to which the cybercrime investigation 
will be conducted properly.

The investigation of crimes committed in the cy-
berspace begins from the moment when the in-
formation was entered into the Unified Register of 
Pre-trial Investigations on the fact of detection of 
such a crime, and ends with drawing up an indict-
ment against the person guilty of the crime and 
taking this person to court, or accordingly, the 
closure of criminal proceedings. At the pre-trial 

investigation stage, an investigator and a prosecu-
tor apply various measures to take the perpetra-
tors to court for crimes committed in cyberspace 
by conducting public and covert investigative 
(search) actions, appointing an expert investiga-
tion, and within the framework of international 
cooperation.

Cybercrime is increasingly encroaching on the 
bank accounts not only of companies or organi-
zations, but also of ordinary citizens. With the in-
creased number of non-cash payments, the num-
ber of victims of cyber fraud is growing. Factors 
contributing to the growth of cybercrime are the 
development and improvement of IT technologies, 
significant geography for committing crimes, in-
sufficient theoretical and practical training of law 
enforcement officers and imperfection of domestic 
legislation.

In this respect, it should be noted that it is impor-
tant for Ukraine not just to improve the legislation 
in the field of combating cybercrime, but also to 
take into account the human factor. The country’s 
cybersecurity depends on the activities of the state 
to a greater extent, but specialists working in the 
field of prevention, counteraction and investiga-
tion of cybercrime play a significant part in cre-
ating an effective cybersecurity system. It takes 
time to settle the issue concerning improving the 
skills of law enforcement officers in the field of IT 
technologies. One of the variants to solve this is-
sue may be involvement of specialists – program-
mers, developers of applications for payment for 
goods and services, software testers, system an-
alysts, cybersecurity specialists. The leading ac-
tivity of these specialists contributes to constant 
professional growth and updating of skills in line 
with technology changes. Interaction of law en-

Figure 1. Top 5 types of fraud in the world according to the results of the PwC survey in 2020
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forcement officers with IT specialists will partially 
solve the issue of investigating crimes in the bank-
ing sector in cyberspace.

In the context of improving the legal regulation 
of cybercrime investigation in the banking sector, 
it is currently important for Ukraine to adopt the 
experience of countries with effective cybersecu-
rity systems. One of such measures is the intro-
duction of the concept of “banking criminal law”, 
aimed at regulating relations in the field of preven-
tion, combating and investigation of cybercrime.

A significant number of banking institutions in 
Ukraine prefer overcoming the cybercrime con-
sequences, rather than investing in the search for 
protection of data and accounts of their customers. 
The most common crimes in the banking sector is 
fraud using payment cards and their details, un-
authorized debiting of bank accounts, interference 
with Internet banking, the spread of computer vi-
ruses, DDoS-attacks on Internet resources, fraud 
in information networks.

The practice of investigating cybercrimes in India, 
where professional hackers may be involved in the 
process, is interesting in the context of research. 
In many countries now there are so-called Cyber 
Corps, whose activities are aimed at protecting 
the country’s cyberspace. Such corps operate in 
Germany, Russia, Britain, Estonia, the United 
States, and China. For example, in Germany, the 
Cyber Corps currently consist of 260 IT special-
ists; the smallest unit in this army is a unit whose 
activities are aimed at attack. The Estonian Cyber 
Corps consists of 300 people. There is a tendency 
to increase the number of cyber corps to increase 
the level of cybersecurity.

Foreign countries are actively using technolog-
ical solutions to combat transnational cyber-
crime. Thus, back in 2011, Europol introduced 
to the EU members the IOCTA system (Internet 
Facilitated Organized Crime Tread Assessment), 
which facilitates the cybercrime detection. Now 
Europol provides investigative and analytical sup-
port to EU members through its online investi-
gation system and crime database. The following 
example of transatlantic cooperation is illustra-
tive. For example, two leading online anonymous 
markets, Alpha Bay and Hansa Market, were 

blocked by the Federal Bureau of Investigation 
(FBI) and the Dutch National High-Tech Crime 
Unit (NHTCU) during “Bayonet” Operation (ac-
cording to Europol). The FBI managed to disrupt 
AlphaBay operation, a well-known darknet, and 
the NHTCU intervened in Hansa’s darknet mar-
ket for almost a month as an administrator and 
then shut down Hansa Market forever. Many 
AlphaBay users sought refuge at the Hansa mar-
ket, where the NHTCU was operating at that time. 
Thus, police agencies were in an ideal position not 
only to disrupt the ecosystem by creating mistrust 
among users of these anonymous markets, but al-
so to collect valuable data from thousands of them 
(Wegberg & Verburgh, 2018).

International cooperation in regards to cyber-
crime combating must be carried out based on 
the participation of all countries, which is deter-
mined by the nature of the information itself as 
an object of encroachment, and the nature of the 
crimes committed. According to Stein Schjolberg, 
an international expert in the field of the cyber-
crime legislation harmonization, “cyberspace, as 
the fifth common space, after land, sea, air and 
outer space, requires coordination, cooperation 
and special legal measures at the international lev-
el” (Schjolberg, 2010). Indeed, in today’s world, all 
spheres of life are directly dependent on the oper-
ation of computer and information networks.

There is a Cybersecurity Strategy in Ukraine, ap-
proved by the President of Ukraine in 2016, ac-
cording to which anti-cybercrime activities should 
include, in particular, the implementation of 
measures to improve procedural mechanisms for 
collecting evidence relating to crime, in electron-
ic form, improving classification, methods, tools 
and technologies of cybercrime identification and 
recording, conducting expert research.

Cybercrime can violate the interests of both the 
state and the individuals. Undoubtedly, the pecu-
liarities of information systems functioning, espe-
cially the Internet, “require the cybersecurity is-
sues to be solved by the joint efforts of various en-
tities, both public and private” (Huey et al., 2013), 
but it is the state that can and should, and most 
importantly, only the state can effectively car-
ry out full-scale counteraction to the cybercrime 
commission, create conditions for those who are 
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the most vulnerable to cybercrime attacks (for ex-
ample, banks, individuals), so that they can build 
a more reliable system of information protection.

One of the topical issues of modern Ukrainian 
society is the bureaucratization of law enforce-
ment bodies. The investigation of cybercrime is 
delayed because of the need to coordinate the 
activities of different departments, operation-
al groups, an investigator and a prosecutor. The 
large number of documents required for opera-

tional and investigative actions delays the pro-
cess, and consequently evidence and traces of 
the crime may be lost. Improving the process of 
cybercrime investigation in the banking sector 
and improving cybersecurity in Ukraine can be 
achieved through the creation of a special unit 

– cyber forces, whose activities will be aimed at 
preventing the commission of crimes in cyber-
space. This will significantly reduce the number 
of fraudulent acts and crimes in the field of bank-
ing operations.

CONCLUSION

In modern Ukraine, there is no effective system for combating cybercrime in the banking sector; The 
solution to this issue is possible through the development of measures aimed at preventing and effective-
ly investigating crimes committed in cyberspace. The analysis of the experience of the world’s leading 
countries shows that the basis of an effective system for combating cybercrime in the banking sector is 
the coordinated activity of public and private sectors on the following vectors: 

1) enshrining the classification of cybercrimes in Ukrainian regulatory legal acts and establishing 
clear responsibility for each type of crimes committed in cyberspace; 

2) introducing the concept of “banking criminal law” in the scientific and legal spheres, which is due 
to the rapidly growing high level of cybercrime in the banking sector; 

3) establishing cooperation between banking institutions, government and law enforcement agencies 
both in terms of interaction models and increasing the level of trust of the private sector to gov-
ernment officials and law enforcement officers, which will help reflect real statistics of cybercrime 
committed in the banking sector and increase the effectiveness of its investigation; 

4) creation of Ukrainian cyber forces, whose activities will be aimed at preventing and combating 
crimes committed in cyberspace. 

Figure 2. Approaches to increasing the level of cybersecurity in Ukraine
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Thus, the analysis of the practice of creating an effective cybersecurity system allows us to assert that 
properly coordinated activities of the public and private sectors will contribute to minimization of 
cybercrimes committed in the banking sector and increase the level of the virtual space security in 
Ukraine.
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