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Abstract

The analysis of the financial technologies introduction has proved that their appli-
cation over-complicates the institutional structure of the global financial system. As 
a result, usual functional relationships cease to operate, new institutes and interde-
pendencies appear, and systemic risks increase. In this context, the system instability 
increases, resulting in a transition to a new institutional status. The analysis of the 
financial technologies impact on the stability of financial system shows that the lack of 
institutional support for new financial technologies is the most important catalyst for 
the financial industry destabilization and the formation of financial bubbles in various 
market segments.

The ways to reduce the negative impact of financial technologies on the financial sys-
tem stability (such as development of international prudential standards; revision of 
the licensing regime for financial companies; “regulatory sandboxes”, which test new 
technologies, business models and algorithms underlying the Fintech innovations; le-
gal regulation of ownership of digital tokens; and clear definition of the blockchain 
technology in various areas of life, etc.) have been proposed.
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INTRODUCTION

The financial globalization of economic systems, the increased num-
ber of the global financial market participants and their rapid inter-
action influenced by modern technologies development lead to the 
growing institutional complexity of the global financial system. As a 
result, more opportunities are created for the financial system devel-
opment. However, the increased complexity of the system results in 
higher synchronization between its various parts, strengthening the 
nonlinear correlations, unpredictable consequences and the accumu-
lation of economic imbalances, both at the national and international 
levels.

After the 2008 financial crisis, the financial industry has actively be-
gun implementing various digital innovative approaches. They have 
made the basis for financial technologies (FinTech or fintech), i.e. tech-
nological innovations in the field of financial services.

Initially, financial technologies (alternative payment systems and 
lending systems, application program interfaces, robo-advisors and 
chatbots, big data, blockchain, cryptography and artificial intelligence, 
etc.) were developed at the level of startups and non-financial compa-
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nies, which used the recent developments to provide better financial services. However, their effective-
ness, the speed of processing information (updating information in real time), the relevance and per-
sonalization of information forced the traditional participants of the world financial system (primarily 
banks, investment companies, exchanges, insurance companies, etc.) to actively modernize their activi-
ties in order to remain competitive.

Financial technologies increase the financial industry profitability, but, at the same time, they change 
the architecture of the financial system, which results in a potentially unstable and highly uncertain en-
vironment. FinTech threatens the entire global system sustainability, because its implementation makes 
the established functional links passive, new institutes and interdependencies are distorted and the new 
ones are created, which leads to unpredictable destabilizing consequences. Domestic and international 
regulators are not able to withstand new challenges, which is an additional factor in increasing the un-
certainty and turbulence of the financial system.

1. THEORETICAL BASIS

Recently, more and more work has been done by 
economists, market analysts and regulatory in-
stitutions on exploring financial technologies and 
their impact on various sectors of the economy. The 
IMF representatives constantly monitor financial 
technologies and the dangers related to their intro-
duction (Dong He, 2017). Neng Lai and Van Order 
(2017) reviewed both positive and negative effects 
of financial technology on the banking system in 
China and proposed a ring-fencing method to miti-
gate risks. Abadi and Brunnermeier (2018) empha-
size the competitive preference of the blockchain, 
but they believe that it can cause instability and in-
correct coordination between the participants.

The economists from Sydney and Stockholm (Foley, 
Karlsen, & Putniņš, 2018) came to the conclusion 
that the cryptocurrency market is one of the most 
unregulated markets in the world. As a result, the 
black e-commerce market is set close to USD 72 
billion, which is comparable to the American and 
European drug markets. The Deputy Director 
of the IMF’s Department of Currency and Stock 
Markets believes that the introduction of crypto-
currency in the future may result in a reduction 
in the demand for central bank money, which 
will change the paradigm of government curren-
cies and the dominant role of central banks in the 
financial system (Dong He, 2018). Barrdear and 
Kumhof (2016) study the role of government in-
stitutions in regulating new financial technologies.

Also, the introduction of new financial technolo-
gies increases cyber-risks, which are becoming a 

major threat to financial stability. Approximately 
USD 731 million in crypto-currency was stolen 
in the first half of 2018. Bouveret (2018), based on 
the analysis of various cybercrimes, developed a 
model to assess cyber-risk for the financial sector. 
His research suggests that aggregate losses from 
cybercrime for the financial sector make up 10% 
to 30% of net income.

Given that financial technologies stimulate the 
creation of financial bubbles in various seg-
ments of the financial market, the study of the es-
sence of financial bubbles is quite relevant. John 
Kenneth Galbraith, in his work “A Short History 
of Financial Euphoria” (Galbraith, 1994), analyzes 
financial bubbles and determines their main prop-
erties (emergence of a “new financial instrument”, 
short financial memory, mass psychology, specu-
lative euphoria, etc.). The conclusions of this work 
are confirmed by the 2008 financial crisis and they 
also describe the current state of the cryptomarket. 

At the same time, taking into account the expo-
nential increase of new financial technologies, the 
effect of their introduction on the financial system 
transformation is poorly researched, as well as the 
increase in development uncertainty and the role 
and functions of regulatory institutions during 
rapid institutional changes in the financial system. 
The purpose of the study is to consider the influ-
ence of financial technologies on the global finan-
cial system stability.

To achieve the purpose of the study, a set of gen-
eral scientific and special research methods was 
used: a systematic approach – to substantiate the 
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main tendencies of the development of the glob-
al financial system influenced by transformation 
and financial technologies introduction; analysis 
and synthesis – to reveal the influence of finan-
cial technologies on the financial institutions in 
implementing their functions; expert evaluation – 
to develop approaches to improving the financial 
technologies institutionalization.

2. RESULTS

The increase in the uncertainty and turbulence of 
the global financial system development (as well as 
the entire economic system) is due to a new trans-
formational stage. Understanding the features of 
current state of the global financial system is pos-
sible only based on the genesis of socio-economic 
systems, namely their emergence, formation, de-
velopment and destruction. At the moment, a new 
institutional digital system is coming into being. 
In a crisis state (bifurcation), the economic system 
suffers from the complication of the institutional 
structure, it changes its own functions, proper-
ties, the number of elements and behavior. It is 
precisely at the point of bifurcation that qualita-
tive system changes occur and the transition of 
the old system into a new one begins. This leads 
to an increase in uncertainty both at the domes-
tic and global levels, as the established functional 
links cease to operate and new institutions emerge 
that operate in unpredictable, chaotic and chang-
ing conditions.

Financial technologies play a special role in the 
modern transformation of the financial system, 
they also help improve financial activity and in-
crease its profitability. The main characteristic of 
financial technologies is their ability to create in-
novations in the financial system. It is financial in-
novations – development of the accounting back-
ground, creation of a banking system and modern 
payment systems, introduction of complex deriva-
tives of financial and credit instruments, modern 
financial technologies (blockchain, cryptography, 
quantum computing, Internet of Things, cloud 
technologies, artificial intelligence, etc.) – that are 
not only designed to increase profitability, but al-
so to change the financial system fundamentally. 
According to Will Martin (2018), technological 
development has led to an increase in labor pro-

ductivity almost 30 times from 1760 to now (pro-
ductivity increased from 100 in 1760 to 3,000 in 
2018). The most rapid technological development 
has been observed in the last 150 years – electricity, 
automobiles, telephones, television, and Internet 
increase productivity and output, promote eco-
nomic growth and increase welfare.

The new digital economy is shaped influenced by 
new values and people’s behavior patterns, which 
result from the introduction of modern informa-
tion technology. Thanks to the Internet, a net-
worked economy is formed, in which all subsys-
tems do not have clear boundaries (the same eco-
nomic entity can operate simultaneously in many 
subsystems), large data arrays are collected and 
processed automatically. Given that information 
is accumulated exponentially and its transmission 
speed becomes instantaneous, modern informa-
tion technologies contribute to the rapid spread 
and replication of imbalances in all spheres.

In this context, financial institutions adapt to 
technical innovations and are among the first to 
apply the latest technology, since the speed of ob-
taining information by market participants affects 
the operation profitability. In the world, invest-
ment in projects related to new financial technolo-
gies is increasing (Figure 1).

Banking institutions experience the greatest 
threat of the financial technologies introduction. 
According to PricewaterhouseCoopers, 24% to 
28% of banking business can go to non-financial 
companies. First of all, it concerns money trans-
fers and payments. One of the directions of finan-
cial technologies development is the new payment 
systems (P2P, Р2В), in which the income from 
payments amounted to USD 2.3 trillion in 2017. 
As an alternative to bank lending, mobile applica-
tions are used to borrow from other people and 
provide loans themselves. Mobile phone manu-
facturers (Samsung, Apple), technological giants 
(Facebook, Alibaba, Google), and telecommuni-
cation companies (Airtel, Vodafone) develop their 
own payment systems. Crowdfunding platforms 
are used to raise funds (Kickstarter, LendingClub, 
and Biggggidea (a Ukrainian platform)). To en-
hance competitiveness, commercial banks actively 
implement digital banking and provide financial 
services through mobile and online platforms.
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Financial assets trading, primarily securities trad-
ing, is strongly influenced by financial technology. 
The emergence of Internet technology has caused 
virtualization of exchange trading. Since the late 
1990s, alternative trading systems (ATSs) have 
been established on the stock exchanges, which 
provided market participants with a stock e-com-
merce. They are called “dark pools”, because, from 
a legal point of view, they are not exchanges and 
operate in the absence of information transpar-
ency (do not provide traders with information on 
better prices, do not set common rules governing 
the behavior of traders, do not implement self-reg-
ulation). Today’s information technology allows 
financial market participants to make more deals 
in “dark pools”, as a result of which financial mar-
kets no longer bring suppliers and consumers of 
capital in contact, they do not convert savings into 
investment, distort the pricing mechanism, in-
crease the speculative and risk-taking of the entire 
financial system. Financial markets change, they 
lose the traits of traditional markets.

Based on big data analytics technology, which 
processes huge volumes of both unstructured and 
structured data, passive and quantum strategies 
for the purchase/sale of financial assets are de-
veloped. With the help of passive strategies, more 
than 1,700 exchange traded funds (ETFs) with as-
sets of over USD 3.5 trillion are managed globally. 
According to Bloomberg News, over the next 10 
years, the passive giants Vanguard and Blackrock 
will manage more than USD 20 trillion. Passive 
investment increases systemic risk, since it is 

based on two basic algorithms: marginalization of 
price discovery and herd effect. This can lead to 
the markets dysfunction and unforeseen deforma-
tion of generated schemes of financial flows. Risk 
is complicated by the problem of ETFs transpar-
ency, because, given the complexity of modern fi-
nancial assets, it is impossible to determine its real 
value. Consequently, the concentration of capital 
in volatile and quantum strategies increases in-
vestment in ETFs, which causes the formation of 
financial bubbles and increases the financial sys-
tem instability.

The development of artificial intelligence and its 
active usage on the financial market threaten the 
financial market stability. To increase the financial 
transactions profitability, the financial business 
actively invests in the artificial intelligence devel-
opments. In 2017, only in North America, artifi-
cial intelligence investments ranged from USD 15 
to 23 billion, in Asia (mainly China) – from USD 
8 to 12 billion, in Europe – from USD 3 to 4 bil-
lion. Artificial intelligence analyzes enormous da-
ta arrays containing characteristics of operations 
of billions of economic agents from around the 
world and predicts the behavior of prices and peo-
ple. Artificial intelligence is used by various hedge 
funds and investment companies, it is used for au-
tomatic credit approval, automation of trade in var-
ious financial assets, as well as for financial fraud 
detection. According to market analysts, in 25 
years, artificial intelligence will manage up to 99% 
of investments. At the same time, artificial intelli-
gence becomes a cause of ultra-low volatility, since 
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in analyzing an ever increasing amount of data, it 
is not capable of generating significantly different 
results and creating similar strategies for different 
investors. In 2017, the VIX index (Volatility Index 
or Fear Index) was only 11, while the average num-
ber accounted for more than 20. In this context, in-
vestors do not pay attention to the fundamental in-
dicators. Consequently, the stock market becomes 

“trade for the sake of trade”, creating a quantity of 
systemic risks for the global financial system.

Considering that the opportunities for investing 
in new financial technologies are limited to large 
firms, concentration of capital, consolidation of 
firms and market monopolization take place. The 
largest concentration of capital is in the technologi-
cal sector. While S&P500 increased by 331% in 10 
years after the 2008 crisis, Facebook’s shares rose 
by 413%, Amazon’s by 2.102%, Apple’s by 1.123%, 
Netflix by 5.349%, and Google’s by 586%. All finan-
cial sector companies have grown by 617% since 
2008. Thus, another e-commerce bubble is being 
formed. Considering that 8 technology companies 
account for more than 15% of the S&P500 index 
and 48% of NASDAQ 100, any minor unpredictn-
able event could lead to a cascading fall of the entire 
market.

Concentration on the financial market has repeat-
edly led to crisis phenomena. For example, the cause 
of the 2007–2008 crisis was the activity of “too big 
to fail” companies. As the investment discipline be-
came weak, they began to take excessive risk, which 
increased the systemic risk of the entire financial 
system. As a result of capital concentration, eco-
nomic growth is suppressed and inequality intensi-
fies. Over the past 30 years, corporate profits have 
grown, while corporate investment and labor force 
participation in GDP decrease, namely the share of 
wages in gross value added has shrunk by 10%, cor-
porate investment has decreased by 30%, and the 
share of profit has increased from 2% of gross value 
added in 1984 to 15.7% in 2014. Consequently, con-
centration should be given considerable attention 
from regulatory authorities.

Evidence of a financial bubble exists in the crypto-
currency market, which arose thanks to the devel-
opment of a new blockchain technology. By ignor-
ing the risks, investors began to invest in cryptocur-
rencies, which increased their profitability (in 2017, 

the price of bitcoin grew from USD 1 thousand to 
USD 20 thousand). In addition, given that the cryp-
tomarket is not controlled by public authorities, it is 
used for money laundering, tax evasion, fraud, theft 
and terrorism financing.

According to an Anti-Phishing Working Group 
(APWG), from 2017, cybercriminals stole about 
USD 1.2 billion in cryptocurrency. Taking this into 
account, state regulatory authorities began study-
ing the legality of cryptocurrency operations. The 
US Securities and Exchange Commission (SEC) has 
launched dozens of digital token proceedings due 
to suspected fraud. Financial Action Task Force 
(FATF) calls on the international financial commu-
nity to implement a customer due diligence (CDD) 
and “know your customer” (KYC) mechanisms for 
new types of virtual services. First of all, this ap-
plies to virtual currency exchanges that must com-
ply with the FATF’s “financial institution” stan-
dards. In May 2018, the US Department of Justice 
opened a criminal proceeding on the manipulation 
of bitcoin prices and other digital currencies by 
traders. China and Japan have tightened the regu-
lation of cryptocurrency exchanges. Regulatory in-
novations are immediately reflected in the reduc-
tion of the cryptocurrency rate, which increases the 
market development unpredictability. Despite the 
fact that the aggregate capitalization of the global 
cryptomarket is less than 1% of world GDP, the rap-
id development of cryptocurrencies, the increase in 
the number of this market participants, the greater 
number of their ties with the financial system cre-
ate risks to financial sustainability.

Today, it is very difficult to predict the future of 
cryptocurrency. There are investors who believe 
that bitcoin exceeds all financial assets by all odds. 
The bitcoin profitability dramatically exceeding the 
profitability of traditional financial assets confirms 
this fact. On the other hand, bitcoin shows all the 
features of a financial bubble. Robert Shiller be-
lieves that bitcoin is the best example of a specula-
tive bubble in today’s world. Warren Buffett calls bit-
coin “rat poison squared”. According to the authors, 
the cryptocurrency market repeats the history of 
the 1990s stock market, when innovative technolo-
gies such as electronic trading platforms began to 
emerge. On these platforms, as in the current cryp-
tocurrency market, there were no uniform rules of 
commerce and prices differed significantly (at pres-
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ent, the prices of bitcoin on different trading plat-
forms may vary up to 50%), which led to prices ma-
nipulation and fraud. However, new technologies 
gradually became more explored, regulatory rules 
were developed, which led to the prevention of ma-
nipulation and increased the stock market efficiency.

In all cases, the cryptocurrency bubble will have 
positive effects, because despite irrational dimen-
sions, it is formed influenced by the emergence 
of a new blockchain technology, which allows 
you to check transactions and identify contrac-
tors through a network of multiple decentral-
ized records. According to Transparency Market 
Research forecasts, by 2024, the volume of the 
blockchain market will reach USD 20 billion, dem-
onstrating annual growth of 59%. Today, financial 
market participants are exploring the potential of 
blockchain usage in banking and financial sys-
tems, digital media, healthcare, trade, government 
and other industries. 30% of the banking sector 
players are already working on the implementa-
tion of the blockchain, and 90% of the payment 
companies are planning to implement the tech-
nology by 2020. JP Morgan has created a Quocum 
blockchain platform for interbank payments, the 
British bank Santande has built an international 
payment service OnePay FX that will work for 
cross-border transfers between Europe and South 
America. In early 2018, Credit Suisse, the Swiss 
financial corporation, and the Dutch bank ING 
tested the R3’s Corda blockchain platform in the 
stock market. Using this technology will create a 
more transparent, liquid and efficient stock mar-

ket, as it will allow banking groups to transfer se-
curities ownership to each other more efficiently 
than traditional systems. Deutsche Boerse, togeth-
er with the German Central Bank on the basis of 
the blockchain technology, are also developing a 
functional prototype for securities settlement in 
the “supply against payment” mode and the digi-
tal securities transfer without intermediaries. The 
Indian IT-giant Infosys, together with private 
banks, has developed the Indian Trade Connect 
pilot trading network aiming to translate business 
processes into digital format, enhance automation, 
transparency and efficient risk management.

Thus, blockchain can become a way to solve many 
problems with regard to increasing future stability 
in all economic sectors. Thus, as a result of blow-
ing off the bubble, the market will be cleared of ex-
cessive speculation and an effective system for its 
regulation and functioning will be created. Today, 
in the context of feverish using this technology, it 
is advisable to introduce tight control from the 
regulatory authorities (this speaks not only about 
public authorities, but above all, on the unifica-
tion of market participants themselves) with new 
financial innovation instruments.

One of the reasons to form a bubble in the crypto-
market and in other sectors of the financial mar-
ket is the excess liquidity that resulted from the 
largest world central banks’ quantitative easing 
(QE) policy. Only four central banks have accu-
mulated about USD 16 trillion on their balance 
sheets (Figure 2).

Figure 2. Dynamic of assets of central banks, USD trillion

Source: Bloomberg data.
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The main objective of the quantitative easing pol-
icy – stimulating economic growth and combat-
ing unemployment – was not achieved, since the 
recovery of the economy in most developed coun-
tries is very moderate (Figure 3).

The main reason that excess liquidity does not 
turn into loans for the real sector of the economy 
is the use of modern financial innovative products. 
Each QE phase led to a rapid increase in prices for 
financial assets. The world stock market is grow-
ing at its highest in history. For example, in the 
first quarter of 2018, 96% of companies in the 
S&P500 index increased their operating profit by 
22.6%, which is the highest growth rate for seven 
years. Thus, it was the policy of central banks that 
led to an unprecedented rise in prices for financial 
assets. This exacerbates systemic risks, especially 
in the context of raising interest rates that have 
been launched by central banks.

In addition to the banking sector and invest-
ment, financial technologies are also introduced 
in insurance (insurance technologies (InsurTech)), 
cross-border payments, regulatory supervision 
(regulatory technologies (RegTech)) and supervi-
sory technology (SupTech). Thus, new financial 
technologies fundamentally change the entire ar-
chitecture of the global financial system. Financial 
innovation increases the complexity of the finan-
cial system and becomes a source of its vulnerabil-
ity. In this context, established practices, regula-
tory and forecasting tools cease to operate, and the 
spontaneity of factors that may lead to a new crisis 
increases. Given that the modern business cycle 
started in 2009 and has become the second largest 

one in the whole financial history, then other crisis 
phenomena can occur at any moment. According 
to WSJ Survey of Economists, most economists 
expect a crisis in 2020. However, modern forecast-
ing tools based on deterministic models do not 
make it possible to predict the specific moment of 
systemic risk implementation.

Consequently, all financial system participants 
need to adapt to the introduction of financial 
technologies. At the same time, financial tech-
nologies must first become widely used before 
society adapts to them. Consequently, a long ad-
aptation process will create a potentially unstable 
environment.

3. DISCUSSION

The global world is entering a new transformation-
al stage in its development. It will be characterized 
by many crises in various spheres of life (financial 
transformations, technological singularity, demo-
graphic crisis, global warming, energy crisis, envi-
ronmental pollution, etc.). In this regard, the issue 
of sustainable development is becoming more and 
more urgent among many scholars.

When considering the “stability” of the socio-eco-
nomic systems development, most foreign and do-
mestic authors emphasize the system’s ability to 
return to its original state after the negative influ-
ence of external and internal factors. However, giv-
en the fact that the current development is charac-
terized by constant rapid changes, the questions 
arise: “To what state should the system return?” 

Figure 3. Growth of GDP and assets of the world central banks during the period 2008–2017

Source: Bloomberg data.
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and “Will this state be suitable to the new environ-
ment?” The global financial system cannot go back 
to the “past” institutional forms. In the transfor-
mation conditions, there is a discrepancy between 
formal institutions and new forms of interaction, 
as institutions are slowly developing, and technol-
ogies and their applications in complex systems 
change much faster. This also applies to new finan-
cial technologies, which should not just come into 
existence and be widely used. It is necessary for 
the financial market participants to adapt to them! 
The use of the old regulatory tools increases the 
development uncertainty. In this context, the con-
cept used by various international financial insti-
tutions can be efficient, specifically, they define “fi-
nancial stability as the financial system’s ability to 
effectively perform its functions”. But, do modern 
financial institutions perform their functions? No, 
they don’t! Financial institutions have long ceased 
to perform their classical functions – state institu-
tions do not regulate what they have to regulate, 
they participate in the formation of financial bub-
bles, stock market institutions do not redistribute 
financial assets to the real economy, commercial 
banks do not lend to the economy, central banks 
turn into aggressive investors under negative in-
terest rates, etc. At the same time, they all earn ex-
tra profits. Over the past 10 years, the profitabil-
ity of various financial instruments is increasing 
at the highest rates. Consequently, an increasing 
number of market participants do not fulfill their 
functions, creating systemic risks for the global fi-
nancial system.

Thus, although stability and equilibrium are nec-
essary conditions for the existence and function-
ing of the system, but when a new system forms, 
its development is impossible without eliminating 
equilibrium, stability and homogeneity. It is pre-
cisely this transformational transition that now 
takes place in the global social and economic sys-
tem (Shkodina, 2018).

Given that the financial system is one of the most 
advanced subsystems of economy, then, it is there 
that the most significant, rapid and progressive 
changes occur. Under the influence of new finan-
cial technologies, the number of participants in 
the financial system increases and their behav-
ior changes, new phenomena and processes are 
emerging, which are transformed into fundamen-

tal transformation factors. All this leads to the 
growing complexity of the global financial system, 
faced with new challenges. Unfortunately, domes-
tic and international control systems are not ready 
for these challenges. This changes the nature of 
the systemic risk and strengthens it even more.

Since the economic system relies on human ef-
forts, the conscious activity of economic actors, 
their ability to co-operate and synchronize their 
actions based on an agreed decision-making will 
reduce the cost of development and make the most 
efficient use of objectively predetermined motion 
pattern. In this context, the question arises about 
forming the attractors of the global financial sys-
tem development, and the role of regulatory insti-
tutions (state and non-state) that develop behav-
ioral rules and norms (legislative and regulatory 
acts) increases.

Given the impact of financial technology on the 
financial system transformation, regulators need 
to coordinate their work to stimulate the innova-
tive technologies development, on the one hand, 
and to create protectors to reduce the risks of their 
application, on the other hand. In this situation, 
regulators and professional market players should 
coordinate their activities to match the rules of 
the game. The lack of institutional support for new 
financial technologies is a major catalyst for the 
financial sector destabilization.

FinTech companies use insider information from 
cryptocurrency exchanges and manipulate prices, 
which results in financial bubbles. Lack of trust 
among new market participants negatively affects 
the financial system stability. It is important to 
understand the lack of boundaries between ac-
tors in the global financial market. This requires 
the development of rules for FinTech companies’ 
activity, which will ensure that the financial posi-
tion of FinTech companies is reliable and meets 
international prudential standards. In order to 
attract new, innovative financial market partici-
pants, it is necessary to revise the licensing re-
gime for providing financial services. It is impor-
tant not just to develop standards and rules that 
will meet national priorities and international en-
vironment, but to rebuild a new global financial 
system as an entire system capable of long-term 
dynamic equilibrium.
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To strengthen the financial system, government 
supervision and regulation are needed to test the 
reliability of the underlying technologies (for ex-
ample, the Basel approach to banks’ internal risk 
models can be used). The rules of the algorithms 
underlying the FinTech innovations need to be re-
vised. Decision-making algorithms should work 
in a way which is not subject to machinations. 
Recent events affecting the work of Facebook’s al-
gorithms prove that standards that the company 
itself introduces cannot always guarantee security 
and reliability. According to the authors, “regula-
tory sandboxes”, which test new technologies and 
business models in a controlled environment, are a 
positive moment. This enables FinTech companies 
to come into line with the authorities to ensure the 
reliability and security of their business. Such a 
collaborative work will promote trust among mar-

ket participants, which is necessary for long-term 
development. Large market participants that co-
operate to develop self-regulation rules for the in-
dustry (for example, Winklevoss twins teamed up 
with Nasdaq Inc to test trading on their stock ex-
change Gemini Trust Co) provide a good example.

Global perspectives for the blockchain introduc-
tion in various areas of life require a legal regu-
lation and a clear definition of a digital token 
ownership, which is extremely important for fi-
nancial market players under increasing cyber-
crime. Market participants need to jointly develop 
cryptomarket standards and regulations within 
the Simple Agreement for Future Tokens (SAFT). 
Different national jurisdictions try to develop their 
own legal systems, however, according to the au-
thors, a global approach would be more effective.

CONCLUSION

Thus, under increased global instability, a new institutional system is shaped, new institutions, func-
tional relationships and interdependencies emerge. One of the main factors in the global financial sys-
tem transformation is financial technologies, which increase operating speed of the financial industry 
and its profitability, open access to the capital market for new entrants. However, their implementation 
results in the increased complexity and unpredictability of development, as there are nonlinear correla-
tions in the development of complex systems, which complicates the projected growth.

The mechanisms for using innovative financial technologies need to be refined and the regulatory expe-
rience of different countries needs to be integrated. According to the intensity of mass adoption of new 
financial technologies and public policies (whether it will be a change catalyst or a change inhibitor), 
institutional changes in the financial system will be gradual and evolutionary, or potentially devastat-
ing. Institutionalization and qualitative regulation of new financial technologies will ensure the trans-
parency of the financial system, increase confidence in the FinTech, which will be a key in reducing the 
development unpredictability.
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