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Ayman Mansour Khalaf Alkhazaleh (Jordan)

BLOCKCHAIN NETWORK
COMPLEXITY AND ILLICIT
TRANSACTION DETECTION:
MACHINE-LEARNING EVIDENCE
FROM THE ELLIPTIC BITCOIN
BENCHMARK

Abstract

The blockchain financial system allows users to send money fast without any border
restrictions. However, the same structure of the blockchain may be used as a means
of laundering money. This paper assesses the relationship between the complexity of
transaction networks and the likelihood of their illicit nature within the public Elliptic
Bitcoin benchmark and examines whether anomaly detection using machine learn-
ing helps to interpret risks from an AML/CFT perspective. This empirical analysis as-
sumes that Elliptic provides an anonymized transaction network in which nodes cor-
respond to Bitcoin transactions, edges reflect directed transactions, and anonymized
features facilitate licit/illicit classification of transactions. Furthermore, the dataset is
not considered evidence of sender wallet addresses, receiver wallet addresses, transac-
tion amount, timestamp, ownership of exchanges, user geography, and national AML/
CFT effectiveness. Based on the labelled analytical dataset presented in the upload-
ed workbook (46,564 observations, including 42,019 licit transactions and 4,545 il-
licit transactions), a logit model found a significant positive correlation between illicit
transactions and degree centrality (beta = 1.870, p < 0.001), clustering coeflicient (beta
= 0.940, p < 0.001), and flow entropy (beta = 0.680, p < 0.001). Isolation Forest and
Autoencoder reached AUCs of 0.866 and 0.841, respectively. In turn, the coefficient
measuring a country’s regulatory capacity and its interaction term are not included
in the estimation because there is no country-window marginal effect. Therefore, this
paper does not test for the impact of regulatory capacity of the USA, Singapore, and
UAE on transaction classification.

Keywords cryptocurrency, illicit, anonymity, centrality, clustering,
entropy, compliance
JEL Classification G28, K42, 033

INTRODUCTION

The adoption of blockchain technology in finance has increased the ef-
ficiency, speed, and scope of global financial transactions. On the flip
side, the same decentralization that makes global transactions pos-
sible has created new openings for illicit activities in the form of cryp-
to-money laundering. The core scientific issue, therefore, is not just
that transactions facilitated through blockchain can be used to carry
out illicit financial activities but that the transparency provided by
blockchain transactions co-exists with a lack of accountability among
the entities involved in such transactions, creating an inherent con-
tradiction of transparency-anonymity in the field of digital finance
(Wronka, 2022; Bajra et al., 2024).

This poses serious problems for regulation and enforcement in the field.
Blockchain transactions cannot be deleted or tampered with, making
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them technically auditable, yet it is possible for parties involved in the transactions to retain their ano-
nymity. Moreover, the high degree of mobility associated with digital platforms and fragmentation of
institutions create opportunities to evade oversight and enforcement when supervisory regimes have di-
vergent regulatory preparedness, investigative capabilities, and enforcement effectiveness. The situation
gets even more complicated in transnational cases, where offenders resort to transferring their opera-
tions into locations with low coordination of regulation, poor compliance efforts, and slow supervision
learning (Benson et al., 2024; Bensassi & Raz, 2025).

Adjacent research on digitally mediated information environments shows that platform-based infor-
mation flows are shaped by media structures and user participation (Al-Muntasir, 2022). Research on
professional communicators likewise indicates that social-media platforms can affect information-se-
lection priorities (Ahmad et al., 2023). In organisational settings, remote communication can medi-
ate the relationship between electronic management practices and organisational performance (Taqa,
2025). User-level evidence also shows that platform features, usage motives, and gratifications shape
engagement with digital media environments (Oreqat, 2021). Collectively, this adjacent literature situ-
ates blockchain analytics within a wider digital-information environment in which platform design and
communication processes shape observable information patterns.

Evidence from Jordanian banking similarly indicates that successful AI and FinTech adoption depends
on regulatory alignment, infrastructure, and technological readiness (Othman, 2025).

While research regarding crypto-money laundering has proliferated in recent years, the problem re-
mains inadequately solved. On the one hand, technical research focuses on anomaly detection, preci-
sion, and network analysis, whereas institutional approaches deal with the issues of compliance archi-
tecture, enforcement, and deterrence. However, a problem-centered approach, which could explain how
transaction-network complexity can be assessed cautiously using benchmark data and provide insights
into AML/CFT, remains largely underdeveloped. This is because crypto-money laundering not only
raises technical problems related to tracking transactions but also institutional issues pertaining to the
assessment of risks through anonymous benchmarks (Morshed & Khrais, 2025; Wronka, 2022).

1. LITERATURE REVIEW

AND HYPOTHESES

Despite the fast-growing number of publications
in relation to blockchain finance and illicit finance,
research can be separated into two groups: suspi-
cious transaction studies and institutional studies
concentrating on regulation and supervision. The
difference between these categories of studies is
important since crypto money laundering (CML)
cannot be considered either as a purely techno-
logical problem or a legislative challenge; rather,
the CML is the product of the interaction between
transaction nature, platform features, regulatory
capacity, and arbitrage opportunities. Thus, the
current review is intended to link the principles
of money laundering to the features of blockchain
and the institutional context within which states
try to regulate digital finance (Morshed & Khrais,
2025; Usman et al., 2025; Wronka, 2022).
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The difference between CML and regular money
laundering performed using financial intermedi-
aries is that CML combines the features of audit-
ability and anonymity. Though there are ledgers
on the blockchain which allow recording all trans-
actions, the identity and location of users are dif-
ficult to prove, and this creates the main conflict
discussed in the literature under the title of the
paradox of transparency and anonymity (Bajra et
al., 2024; Wronka, 2022). Compared to traditional
launderers, who require considerable reliance on
banks and financial intermediaries, the develop-
ment of decentralized finance decreases the neces-
sity for gatekeeping and increases the variety of
wallets, protocols, and exchanges through which
value may be layered and moved. In this sense, the
development of digital finance ecosystems has not
only made money laundering easier and faster but
has also provided new possibilities in this domain
(Benson et al., 2024; Usman et al., 2025).
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The regulatory challenge is further complicated
by the fragmentary nature of CML governance
regimes. For example, debates on FATF suggest
that the lack of coordination of regulatory en-
forcement, inconsistencies produced by it, and
jurisdiction shopping are the major problems in
this domain (Bensassi & Raz, 2025; Cheng & Wen,
2025). At the same time, some research points to
the fact that countries at an early stage of devel-
opment should face the most complicated process
of adaptation since they adopt new technologies
faster than their institutions develop (Urooj, 2024;
Wronka, 2023). Under conditions when the regu-
latory capacity varies, launderers not only benefit
from pseudonymity but also use regulatory ar-
bitrage, moving money across jurisdictions that
operate under different norms. The outlined situ-
ation can be interpreted in the context of the po-
litical economy of secrecy, diversity of rules, and
fragmented regulations examined in the literature
devoted to international regulatory competition
and cross-border secrecy (Bastiaens et al., 2025;
Frohlich, 2024; Meier et al., 2023).

On the other hand, existing evidence suggests
that CML can be tracked through transactions.
Research into forensic analysis in the field of block-
chain and crypto finance suggests that laundering
activities can be detected regardless of the mea-
sures used by launderers, including hop chains
and tumblers, microtransactions, etc. (Agarwal
et al., 2024; Pandurangan et al., 2024). Empirical
work within the anti-financial crime realm sug-
gests that anomalies may be detected even where
laundering operations follow complex and sophis-
ticated patterns of transactions; illegal communi-
ties may be identified via temporal centrality anal-
ysis (Asiri & Somasundaram, 2025; Kamuhanda
et al., 2023; Phan, 2025; Vilella et al., 2025). The
significance of this body of work lies in establish-
ing that blockchain’s inherent complexity need not
stand in the way of its analytical utility.

Where transaction traces can be detected, the crit-
ical question is how law, policy, and enforcement
make such patterns visible to authorities. In the
context of AML/CFT governance, the examples of
the United States, Singapore, and the UAE serve
as different types of policy paradigms: a regime
centered on enforcement, adaptive licensing, and
cross-agency cooperation in Singapore, and finan-

http://dx.doi.org/10.21511/imfi.23(3).2026.27

cial crime reform efforts in the UAE (Fuda, 2025;
Onufer, 2022; Sultan et al., 2024). These jurisdic-
tions are used only as policy reference points in
this article, as no partition of the Elliptic bench-
mark into US, Singaporean, or UAE transactions
is available.

While differences in institutional settings may af-
fect compliance and enforcement effectiveness,
such differences cannot be established without
a replicable tagging protocol and verified time-
stamped country attribution of the addresses
used in the transactions. The country-specific
discussion below is therefore interpretative and
conservative, focusing on AML/CFT capacity as
a factor relevant to the dataset’s policy relevance.
No claims are made that the transactions in the
Elliptic benchmark correspond to the country la-
bels in any statistically meaningful way (Balaskas
et al., 2024; Dote-Pardo & Severino-Gonzdlez,
2025; Y. Zhang & Q. Zhang, 2025).

In addition to the literature on institutional set-
tings in which compliance occurs, the field of anti-
money laundering has witnessed a methodological
turn. Classical compliance approaches rely heavily
on rule-based approaches, expert judgment, and
anomaly detection. In doing so, they are frequent-
ly faulted for their high rates of false positive pre-
dictions (Akartuna et al., 2024). Survey and sys-
tems reviews show a strong shift towards machine
learning and artificial intelligence in anti-money
laundering applications (Ozkan-Okay et al., 2024;
Parycek et al, 2024). Unsupervised methods
of anomaly detection based on algorithms like
Isolation Forest, autoencoders, One-Class SVM,
and their combinations are highly popular in this
domain owing to relatively low rates of suspicious
transactions and difficulties of formulating pre-
cise detection rules a priori (Haque & Soliman,
2025; Maheswari et al., 2024). Concurrently, how-
ever, activity-based research highlights the impor-
tance of interpreting algorithm output with regard
to opportunity structures (Lokanan, 2025).

An additional advantage of graph-based analytics
is that blockchain transactions allow for represen-
tation as networks rather than isolated incidents,
providing opportunities to assess degree central-
ity, local density of interactions, and variability of
value flow. While contemporary methodological
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literature recognizes the value of network mea-
sures in fraud and anomaly detection, there are
also important implementation-related consid-
erations. Estimation of centrality may vary with
the choice of the filtering approach, normalization
can have a substantial effect on comparability be-
tween time slices, and the use of interpretability
measures such as SHAP values may be supple-
mented by other measures of variable importance
(D. Fraszczak & T. Fraszczak, 2024; Lima & Souza,
2023; Wang et al., 2024). First of all, the general
trend of AML governance research indicates the
necessity to test the validity of interpretation of
compliance indicators and risk scores as latent
constructs especially in combination with insti-
tutional variables or indices (Hamed et al., 2024;
Alkire et al., 2022; Frey & Tatum, 2022).

Second, the literature indicates that the nodes
participating in transactions close to the center of
the illicit network or located in dense transaction
clusters tend to be more associated with suspicious
behavior. Community detection and centrality re-
search highlights the need to take into account
transaction topology to detect laundering oppor-
tunities that can not be detected using only trans-
action label (Andrei & Veltri, 2025; Kamuhanda
et al., 2023; Vilella et al., 2025). However, as was
mentioned above, the discussed research tends to
be institutionally thin - either ignoring the insti-
tutional environment or treating it as exogenous.
At the same time, the literature on laundering and
compliance pays little attention to opportunities
emerging from the transaction structure. Fintech
regulation studies tend to bridge this gap investi-
gating the effect of financial regulation on launder-
ing exposure, but there is very limited transaction-
level evidence available (Li et al., 2021; Parycek et
al., 2024; Usman et al., 2025).

Here the Routine Activity Theory becomes rele-
vant. This theory states that crime occurs at the
intersection of motivated offenders, suitable tar-
get, and weak guardianship. Blockchain tech-
nology increases the number of the first two fac-
tors while decreasing the latter. Thus, centrality,
clustering, and entropy can be viewed as prox-
ies for opportunity structures (Ofori & Appiah,
2025; Zhon & Asiama, 2022). The critics of the
theory argue that opportunity alone can not ex-
plain the effect of identical technological condi-

386

tions in different countries due to institutional
and political differences (David-Barrett, 2024;
Lokanan, 2025).

The Institutional Theory provides an additional
framework, focusing on the coercive, norma-
tive, and mimetic forces shaping the higher/low-
er level of compliance of organizations and mar-
kets with the regulation. In the realm of AML/
CFT, the existence of effective institutions creates
the expectations of supervision, reporting, coor-
dination, and sanctions increasing guardianship
in the technologically flexible environment. The
application of the theory to the sphere of Al and
compliance has been confirmed in the adjacent lit-
erature (DiMaggio & Powell, 1983; Li et al., 2021).
Similarly, FATF standards and recommendations
are studied for the effects of institutions on AML/
CFT governance practices in emerging and transi-
tional countries (Cheng & Wen, 2025; Nanyun &
Nasiri, 2021; Urooj, 2024).

Lastly, Risk-Based Regulation provides a theoret-
ical framework for reconciling institutional and
behavioral perspectives by pointing out the need
for prioritization of scarce attention to risky cas-
es. Instead of applying one-size-fits-all approach
to entities and transactions, risk-based frame-
works emphasize the need to adapt dynamically
to changing risks. In the context of blockchain,
this requires building a system of surveillance
able to conduct analytics and detect structurally
suspicious nodes, flows, and clusters. Studies in
risk-based governance illustrate the significance
of such alignment (Gavira-Durén et al., 2022;
Paul, 2024). From the point of view of policy the-
ory, it implies that such alignment would yield
better results: improved risk-based detection, re-
porting, prioritization of supervision, and pro-
portionate intervention. The more developed an
institutional capacity of a country in AML/CFT
governance is, the lower is the probability of
suspicious transactions. But this paper does not
try to measure such relationship (Balaskas et al.,
2024; Saggese et al., 2024).

Overall, three aspects can be identified in the lit-
erature. Firstly, the network of blockchain trans-
actions contains measurable structural signals
allowing to detect suspicious behavior. Secondly,
machine learning models are able to transform

http://dx.doi.org/10.21511/imfi.23(3).2026.27
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such signals into valuable evidence of anomaly and
classification as long as the graph construction is
clear. Finally, regulatory capacity is significant for
interpretation and policy relevance, but statistical
relationship to transaction-level benchmark la-
bels must be avoided until the layers of regulation,
time and exchanges are reproducibly aligned. This
study therefore evaluates transaction-network
complexity in the Elliptic Bitcoin benchmark and
discusses comparative AML/CFT governance im-
plications without treating the benchmark as di-
rect evidence of national incidence or user geogra-
phy. Study hypotheses are as follows:

HI: Higher transaction centrality, clustering,
and flow entropy are positively associated
with the probability of illicit blockchain ac-
tivity in the labelled benchmark.

H2:  Unsupervised anomaly scores are positively
aligned with labelled illicit classification in
the benchmark validation stage.

H3: Network-complexity indicators contribute
materially to model interpretability and il-
licit-transaction classification performance.

2. METHODOLOGY

This study uses a quantitative, benchmark-based,
and data-driven design to test whether transac-
tion-network complexity is associated with illicit
classification in an anonymized Bitcoin transac-
tion graph. The empirical procedure follows four
steps:

1) document and preprocess the public Elliptic
transaction graph according to its benchmark
structure;

2) compute complexity metrics such as central-
ity, clustering, and flow entropy from the
transaction-node graph;

3) generate anomaly scores using unsupervised
detection models and benchmark those sig-
nals on the labelled subset; and

4) estimate a logit-based inferential model using

the labelled illicit outcome.

http://dx.doi.org/10.21511/imfi.23(3).2026.27

The US, Singapore, and the UAE are kept as con-
textual AML/CFT examples only, and not as ac-
tual partitioning of the Elliptic benchmark.

Public benchmarks and publicly available regu-
latory datasets are incorporated into this study;
however, their functions differ in the new model
design. The calibration dataset involves the use
of Elliptic Data, which is a graph of anonymized
Bitcoin transactions with licit, illicit, and un-
known labels (Weber et al., 2019). For benchmark-
ing purposes, publicly available regulatory indica-
tors for 2018-2024 are applied only to describe the
AML/CFT regulatory environment. When speak-
ing of the Basel AML Index, it should be noted that
in such cases it is treated as initially intended, that
is, a jurisdiction-level score reflecting ML/TF risk,
and not AML/CFT capacity. (Basel Institute on
Governance, 2024). This distinction is important
because the regulatory layer supplies contextual
interpretation, whereas the Elliptic benchmark
supplies the transaction-level calibration base for
model estimation and validation.

The Elliptic benchmark is not treated as transpar-
ent wallet-level sender-receiver data. In the re-
vised design, each observation is an anonymized
transaction node, edges represent directed pay-
ment flows, and the feature set is used only in its
anonymized benchmark form. The public bench-
mark contains 203,769 transaction nodes, 234,355
directed payment-flow edges, 166 anonymized
node features, and 49 temporal steps. The labelled
analytical subset used for supervised and inferen-
tial estimation contains 46,564 transaction-node
observations, comprising 42,019 licit and 4,545
illicit observations. Unknown-class observations
are excluded from supervised and inferential lic-
it/illicit models and are not coded as licit cases.
Preprocessing therefore focuses on class handling,
feature standardization, graph consistency, and
duplicate-record checks rather than on unveri-
fied wallet-address, transaction-hash, transaction-
amount, exchange, timestamp, or national-attri-
bution filtering.

Data construction and reproducibility. The la-
belled analytical subset uses anonymized/inter-
nal transaction-node keys only; these keys are
not wallet addresses, original transaction hashes,
user identifiers, exchange identifiers, or jurisdic-
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tional markers. The uploaded analytical work-
book contains 46,564 model-ready labelled rows,
42,019 licit cases and 4,545 illicit cases, with no
missing analytical cells in the variables used for
the reported models. It also contains feature-block
summaries, model-score variables, diagnostic
sheets, and a 5,000-row directed edge map used
only as a transparent graph-consistency extract.
The reported benchmark structure refers to the
full Elliptic graph; therefore, audit-level replica-
tion of the graph variables should be conducted
from the original Elliptic classes, features, and
edge list rather than from the check extract alone.
The workbook uses internal analytical identifi-
ers and provenance-warning fields; therefore, it
documents the reported analysis and consistency
checks, but it is not a substitute for audit-level rep-
lication from the original Elliptic source files. No
row is assigned to the United States, Singapore, or
the UAE. Consequently, the manuscript does not
estimate exchange-centered national windows,
does not infer user residence, and does not treat
GraphSense or BigQuery as unreproduced sourc-
es of country-specific labelled outcomes.

The network metrics account for the transaction-
al complexity present in the benchmark graph.
Degree centrality is used to determine the direct
connectivity of a transaction node in the flow
graph. The clustering coefficient metric deter-
mines the density of the neighborhood present in
the graph, which can be linked with coordinated
transfers. Flow entropy refers to the variation in
the distribution of the directed flow between con-
nected nodes. The anomalies were detected using
unsupervised machine learning approaches such
as Isolation Forest and Autoencoder methods. The
binary dependent variable is equal to one when
the labelled benchmark is identified as illegal and
zero for legal transactions; unlabeled benchmarks
are excluded from negative cases.

The blockchain data are represented as a directed
transaction graph in which anonymized transac-
tions form the nodes and directed payment flows
form the edges. The study does not partition the
global blockchain into separate national block-
chains, and it does not infer user residence from
transaction structure. GraphSense and BigQuery
are therefore described only as possible contextual
or auxiliary blockchain-analytics resources for fu-
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ture extensions; the revised statistical model does
not depend on unreproduced exchange-anchored

national windows, country tags, or jurisdictional
labels.

To assess predictive quality on the labelled portion
of the benchmark, Random Forest and XGBoost
classifiers were used as supervised validation mod-
els. Thus, the unsupervised stage produces explor-
atory suspiciousness scores, the supervised stage
checks whether the same features discriminate
the labelled illicit class, and the inferential model
tests the association between network-complexity
variables and the labelled illicit outcome. Model
performance was evaluated using ROC-AUC to-
gether with threshold-dependent precision, recall,
and Fl-score. Ten-fold cross-validation was used
to assess stability where model settings allowed it,
and SHAP analysis supported interpretability by
ranking the contribution of each feature to illicit
classification.

In order to determine whether there is a correla-
tion between transaction complexity and being
classified as illicit, a generalized logit model was
fitted using the analytical sample. The new regres-
sion model utilizes the three workbook measures
of transaction complexity: degree centrality, clus-
tering coefficient, and flow entropy. Jurisdiction-
level regulatory variables were omitted from the
analysis due to the absence of transaction syn-
chronization for the Elliptic benchmark against
the country-year AML/CFT scores.

logit[P(y_i = 1)] = [0
+p1Centrality i+ B2Clustering i ()
+p[3Entropy i+¢ |,

where i indexes labelled benchmark observations;
y represents a node representing illicit transac-
tions and 0 otherwise; Centrality, Clustering, and
Entropy represent standardized network complex-
ity metrics as detailed in the uploaded analytical
workbook; and e_i represents the error term. Thus,
this is a benchmark-level classification model, not
a national window or exchange-level model.

The combination of anomaly detection with infer-

ence allows for the mapping of transaction-level
signal behavior to classification-level graphical

http://dx.doi.org/10.21511/imfi.23(3).2026.27
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evidence. By linking computational metrics with
realistic governance interpretation, this design
avoids problems with relevance without confusing
contextual regulatory differences for transaction-
level causal effects.

Various tests for robustness and diagnostic pur-
poses were performed to examine whether there
was internal stability within the benchmark rela-
tionship being estimated. This included tests such
as stratified subsample re-estimation, intercorre-
lations between different anomaly score measures,
multicollinearity  checks, Hosmer-Lemeshow
goodness-of-fit test, and holdout predictive AUC
calculations. Other checks for class handling is-
sues ensured that observations not known to be
either illicit or legitimate were not considered le-
gitimate by default. All of these are seen as bench-
mark-level internal diagnostics, not as external
tests about country or exchange-level effects.

In sum, this methodology aims to marry computa-
tional analysis with institutional realities. Using an
open benchmark enhances replicability, but work-
ing with anonymized publicly available data means
that no wallet, exchange, timestamp, dollar value,
or jurisdictional level information can be attribut-
ed to each observation. For reporting purposes, the
source data of this study is available in Appendix A,
and the analytical boundary between benchmark-
level estimation and the regulation context is clearly
delineated. The combination of machine learning
and statistical models can be done in a fully trans-
parent fashion when studying proxy-based regula-
tory signals in the digital economy.

3. RESULTS

Descriptive analysis starts by establishing the em-
pirical structure of the labeled Bitcoin benchmark.
Since the Elliptic data is anonymized, the descrip-

tive baseline is based on the function of the trans-
action node, the directed edge, the anonymized
features, the temporal step, and the labels, but
not the unverifiable information on senders’ and
receivers’ wallets or the national windowed ex-
changes. This is summarized in Table 1.

Table 1 clarifies that the empirical approach is fo-
cused on transaction nodes, directed flow-of-pay-
ment edges, anonymized features, benchmarked
time windows, and licit/illicit/unknown catego-
ries. This correction is necessary to avoid the im-
plication that the Elliptic benchmark contains any
identifiable information about the sending wallet,
receiving wallet, amount, timestamp, exchange
ownership, or nationality of the user.

In this sense, then, the descriptive benchmark is
supportive of graph-based anomaly detection and
classification, but it is neither informative regard-
ing national incidence nor the enforcement/regu-
latory implications of exchanges. It also does not
reveal the structure of jurisdictional networks.

It is at this point in the project that the use of Table
1 can be seen primarily as a means to clarify the
methodological framework, rather than as a dem-
onstration of causal influence, or as a means to es-
tablish information about user-location, national-
incidence rates, or jurisdictional networks.

Workbook-derived anomaly scores show good
discriminatory power within the labelled transac-
tion graph. This evidence is consistent with recent
blockchain anomaly-detection work that models
spatial and temporal dependencies among trans-
action nodes (Chen et al.,, 2025). The Isolation
Forest and Autoencoder scores diverged from nor-
mal feature distributions and returned high AUC
values. Precision, recall, and Fl-score were more
moderate when the threshold was set to the top

Table 1. Corrected benchmark structure and analytical role

Component Benchmark structure Use Boundary
o Nl}lp.q.eisw o 203,769 anonymized transactions Graph unit No wallets, useﬂr‘su,“g‘r“countries
{ 234,355 benchmark flows; workbook o No sender-receiver or country-
N Edges o check map: 5,000 rows ; Connectivity; limited graph check window reconstruction
Features 166 anonymized features; workbook : Model inputs Not raw amount or timestamp
featureblocks ¢ T oEE b
Labels Licit, illicit, and unknown 46,564 labelled observations Unknown exc{!t;(?ieé?t, not recoded
Time steps ' 49 steps Ordering Not aligned with policy scores

http://dx.doi.org/10.21511/imfi.23(3).2026.27
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4,545 ranked transactions, corresponding to the
number of illicit observations. Anomaly results
should therefore be interpreted as exploratory
screening evidence rather than operational clas-
sification rates.

Table 2 reports workbook-computed quantita-
tive results, including algorithmic performance
measures and SHAP feature weights. The SHAP
weights are used only as model-specific explana-
tory evidence, consistent with recent work treat-
ing SHAP as a feature-importance tool rather
than a standalone validity test (Wang et al., 2024).
Country-window anomaly averages are not re-
ported because they would require an exchange-
attribution layer that cannot be derived from the
Elliptic benchmark itself. The reported threshold

metrics are conservative.

While Isolation Forest was marginally better than
Autoencoder in terms of AUC score (0.866 against
0.841), both methods’ precision, recall, and FI1-
score were relatively moderate. Graph-based clas-
sification can be interpreted in the context of re-
cent studies on fraud detection in the Bitcoin eco-
system, which reveal that graph-based learning
methods can uncover fraud and anomalies based
on the structure of transactions within Bitcoin
networks (Asiri & Somasundaram, 2025). As
shown by SHAP analysis, degree centrality is the
most important predictor group, followed by clus-
tering coeflicient and anonymized benchmark fea-
tures. In practice, more connected and clustered
transactions are anomalies in the labelled bench-
mark data, but additional threshold setting is re-
quired before using classification algorithms.

The results in Table 2 support H2 because the
anomaly rankings generated by the unsupervised
machine-learning methods align with the labelled
illicit classification, as indicated by the reported
AUC values. This interpretation is consistent with
recent evidence that temporal graph-based al-
gorithms can improve illicit Bitcoin transaction
classification (Lin et al., 2026). The feature-impor-
tance results in Table 2 also support H3 because
network-complexity variables remain material
contributors to the modelled anomaly rankings
and classification interpretation.

These findings therefore indicate that the ranking
of anomalies generated by the two methods is in
line with the labelled benchmark data.

To determine the relationship between illicit trans-
actions and network complexity, the logit model
has been estimated using illicit as the dependent
variable. Therefore, the new logit equation in-
cludes the degree centrality, clustering coefficient,
and flow entropy variables but excludes the regu-
lation and regulatory interactions variables.

The results in Table 3 support HI. The positive
and statistically significant coefficients for degree
centrality, clustering coefficient, and flow entro-
py show that greater transaction-network com-
plexity is positively associated with illicit clas-
sification probability within the labelled bench-
mark. The findings on centrality support recent
research on illicit financial flows showing that
centrality-based anomaly measures are capable
of distinguishing structurally anomalous nodes
in time-varying financial networks (Vilella et

Table 2. Quantitative performance and feature importance metrics

Metric Isolation Forest Autoencoder Interpretation

AN SR .1 SN SO, .. SN Strong AUC discrimination
Precision ; 0.469 ; 0.420 Moderate; threshold-dependent
RO 0889 0820 Moderate; threshold-dependent
469 0420 Moderate; threshold-dependent
_SHAP: degree centrality ¢ .04 L0388 Strongest feature group

SHAP: clustering coefficient 0.33 0.27 Material graph-density contribution
'SHAP: anonymized feature block .~ 017 022 Benchmark features, not raw amount
‘SHAP:flowentropy . 003 013 Moderate irregularity contribution

Notes: AUCs and threshold metrics have been recalculated based on the labelled analytical workbook uploaded. The thresh-
old metrics refer to the top 4,545 score ranks being classified as illicit in keeping with the total number of illicitly labelled rows;
thus, they are screening measures, not operational classification rates. SHAP weights reflect normalized feature importance
values calculated for the workbook. No country-level average anomalies are presented since the updated empirical frame-
work no longer relies on the inference of national exchange windows from the benchmark.
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Table 3. Revised logit results: Determinants of illicit transaction probability

Variable Coefficient (beta) Std. Error z-Value p-Value
dntercept 3023 P00M P T9848 f .50k
Degree Centrality 1.870 0.029 65.46
Clustering Coefficient 0840 10023 4070
FIOWENTIODY e 0880 o BEST
Labelled observations 46,564 - - -
Loglkelinood L TBEIBES e o T
AR CNSQUATE e BB S e .0:001
McFadden pseudo-R2 0.419 - - -
RegulatoryIndex . Removed from inferentialmodel | = =

Centrality x Regulatory Index Removed from inferential model

Note: The standard errors and p-values are recalculated from the uploaded labelled analytical workbook. All independent vari-
ables are measured using z-score standardization. The regulatory capacity coefficient and country/window-specific marginal

effects are not calculated.

al., 2025). The exclusion of the regulatory capac-
ity coefficient and the regulation-transaction in-
teraction effect makes it impossible to treat the
benchmark level estimates as evidence of ju-
risdictional effects which cannot be proven by
transaction-level anonymity.

Therefore, it seems reasonable to consider the
model as the benchmarking model for classifica-
tion of illicit transactions rather than as a proof
of causality between national AML/CFT capacity
and probability of transaction-level money laun-
dering. It is consistent with typological AML re-
search emphasizing the role of metrics and evi-
dentiary scope in FIU operations (Akartuna et
al., 2024). Because the regulatory layer is not syn-
chronized with the transaction-level benchmark,
the revised results do not report marginal effects
of regulatory strength across U.S.-, Singapore-, or
UAE-anchored windows. Instead, Table 4 states
the interpretive boundary conditions used to re-
tain the governance discussion without presenting
unsupported national probability estimates, regu-
latory-capacity coeflicients, or regulatory interac-
tion effects.

As seen from Table 4, the Elliptic benchmark is
consistent with transaction graph-based classifi-
cation, whereas Basel AML indicators and coun-
try-level AML/CFT data are limited in their util-
ity to governance context interpretation only. The
boundary is also consistent with DeFi AML re-
search warning that enhanced regulation is need-
ed, but that policy claims require careful links
between use cases, data, and regulatory evidence
(Benson et al., 2024). Hence, the Basel AML Index
is not converted into a regulatory capacity vari-
able for causal inference in the updated inferen-
tial model and is treated as an indicator of higher
or lower ML/TF risk based on a given context. As
such, there is no longer an issue of inconsistency
between regulatory coeflicient values and margin-
al effects, or any inference that benchmark labels
identify user location.

Such boundary conditions do not impair the tech-
nical contribution. Instead, they strengthen the
contribution by distinguishing the capabilities of
the benchmark in relation to the interpretive po-
tential of regulatory sources.

Table 4. Regulatory context and interpretive boundary conditions

Layer Role Source basis Period Supports * Does not support
Elliptic benchmark i Estimation i Anonymized graph Benchmark MF/,|OgIF National incidence or
S N e - i Slassification ¢ geography
Iy f :
GraphSense / Future extension Public tags/raw- o Only utgre Current country
) ; ) Source-specific reproducible
BigQuery : only chain resources windows outcomes

Basel AML Index

i Governance context )
: : risk score

¢ Jurisdiction ML/TF ¢

i Transaction-level
coefficient

9018-2024 Regulatory-risk
context

Note: The regulatory context is utilized for interpretive purposes only and is not part of the updated inferential predictive

model.
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A number of diagnostics were undertaken to eval-
uate the reliability and consistency of results. This
included analysis of stratified sample estimates,
algorithmic score comparison, assessment of col-
linearity, model fit, and external validation via
holdout sample prediction. Diagnostic statistics
from the labelled analytical file are presented in
Table 5. The table reflects model diagnostics at the
benchmark level and should not be interpreted as
independent evidence of regulatory effects.

Based on the diagnostic outputs, there is a rela-
tively stable benchmark model, given the labelled
analytical sample and the observed pre-process-
ing conditions. There is a maximum centrality
coefficient parameter change of 0.023 across ten
re-estimated samples, each representing 80 per-
cent of the original sample. Comparing algorith-
mic scores shows a moderate to strong correlation
between Isolation Forest and the two alternative
anomaly scores, r = 0.722 with One-Class SVM,
and r = 0.710 with LOF. Diagnostic tests, by defini-
tion, only represent internal consistency tests and
cannot be interpreted as external validation tests.

The low mean VIF (1.09) and the non-significant
Hosmer-Lemeshow statistic (chi-square = 10.07, p
= 0.260) imply that collinearity and lack of fit are
minor problems in the benchmark model specifi-
cation. The mean holdout AUC of the logit specifi-
cation is 0.919, while the mean absolute prediction
error stands at 0.110. These figures imply satisfac-

Table 5. Internal robustness and diagnostic checks

tory internal predictive stability of the benchmark
model in the labelled dataset. This cautious use of
machine-learning output is consistent with AML
compliance research that links suspicious activity
detection to routine-activity opportunity condi-
tions while retaining interpretive limits (Lokanan,
2025).

Taken together, the diagnostics in Table 5 indicate
that the empirical findings form an internally sta-
ble pattern within the labelled benchmark sample.
This stability concerns benchmark-level classifica-
tion and prediction; it does not provide evidence
that national AML/CFT capacity causes changes
in transaction-level laundering probability.

The hypothesis-specific evidence is summarized
in Table 6. H1 is supported: Table 3 reports posi-
tive and statistically significant coefficients for de-
gree centrality (beta = 1.870, p < 0.001), cluster-
ing coefficient (beta = 0.940, p < 0.001), and flow
entropy (beta = 0.680, p < 0.001), indicating that
greater transaction-network complexity is associ-
ated with a higher probability of illicit classifica-
tion. H2 is supported: Table 2 reports AUC val-
ues of 0.866 for Isolation Forest and 0.841 for the
Autoencoder, demonstrating satisfactory align-
ment between unsupervised anomaly scores and
labelled illicit classification in the validation stage.
H3 is supported: the SHAP evidence in Table 2 as-
signs substantive importance to degree centrality,
clustering coeflicient, and flow entropy, indicat-

Validation Test Statistic / Metric

Benchmark

Observed Value Interpretation

Labelled-row i Rows / missing analytical |
completeness H

Class distribution Iicit / licit

: No missing model cells
cells ; ;

Unknown excluded

Max |Delta betal, : :

i 46,564 rows; 0 missing | Complete analytical file
Consistent labelled
Subset

4,545 / 42,019
Stable across stratified

Subset stability ) H Low change H 0.023 .
T SO 2101512 A S SN SO L1411, SO
Isolation Forest vs One- . o i Moderate-to-strong
Score correlation r Positive convergence 0.722
8 S M e SOTIVETEENCE
Isolation Forest vs LOF Score correlation r Positive convergence 0.710 Moderate-to-strong
e e CONVETBENCE
Variance Inflation Factor i Mean VIF : <3 : 1.09 i No collinearity concern
Hosmer-Lemeshow : ) : : )
Goodnessof it - Chsawrep o p2085 o 100770260 AccepmbleRt
. Mean of five stratified HE .
; >0. . :
e A 80spls 00 o e Interna predcten
Mean Absolute Prediction MAE Lower is better Moderate prediction

Error ;

Log-likelihood ratio LR chi-square

>0

0.110
SRR T 1. LU
Model improvement

12,464.15; p < 0.001 significant
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Table 6. Hypothesis testing summary

Relevant
Hypothesis Empirical evidence Decision
yp : p table(s)
: Degree centrality (beta = 1.870), clustering coefficient (beta = 0.940), and
H1 i flow entropy (beta = 0.680) are all positive and statistically significant (p < Table 3 Supported
,,,,,, 0.001). S A S
flsolat‘ion Forest and Autoencoder achieve AUC values of 0.866 and 0.841, ‘
H2 i respectively, showing satisfactory discrimination of the labelled illicit class at Table 2 Supported
,,,,,, the validation stage. S N S
SHAP feature importance identifies degree centrality, clustering coefficient, ‘
H3 i and flow entropy as material contributors to model interpretation; the logit Tables 2 and 3 Supported

i estimates also confirm their classification relevance.

Note: Table 5 provides internal robustness and diagnostic evidence for the benchmark results but is not a separate hypothesis

test.

ing that network-complexity measures materially
contribute to model interpretation and illicit-clas-
sification performance.

Accordingly, the hypothesis-specific evidence in
Tables 2 and 3 supports HI, H2, and H3, while the
diagnostics in Table 5 reinforce the internal stabil-
ity of these findings. Tables 1 and 4 serve descrip-
tive and interpretive-boundary functions, respec-
tively, rather than hypothesis testing. The results
therefore support a benchmark-specific, associ-
ation-based conclusion that labelled illicit out-
comes are systematically related to transaction-
network complexity and anomaly signals. They
should not be extrapolated to national windows,
user geography, exchange headquarters, or sepa-
rate national chains.

4. DISCUSSION

Based on the results, greater blockchain transac-
tion-network complexity is associated with a high-
er likelihood of illicit classification within the la-
belled Bitcoin benchmark, thereby supporting H1.
Specifically, higher degree centrality, local cluster-
ing, and flow entropy are each positively associ-
ated with illicit classification, suggesting that il-
licit-labelled transactions tend to occupy network
positions with greater connectivity, density, and
flow irregularity. As mentioned above, the present
findings can be interpreted in light of the existing
literature, which reports that illegal groups, ab-
normal temporal nodes, and fraudulent patterns
are more likely to occur where transactions have
a complex structure involving high connectivity
and density (Andrei & Veltri, 2025; Kamuhanda
etal., 2023; Vilella et al., 2025). Moreover, the find-

http://dx.doi.org/10.21511/imfi.23(3).2026.27

ings are consistent with a routine-activity per-
spective in which opportunities for illegal activity
in digital environments are related to transaction
structure rather than individual transaction attri-
butes (Lokanan, 2025; Ofori & Appiah, 2025).

It should be noted that the discussion of the regu-
latory coefficient does not imply that any country
has a lower money laundering risk than another.
The point here is to explain why technical transac-
tion detection capacity is critical to effective AML/
CFT management. The existing institutional ap-
proaches still demonstrate the importance of cred-
ibility, coordinated efforts, and analytics to miti-
gate laundering risks within the mediated finan-
cial environments (Cheng & Wen, 2025; Nanyun
& Nasiri, 2021; Tuhirirwe & Alexander, 2025). The
United States, Singapore, and the UAE therefore
remain useful contextual reference points for dis-
cussing different AML/CFT governance trajec-
tories, but not as statistically estimated national
partitions of the Elliptic benchmark (Fuda, 2025;
Onufer, 2022; Sultan et al., 2024).

Support for H2 and H3 is important because it
shows that anomaly detection and graph explain-
ability add value beyond descriptive discussion.
Prior studies often report predictive accuracy
without explaining which behavioral structures
drive classification (Akartuna et al., 2024; Benson
et al., 2024; Popik-Mazur, 2025). Here, the high-
est explanatory contributions come from network-
complexity indicators, which is consistent with
risk-based regulation and institutional-theory ar-
guments that effective guardianship depends on
the ability to identify structurally risky nodes and
flows before enforcement resources are allocated
(DiMaggio & Powell, 1983; Paul, 2024).
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CONCLUSION

This study evaluated how transaction-network complexity is associated with the probability of illicit
blockchain activity in the public Elliptic Bitcoin benchmark, while using AML/CFT governance mate-
rial only as contextual interpretation.

The results show that higher degree centrality, clustering coefficient, and flow entropy are associated
with higher illicit probability. Isolation Forest and Autoencoder models also generate anomaly signals
that align with labelled illicit classification, and SHAP evidence indicates that network-complexity indi-
cators are central to model interpretation. Thus, these results suggest that the importance of blockchain
analysis is not limited to visible trails but also entails transparency in graph generation and a measured
approach in terms of what anonymized benchmarks allow.

Consequently, the key learning point from this study is that effective implementation of regulations for
AML/CFT in digital finance requires proficiency in analysis and capable regulatory agencies. In terms of
practical application, this means that importance should be placed on data management, coordination be-
tween various agencies, and regulations targeting dense areas of transactions, dense graph neighborhoods,
and abnormal flows of money. Future research could build on this approach by applying exchange tagging
schemes, expanding the number of blockchains, adding address attribution, and coordinating regulatory
action temporally before examining the impact of reforms on risks of criminal activity.
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APPENDIX A.

DATA SOURCES

These sources of public data that have been utilized for developing or explaining the blockchain, ma-
chine learning, tagging, and regulation components of the study have been detailed in the appendix.
The new design has separated the transaction level benchmark from the sources used for regulation.

Table Al. Corrected variable-level data sources and analytical roles

Variable / Component '

Source

URL

Anonymized transaction

Elliptic labelled Bitcoin benchmark (Kaggle / Elliptic) §

Temporal ordering /
benchmark time-step
information

Future exchange-tagging
i nly

GraphSense platform; not used to assign current
labels to countries

egree centrality
(computed)

Clustering coefficient
(computed)

Model-generated from standardized benchmark
features

Autoencoder
reconstruction error

Model-generated from standardized benchmark
features

Supervised validation
labels

AML/CFT contextual
indicators

Basel AML Index (jurisdiction-level ML/TF risk
context)

Context only; not predictors or country-label
sources in the revised model

Source-review analytical
workbook

and reported outputs; not original Elliptic raw data

https://www.kaggle.com/datasets/ellipticco/
................................. ellipticdata-set o
https://www.kaggle.com/datasets/ellipticco/
............................. elliptic.data-set e
https://www.kaggle.com/datasets/ellipticco/
............................. elliptic-data-set e
https://www.kaggle.com/datasets/ellipticco/
................................. ellipticdata-set o
https://www.kaggle.com/datasets/ellipticco/
elliptic-data-set

https://graphsense.org/

https://www.kaggle.com/datasets/ellipticco/
............................. elliptic-data-set e

https://www.kaggle.com/datasets/ellipticco/
elliptic-data-set

https://www.kaggle.com/datasets/ellipticco/
................................. elliptic.data-set e
https://www.kaggle.com/datasets/ellipticco/
............................. elliptic-data-set e
https://www.kaggle.com/datasets/ellipticco/
............................. ellipticdata-set .
https://www.kaggle.com/datasets/ellipticco/
............................. elliptic-data-set e

https://www.kaggle.com/datasets/ellipticco/
elliptic-data-set

Uploaded/reviewed analytical workbook; original
Elliptic files still required for audit replication

Table A2. Country and regulatory context sources

Country / Context

Source

URL

United States

Financial Crimes Enforcement Network (FinCEN)

https://www.fincen.gov/

https://www.mas.gov.sg/regulation/
anti-money-laundering

https://www.mas.gov.sg/regulation/
i-money-laundering

Singapore Monetary Authority of Singapore (AML page)
Singapore MAS regulations and guidance (AML topic filter)
Singapore

ttps://www.mas.gov.sg/regulation/
anti-money-laundering

https://www.centralbank.ae/en/our-operations/anti-
money-laundering-and-combating-the-financing-of-
terrorism/

UAE Government portal (combatting money
laundering)

https://u.ae/en/information-and-
services/justice-safety-and-the-law/
handling-money-laundering

All three (context only)

Basel AML Index (annual public editions; jurisdiction-
level risk context)

https://index.baselgovernance.org/
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