
“The impact of national cybersecurity on global competitiveness: A data mining
approach”

AUTHORS

Vitaliia Koibichuk

David Fulep

Oleksandr Kubatko

Alina Yefimenko

Andrii Skrylnyk

Kseniia Mohylna

ARTICLE INFO

Vitaliia Koibichuk, David Fulep, Oleksandr Kubatko, Alina Yefimenko, Andrii

Skrylnyk and Kseniia Mohylna (2026). The impact of national cybersecurity on

global competitiveness: A data mining approach. Problems and Perspectives in

Management, 24(3), 336–356. doi:10.21511/ppm.24(3).2026.22

DOI http://dx.doi.org/10.21511/ppm.24(3).2026.22

RELEASED ON Tuesday, 18 August 2026

RECEIVED ON Thursday, 19 February 2026

ACCEPTED ON Tuesday, 14 July 2026

LICENSE

 

This work is licensed under a Creative Commons Attribution 4.0 International

License

JOURNAL "Problems and Perspectives in Management"

ISSN PRINT 1727-7051

ISSN ONLINE 1810-5467

PUBLISHER LLC “Consulting Publishing Company “Business Perspectives”

FOUNDER LLC “Consulting Publishing Company “Business Perspectives”

NUMBER OF REFERENCES

40

NUMBER OF FIGURES

3

NUMBER OF TABLES

7

© The author(s) 2026. This publication is an open access article.

businessperspectives.org



336

Problems and Perspectives in Management, Volume 24, Issue 3, 2026

http://dx.doi.org/10.21511/ppm.24(3).2026.22

Abstract

National cybersecurity opens new opportunities for digital transformation and helps 
counter the growing threat of cyberattacks. The purpose of this study is to develop a 
methodology and identify the most influential predictors of national cybersecurity in 
global competitiveness, utilizing the data mining approach. To assess the impact of 
cybersecurity characteristics, modern machine learning methods were implemented 
in the Salford Predictive Modeler software environment, including Classification and 
Regression Trees, Random Forest, Stochastic Gradient Boosting, Multivariate Adaptive 
Regression Splines, Generalized Path Seeker, and classical regression. Data mining was 
conducted using the World Competitiveness Ranking (WCR) indicators, constructed 
by the Institute for Management Development, and the National Cybersecurity Index 
(NCSI), constructed by the e-Governance Academy, for 64 countries as of 2024. Three 
groups of countries were identified with different predicted levels of competitiveness, 
underscoring the importance of balancing the development of both external and in-
ternal components of cyber defense. The empirical results demonstrate that countries 
with strong cybersecurity management capabilities achieve higher competitive posi-
tions, even with limited participation in global cyber initiatives. At the same time, ac-
tive global involvement without sufficient internal readiness does not create sustain-
able competitive advantages. The regression tree provided a transparent allocation of 
key subfactors, with global cybersecurity contribution and cybersecurity management 
playing leading roles. The significance of the study lies in shaping methodology and 
state policy in cybersecurity, human resource development, regulatory framework en-
hancement, and digital ecosystem strengthening. 
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INTRODUCTION

Determining the role of cybersecurity in shaping economic security is 
undoubtedly complex and multifaceted. However, in an era of expo-
nential growth in digital processes and the implementation of innova-
tive systems and approaches that rely on digital data across all areas 
of state activity, it is undeniable that a country’s global competitive-
ness will directly depend on the state and quality of its cybersecurity. 
Today, cyber threats can paralyze entire sectors of the economy, inflict 
billions in losses on businesses, and undermine trust in digital tech-
nologies, making cybersecurity an integral component of national 
strategic planning. Several factors determine the relevance of study-
ing the relationship between cybersecurity and national competitive-
ness. First, the COVID-19 pandemic accelerated the digital transfor-
mation of economies, increasing the volume and complexity of cyber 
incidents. Second, the recent geopolitical crisis has demonstrated that 
cyberattacks can be used as an instrument of hybrid warfare to de-
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stabilize economies and undermine countries’ competitive positions on the international stage. Third, 
the digital economy is becoming an essential component of national wealth, and a country’s ability to 
ensure a secure digital environment directly affects its attractiveness to investors, innovation potential, 
and economic security. Considering the growing recognition of cybersecurity as a strategic component 
of digital transformation and national resilience, the specific relationship between institutional cyber-
security capacities and national competitiveness remains insufficiently operationalized in empirical re-
search. In particular, limited attention has been devoted to identifying which dimensions of national 
cybersecurity preparedness are most strongly associated with cross-country differences in competitive-
ness performance. Since the National Cyber Security Index (NCSI) captures institutional, organization-
al, and operational dimensions of cybersecurity governance, its subfactors provide a relevant analytical 
framework for examining how cybersecurity capacity may contribute to competitiveness outcomes in 
the digital economy. Therefore, the methodological problem addressed in this study concerns identify-
ing the most influential cybersecurity management factors affecting national competitiveness using 
data mining techniques. Despite the growing number of studies on cybersecurity and competitiveness, 
insufficient attention has been devoted to identifying which dimensions of national cybersecurity ca-
pacity are most strongly associated with differences in competitiveness across countries using machine 
learning methods. 

1. THEORETICAL BASIS

The digital transformation of the economy 
and growing dependence on technology have 
led to new factors in national competitiveness. 
Digitalization capabilities are increasingly inter-
preted as drivers of cyber resilience and sustain-
able competitiveness because they strengthen 
organizational adaptability, technological conti-
nuity, and innovation capacity within the digital 
economy (Annarelli & Palombi, 2021). Therefore, 
research on the relationship between cybersecuri-
ty and competitiveness is a relevant direction that 
has emerged at the intersection of economics, in-
formation technology, and management. The con-
temporary scientific landscape in this area encom-
passes both theoretical foundations and empirical 
studies at macro and micro levels, gradually shift-
ing focus from company protection to the strate-
gic significance of state cyber resilience.

From a theoretical perspective, national cyberse-
curity may be considered a component of institu-
tional and digital resilience that supports sustain-
able competitiveness within the digital economy. 
Contemporary approaches to competitiveness 
increasingly emphasize that competitive advan-
tage is no longer determined solely by tradition-
al economic factors such as labor productivity or 
industrial capacity, but also by states’ ability to 
ensure secure digital infrastructure, cyber resil-
ience, technological trust, and the continuity of 

critical digital services (World Economic Forum, 
2023; I. Vasiu & L. Vasiu, 2018). Thus, cybersecu-
rity performs both a protective and an enabling 
institutional function that supports innovation, 
investment attractiveness, digital governance, and 
international economic integration. Modern ap-
proaches to cyber governance also emphasize that 
effective cybersecurity strategies increasingly re-
quire proactive, resilience-oriented frameworks 
that combine institutional coordination, adaptive 
response mechanisms, and strategic cyber capaci-
ty development (Safitra et al., 2023). Therefore, the 
relationship between cybersecurity and competi-
tiveness can be theoretically interpreted through 
the interaction between digital transformation, 
institutional capacity, and national resilience.

The growing complexity of the digital economy 
increases countries’ exposure to cyber risks and 
simultaneously strengthens the importance of in-
stitutional cybersecurity capacity for maintaining 
sustainable competitiveness. These trends directly 
affect the country’s competitiveness, as low and 
volatile growth rates increase the economy’s sen-
sitivity to risks, ranging from macroeconomic to 
cyber threats. The slowdown in economic activity 
also limits states’ ability to invest in infrastructure 
modernization, the development of digital solu-
tions, and support for innovative development.

Scientific interest in the relationship between cy-
bersecurity and competitiveness is growing rap-
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idly, as evidenced by positive publication dynam-
ics in the Scopus database: the number of docu-
ments containing the keywords “competitiveness” 
and “cybersecurity” increased from 5 in 2017 to 
58 in 2025, with accelerated growth from 2023 
onwards. The publication dynamics illustrate 
growing academic attention to the intersection 
of cybersecurity and competitiveness; however, 
the existing literature still lacks a sufficiently in-
tegrated theoretical and empirical framework ex-
plaining how specific dimensions of national cy-
bersecurity influence competitiveness outcomes 
(Figure 1).

The selection of NCSI subfactors in this study is 
theoretically grounded in the multidimensional 
understanding of national cybersecurity gover-
nance. Unlike purely technical cybersecurity in-
dicators, the NCSI framework incorporates insti-
tutional, organizational, educational, operational, 
and international dimensions of cyber resilience. 
In particular, subfactors such as Cybersecurity 
Management (CSM), Global Cybersecurity 
Contribution (GCC), Cyber Incident Response 
(CIR), Cyber Crisis Response Development 
(CRD), and Education and Professional 
Development (EPD) reflect different components 
of state cyber capacity that may influence coun-
tries’ competitiveness through institutional sta-
bility, digital trust, innovation support, crisis 
resilience, and international cybersecurity coop-
eration. Therefore, the NCSI subfactors provide 
an appropriate analytical basis for examining the 
relationship between cybersecurity preparedness 
and competitiveness outcomes.

Mussayeva et al. (2025) focus on the develop-
ment of the global digital economy using Porter’s 
Five Forces model. They analyze, using SWOT 
and qualitative comparative analyses of global 
markets, how digital factors (including cyberse-
curity) change the competitive environment. By 
‘global markets,’ they mean not just a set of na-
tional markets but a single, integrated econom-
ic environment that operates at the global level 
through digital technologies (e-commerce, fin-
tech, IT services). Global markets are closely re-
lated to cybersecurity because, first, trust between 
market participants depends on data protection 
(Morales-Sáenz et al., 2024); second, cyberattacks 
disrupt the functioning of international markets; 
and third, the level of cyber protection affects the 
investment attractiveness and competitiveness of 
countries and companies. Their results showed 
that a high level of cyber risks reduces the com-
petitiveness of digital platforms, and countries 
and companies with better cybersecurity have 
more stable competitive positions. Recent empiri-
cal studies also demonstrate the growing applica-
tion of machine learning methods to analyze cy-
bersecurity resilience and its organizational and 
economic implications in digitally intensive envi-
ronments. In particular, Fernandez de Arroyabe 
et al. (2023) emphasize the analytical potential of 
data-driven approaches for identifying complex 
relationships between cybersecurity capabilities, 
resilience factors, and organizational sustainabil-
ity. These approaches support the relevance of ap-
plying machine learning techniques to the analy-
sis of interactions between national cybersecurity 
and competitiveness.

Figure 1. Dynamics of publications related to “competitiveness” and “cybersecurity” in the Scopus 
database during 2017–2025
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Overall, the existing literature demonstrates that 
cybersecurity increasingly functions as a strategic 
component of digital competitiveness. However, 
most existing studies either focus on firm-level 
digital transformation, analyze cybersecurity from 
a purely technical perspective, or investigate mac-
roeconomic competitiveness without operation-
alizing specific dimensions of cybersecurity gov-
ernance. Consequently, insufficient attention has 
been devoted to identifying which institutional cy-
bersecurity capacities are most strongly associated 
with cross-country differences in competitiveness.

Thematically, the scientific output is interdisciplin-
ary, with dominance of works in computer science 
(24%) and engineering (16%), reflecting the techni-
cal nature of cyber threats. However, a significant 
share falls on business, management and account-
ing (11%), social sciences (10%), and economics, 
econometrics and finance (7%), emphasizing the 
gradual transition of focus from purely technical 
aspects to the strategic and economic impact of cy-
ber resilience at national and corporate levels. A sig-
nificant portion of scientific output focuses on the 
micro level, examining the impact of cybersecurity 
on companies’ competitive advantage. However, 
these models and conclusions are an important 
foundation for understanding macro-level process-
es. At the company level, cybersecurity is viewed as 
a potential source of competitive advantage. For ex-
ample, the conceptual model of cybersecurity com-
petitive advantage explains that regulatory com-
pliance provides a basic level of protection, but the 
development of specific dynamic capabilities in cy-
bersecurity creates sustainable competitive advan-
tage for enterprises (Kosutic & Pigni, 2020; Kosutic, 
2021). Additionally, for small and medium-sized 
enterprises, cybersecurity is considered a “merit 
good” due to its significant social benefits and gaps 
in adoption, indicating the presence of market fail-
ures (Arroyabe et al., 2024). Wiki communities can 
reduce cybersecurity risks, since they contain no 
closed data (Kalinichenko et al., 2024).

At the state level, the information and communica-
tion technology sector has become a strategic asset, 
important not only for the economy but also for 
national security and defense (Erixon et al., 2024; 
European Commission, n.d.a, n.d.b). National cy-
bersecurity strategies play a key role in forming a 
systematic approach to protecting digital space. For 

example, analysis of G20 countries’ strategies re-
vealed common goals, specific priorities, and latent 
themes reflecting the complexity of multinational 
cybersecurity dynamics (Çifci & Ergüner, 2025). 
Currently, the economic digital transformation 
resembles quasi-viral trends (Melnyk et al., 2025), 
while the global digital economy exhibits high dy-
namism, competition, and structural transforma-
tions, where digital adoption and search for new 
technological assets as temporary safe havens dur-
ing COVID-19 were a usual strategy among inves-
tors (Pollák et al., 2026). 

Cybersecurity has gradually transformed from 
a technical problem into a strategic factor of na-
tional competitiveness. Information security, in-
novation development, and governance efficiency 
have a significant impact on a country’s image 
and global competitiveness (Petroye et al., 2020). 
Moreover, analysis of over 10,000 disclosed cyber 
incidents in 190 countries confirmed a statistically 
significant negative relationship between the fre-
quency of cyber incidents and GDP per capita in 
developing economies, with particularly notice-
able consequences for the public sector, telecom-
munications, finance, and education (Vergara 
Cobos et al., 2024). Given this, it is expected that, 
to strengthen competitive positions, states need 
investments in the digital industry, increased dig-
ital literacy among the population, and improve-
ments to the legal framework for cybersecurity 
(Miethlich et al., 2020).

However, research on the impact of cybersecurity 
on national competitiveness is not without chal-
lenges; specifically, evidence highlights the impor-
tance of transitioning from simplified to dynam-
ic, stochastic, and generalizing models to under-
stand the economic aspects of cybersecurity better 
(Kianpour et al., 2021). Furthermore, the econom-
ic aspects of national cybersecurity strategies re-
main insufficiently studied due to a lack of data 
to measure cybersecurity costs and evaluate the 
economic effectiveness of strategies (Brangetto & 
Kert-Saint Aubyn, 2015). Another complication in 
modeling the relationship between competitive-
ness and cybersecurity is the bidirectional linkage. 
Research indicates that, beyond the impact of cy-
ber threats on the economy, there is also a reverse 
influence: economic growth and digital infra-
structure development positively correlate with a 
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country’s cybersecurity level, as economically suc-
cessful states can invest more in developing their 
cyber defense strategies and capabilities (Kolat & 
Unver, 2025).

Recent literature further confirms that cyber-
security preparedness should be analyzed as a 
multidimensional socio-economic and institu-
tional phenomenon rather than a purely techni-
cal issue. Digitalization creates new opportunities 
for competitiveness, but it also increases expo-
sure to cybercrime, cyber-fraud, corruption risks 
and broader feelings of insecurity in the digital 
age (Dobrovolska & Rozhkova, 2024a; Korjonen‐
Kuusipuro & Wojciechowski, 2025; Kuzior et al., 
2024; Yarovenko et al., 2025b). At the macro level, 
digital readiness strengthens countries’ ability to 
combat corruption and cyber threats, especially 
when technological capacity is supported by institu-
tional maturity and governance quality (Yarovenko 
et al., 2025a). At the sectoral and organizational lev-
els, Industry 4.0 awareness, digital training priori-
ties, and machine learning applications in fraud de-
tection demonstrate that cybersecurity capacity de-
pends on both technological tools and human com-
petences (Morshed & Khrais, 2025; Dobrovolska & 
Rozhkova, 2024b). Moreover, the use of XGBoost to 
forecast the impact of illicit practices on conflict-
affected economies confirms the growing relevance 
of advanced data-driven methods for analyzing 
security-related risks in conditions of instability 
(Yarovenko et al., 2026). Therefore, these studies 
strengthen the theoretical justification for examin-
ing how specific dimensions of national cybersecu-
rity capacity influence competitiveness outcomes.

The abovementioned papers demonstrate an inter-
disciplinary approach to researching the relation-
ship between cybersecurity and competitiveness, 
combining computer science, economic analysis, 
strategic management, and public policy. Despite 
the growing number of studies, there remains a 
need for empirical evidence that quantitatively as-
sesses the impact of specific subfactors of national 
cybersecurity on countries’ global competitiveness 
using modern data analysis methods. 

Therefore, the purpose of this study is to develop a 
methodology and identify the most influential pre-
dictors of national cybersecurity in global competi-
tiveness utilizing the data mining approach.

2. RESULTS 

To assess the impact of specific factors of nation-
al cybersecurity on global competitiveness, this 
study applies data mining and machine learning 
techniques. Using the World Competitiveness 
Ranking as a proxy for economic security, the da-
ta from 64 countries in 2024 were used to identify 
the key determinants of states’ competitive posi-
tions in the digital era. The application of various 
machine learning algorithms – from classification 
and regression trees (CART) to ensemble methods 
(Random Forest, Stochastic Gradient Boosting) 
and multivariate adaptive regression splines 
(MARS) – enables identification of the most in-
fluential cybersecurity factors shaping countries’ 
economic capacity to compete globally.

To forecast the impact of cybersecurity indicators 
on global competitiveness, it is proposed to use 
machine learning methods in Salford Predictive 
Modeler (a software suite for predictive analyt-
ics). This software uses machine learning meth-
ods such as Classification and Regression Tree 
(CART), Random Forest (RF), TreeNet (com-
mercial name for the Gradient Boosting Method 
in Salford Predictive Modeler), Multivariate 
Adaptive Regression Spline (MARS), Generalized 
Path Seeker (GPS – generalized path finding meth-
od for regularised regressions), and Regression.

The study’s methodological framework consisted 
of five main stages. At the first stage, a compara-
tive dataset was formed based on the IMD World 
Competitiveness Ranking (WCR) and the subfac-
tors of the National Cyber Security Index (NCSI) 
for the analyzed countries.

At the second stage, the target variable was defined. 
Since WCR represents an ordinal ranking variable 
in which lower values indicate stronger competi-
tiveness positions, the indicator was transformed 
into an inverse competitiveness score using:

* 68 ,WCR WCR= −  (1)

where higher values correspond to stronger com-
petitiveness outcomes.

At the third stage, the NCSI subfactors were se-
lected as explanatory variables representing the 
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following dimensions of cybersecurity capacity: 
cyber governance, crisis management, protection 
of digital services, cyber incident response, and 
international cybersecurity cooperation.

At the fourth stage, several data mining algo-
rithms (CART, Random Forest, TreeNet, and 
MARS) were comparatively tested to identify the 
model with the highest predictive and interpreta-
tive potential.

At the fifth stage, the obtained models were evalu-
ated using comparative forecasting performance 
indicators, after which the CART model was se-
lected for detailed interpretation due to its inter-
pretability and stable predictive performance.

Popular machine learning tools are extensions 
of modeling tools. Machine learning algorithms 
used in classification and regression trees were 
first proposed by Breiman et al. (1984). Thus, 
CART is a decision tree algorithm that works by 
creating a set of “yes” or “no” rules that split the 
response variable (target variable) into partitions 
(parts) based on predictor settings. The splitting 
of predictor parameters is performed sequentially, 
one predictor at a time, in order of their influence 
on the target variable. A prediction is created for 
each partition.

The CART (Classification and Regression Trees) 
algorithm builds decision trees using a greedy, re-
cursive splitting process that follows four steps:

• Step 1. Splitting Criterion – Mean Squared 
Error (MSE). At each step, CART selects the 
feature j and split point that minimizes the to-
tal squared error. 

• Step 2. Leaf Node Prediction. Once the tree is 
built, predictions for a new data point X* are 
made by assigning it to a leaf node and tak-
ing the average of the training values in that 
region.

• Step 3. Reaching maximum tree depth (stop-
ping criterion). The recursive algorithm stops 
when one of three criteria is reached.

• Step 4. Pruning (Cost Complexity Pruning, 
CCP). To prevent overfitting, a pruning tech-

nique is applied based on a complexity param-
eter α, which balances tree size and error.

The original IMD World Competitiveness 
Ranking 2024 includes 67 countries. However, 
Hong Kong SAR, the Republic of Korea, and 
Puerto Rico were excluded from the final sample 
because corresponding NCSI observations were 
unavailable for 2024. Consequently, the final ana-
lytical dataset consisted of 64 countries represent-
ed in both databases. Since the exclusion criterion 
was based solely on data availability and was not 
related to the countries’ competitiveness positions 
or cybersecurity performance, the risk of system-
atic selection bias is considered limited. Moreover, 
the excluded countries represent only 4.5% of the 
original population, suggesting that their omis-
sion is unlikely to materially affect the predictive 
relationships identified in the study.

Therefore, to select the best model for forecasting 
competitiveness levels on the global stage for 64 
countries in the study, six machine learning mod-
els and a classical regression model were built. The 
best model is selected based on the smallest MSE 
value.

T o analyze the forecast of countries’ global com-
petitiveness under the influence of national cyber-
security indicators, we use these values directly 
(Appendix A). However, to determine the best 
model among CART, TreeNet, RF, MARS, GPS, 
and Regression for further development of the 
forecast, they were normalized using the modi-
fied logarithmic normalization formula (sigmoid 
normalization):

3

1
,

1
ix md

mx md

K

e

−
−

−

=
+

 (2)

where K – normalized value of the input vari-
ables, ix  – the input value of the indicator 

1, 64,  i md=   – the median of the input indi-
cator,  and mx  – the maximum value of the input 
indicator.

The calculation of the theoretical quantiles was 
carried out using 

0.5
. . ,i

i

Rank
Z NORM S INV

N

− =  
 

 (3)
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where iZ  – theoretical quantile, . .NORM S INV  

– formula in MS Excel

 
0.5

,iRank
p

N

−
=  

probability for each position, N – total number of 

residues.

Thus, Equation (3) determines the quantile of the 
standard normal distribution N(0,1). The con-
structed QQ-plot shows that the residuals of the 
Tree1 model follow a normal distribution, as the 
points lie approximately on a straight line.

To normalize the input data, the sigmoid normal-
ization formula was used. Unlike other normal-
ization methods (Z-score, min-max normaliza-
tion, Feature scaling to a certain interval, Unit 
vector normalization (normalization by vector 
length), Robust scaling, based on IQR), it firstly al-
lows smoothing the contrast between the average 
and extreme points. Secondly, the use of median 
significant figures takes into account resistance to 
outliers, and thirdly, it combines the advantages 
of statistical stability and nonlinear interpretation, 
which are used by data mining methods.

This study proposes determining the degree of in-
fluence of each national cybersecurity subfactor 
on a country’s global competitiveness and devel-
oping a machine learning-based forecast.

The IMD World Competitiveness Ranking (World 
Competitiveness Center, 2024) includes 67 coun-
tries (as of 2024). The list of these countries is de-
termined by various factors, including:

1) data availability (the ranking is based on com-
prehensive economic and business data that 
must be collected and verified, but not all 
countries have sufficient, reliable, and compa-
rable data for analysis);

2) business conditions and economic relevance 
(the ranking focuses on economies that have a 
significant global or regional impact in terms 
of competitiveness);

3) methodological limitations (IMD uses precise 
data – GDP, productivity, infrastructure, and 
survey data from business executives, but cer-

tain countries lack sufficient responses from 
business leaders to ensure statistically signifi-
cant results).

Values for the cybersecurity and global competi-
tiveness subfactors were used for 64 countries, 
which were jointly accounted for by both databas-
es (WCR-Rankings – IMD, NCSI: Ranking).

The dependent variable was based on the IMD 
World Competitiveness Ranking (WCR), with 
lower rankings indicating stronger national com-
petitiveness. To ensure a consistent and intuitive 
interpretation of the machine learning results, the 
original ranking variable was transformed into an 
inverse competitiveness score using the transfor-
mation (1), where 68 represents the total number 
of ranking positions plus one in the IMD World 
Competitiveness Ranking. As a result, higher val-
ues of the transformed indicator correspond to 
higher levels of competitiveness. This transforma-
tion preserves the relative ordering of countries. It 
does not affect the structure of the CART model, 
variable importance, or terminal node composi-
tion, while enabling more interpretable compari-
son of predicted outcomes across country groups.

To develop a forecast using machine learning 
methods regarding the impact of cybersecurity 
level on economic security level, and to determine 
the role and place of national security indicators 
in the economic security system, indicators for 
2024 are presented in Appendix B.

Based on the values of 12 indicators, the e-Gover-
nance Academy determines the country’s national 
cybersecurity index. The e-Governance Academy 
(eGA) is a non-profit organization in Estonia dedi-
cated to digital governance, cybersecurity, and e-
democracy. Founded in 2002, it aims to help gov-
ernments worldwide implement digital transfor-
mation, using Estonia’s successful e-government 
model as a benchmark.

Before co nstructing machine learning models, a 
Pearson correlation matrix (Table 1) was gener-
ated to examine the relationships between the 
transformed competitiveness indicator (WCR*) 
and the NCSI subfactors. Correlation analysis 
allows identifying the strength and direction 
of linear associations between cybersecurity di-
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mensions and competitiveness outcomes, as well 
as detecting potential multicollinearity among 
explanatory variables. The transformation of 
the original competitiveness ranking into WCR* 
aligns higher values with stronger competitive-
ness outcomes, ensuring a more intuitive inter-
pretation of relationships.

The correlation analysis demonstrates that several 
cybersecurity dimensions are positively associ-
ated with transformed competitiveness outcomes, 
particularly Global Cybersecurity Contribution 
(GCC), Cybersecurity Management (CSM), 
Protection of Personal Data (PPD), and Cyber 
Crisis Response (CRD). Among these indicators, 
GCC (r = 0.386) and CSM (r = 0.321) demon-
strate relatively stronger positive associations with 
competitiveness performance, supporting the as-
sumption that international cybersecurity engage-
ment and institutional cybersecurity management 
capacity are important components of digital 
competitiveness.

At the same time, the absence of extremely high 
pairwise correlations among most explanatory 
variables suggests an acceptable level of multicol-
linearity for subsequent machine learning mod-
eling. Therefore, the correlation matrix was used 
primarily as an exploratory analytical tool before 
applying CART, Random Forest, TreeNet, and 
MARS models.

Six predictive models were developed using the 
automated modeling procedure implemented in 
Salford Predictive Modeler. The dataset was ran-
domly partitioned into training and validation 
subsets, with 80% of observations used for model 
training and 20% reserved for validation through 
the option “Fraction of cases selected as random = 
20%”. Model performance was evaluated using the 
Mean Squared Error (MSE) criterion. The model 
with the lowest MSE was considered the most ac-
curate predictive model, while the final model se-
lected for interpretation additionally accounted 
for transparency and interpretability.

The methods for building models describing the 
impact of cybersecurity subfactors on a country’s 
competitiveness level, as a determinant of eco-
nomic security, are presented in Table 2.

Table 2. Automated results (TARGET=WCR*)

Model
Model Complexity, 

Nodes, Trees, Coeffs MSE Method

Tree 1 12 0.06604 CART

TreeNet 1 118 0.06894 TreeNet

RF 1 200 0.06503 RF

MARS 1 2 0.07729 MARS

GPS 1, E=2.0 12 0.06968 GPS

Regress 1 12 0.06749 Regression

 The comparative evaluation of machine learning 
models (Aria et al., 2021; Nosratabadi et al., 2020) 
demonstrates that the Random Forest algorithm 

Table 1. Pearson correlation matrix for national cybersecurity indicators and transformed 
competitiveness level

WCR* CP GCC EPD CRD CCII CDE CTAAR PPD CIR CSM FAC MCD

WCR* 1.000

CP 0.097 1.000

GCC 0.386 0.403 1.000

EPD 0.228 0.393 0.403 1.000

CRD 0.286 0.097 0.366 0.201 1.000

CCII 0.083 0.694 0.220 0.458 0.106 1.000

CDE 0.179 0.624 0.240 0.544 0.075 0.700 1.000

CTAAR 0.104 0.408 0.275 0.410 0.181 0.535 0.461 1.000

PPD 0.332 0.503 0.454 0.220 0.783 0.790 0.478 0.403 1.000

CIR 0.061 0.718 0.239 0.444 –0.062 0.817 0.695 0.465 0.519 1.000

CSM 0.321 0.526 0.460 0.372 0.334 0.529 0.459 0.459 0.487 0.435 1.000

FAC –0.048 0.686 0.149 0.496 0.152 0.671 0.612 0.524 0.454 0.752 0.443 1.000

MCD 0.138 0.232 0.353 0.331 0.308 0.186 0.239 0.396 0.390 0.236 0.329 0.312 1.000

Note: WCR* means World Competitiveness Ranking; CP means Cybersecurity policy; GCC means Global cybersecurity con-
tribution; EPD means Education and professional development; CRD means Cybersecurity research and development; CCII 
means Cybersecurity of critical information infrastructure; CDE means Cybersecurity of digital enablers; CTAAR means Cyber 
threat analysis and awareness raising; PPD means Protection of personal data; CIR means Cyber incident response; CSM 
means Cybersecurity management; FAC Fight against cybercrime; MCD Military cyber defense.
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achieved the lowest mean squared error (MSE = 
0.06503), indicating the highest predictive accu-
racy among the tested approaches. However, the 
difference in prediction error between Random 
Forest and CART (MSE = 0.06604) is relatively 
small.

Although Random Forest provides slightly supe-
rior predictive performance, the CART model was 
selected for further analysis and interpretation 
due to its high transparency and interpretability. 
Unlike ensemble methods, CART generates ex-
plicit decision rules and hierarchical relationships 
among predictors, allowing the identification of 
specific cybersecurity factors associated with dif-
ferent competitiveness outcomes. Therefore, the 
selection of CART was driven not only by predic-
tive performance but also by the objective of ob-
taining interpretable decision rules suitable for 
economic and policy analysis.

Consequently, Random Forest may be consid-
ered the most accurate predictive model, whereas 
CART represents the most interpretable model for 
explaining the relationship between national cy-
bersecurity indicators and competitiveness out-
comes. Its implementation was performed using 
SPM software.

The first stage of CART model development in-
volves V-fold cross-validation. Such validation is 
necessary to assess the model’s predictive perfor-
mance and prevent overfitting. V represents the 
number of subsets into which the dataset is divid-
ed. In SPM, V-fold cross-validation is often used 

with values of 5 or 10. These values are recom-
mended by SPM (Classification Modeling, 2019) 
if the input data sample is small and a reliably 
trained model is needed. For example, if V = 10 
is specified in SPM, the input sample will first be 
divided into 10 equal parts, and the model will be 
trained 10 times, with one part reserved for vali-
dation. The 10 validation results are then averaged 
for a reliable assessment. Thus, when V = 10, the 
model is trained 10 times on 9 subsets, each time 
using a different subset as the validation set, while 
the remaining V-1 subsets serve as the training set. 
Performance metrics (MSE) are averaged across 
V runs to provide a more reliable assessment of 
model performance.

The classification and regression tree is built di-
rectly, and the best model is selected based on the 
MSE. The interpretation of the tree structure is 
presented in Table 3. Root node 1 is the first and 
most important split; it concerns the global cyber-
security contribution (GCC). The overall average 
competitiveness indicator, as an economic secu-
rity factor, is 34.625 units across the 64 countries 
in the study.

 Therefore, terminal node 1 includes 24 countries 
with indicator values of GCC <= 4.50000 and CSM 
<= 3.50000. The group of countries (Argentina, 
Bahrain, Brazil, Bulgaria, Chile, Colombia, 
France, Ghana, Iceland, Indonesia, Japan, Kuwait, 
Mexico, Mongolia, Nigeria, Peru, the Philippines, 
Romania, the Slovak Republic, Slovenia, South 
Africa, Turkey, the UAE, and Venezuela) demon-
strates the lowest predicted competitiveness out-

Table 3. Structure of the optimal regression tree regarding the relationship between cybersecurity 
subfactors and competitiveness

Branch 1 (Left) GCC ≤ 4.5 Branch 2 (Right) GCC > 4.5
35 countries meet this condition

29 countries
Analysis of node 2

Terminal Node 1 CCM ≤ 3.5 Terminal Node 2 CCM > 3.5 Terminal Node 3

24 countries 11 countries
Avg = 42.828 – the highest competitiveness 

outcome.

Avg = 19.625, the lowest competitiveness 
outcome

Avg = 38.455 – moderate competitiveness 
outcome

These countries demonstrate the highest 

predicted levels of competitiveness. 
The results suggest that strong global 

cybersecurity contributions are associated 
with more favorable competitive positions 

within the digital economy framework.

These countries demonstrate the lowest 

levels of competitiveness. The results 
suggest that limited global cybersecurity 

contribution, combined with weaker 
cybersecurity management capacities, is 
associated with lower competitiveness 

performance.

This group demonstrates moderate 

competitiveness outcomes, suggesting 
that stronger cybersecurity management 

capacities partially compensate for lower 
levels of global cybersecurity contribution.
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comes. These countries, characterized by insuffi-
cient internal cybersecurity management capac-
ity and limited global cybersecurity engagement, 
tend to occupy weaker competitive positions in 
the global economy.

Terminal node 2 (GCC <= 4.50000 and CSM 
> 3.50000) consists of the following countries: 
China, Greece, Ireland, Israel, Italy, Kazakhstan, 
Latvia, Lithuania, the Netherlands, Poland, and 
Portugal, with low GCC but high CSM. Countries 
with stronger internal cybersecurity management 
capabilities demonstrate moderate competitive-
ness outcomes even under relatively limited par-
ticipation in international cybersecurity initia-
tives. This suggests that effective cyber crisis man-
agement partially compensates for lower levels of 
global cybersecurity engagement.

Terminal node 3 is formed by 29 countries with 
GCC value >4.5. This group of countries (Australia, 
Austria, Belgium, Botswana, Canada, Croatia, 
Cyprus, the Czech Republic, Denmark, Estonia, 
Finland, Germany, Hungary, India, Jordan, the 
Korea Rep., Luxembourg, Malaysia, New Zealand, 
Norway, Qatar, Saudi Arabia, Singapore, Spain, 
Sweden, Switzerland, Thailand, the United Kingdom, 
and the USA) is characterized by relatively balanced 
values of GCC and CSM. The highest predicted com-
petitiveness outcomes are characteristic of countries 
with high levels of global cybersecurity contribution. 
Active participation in international cybersecurity 
cooperation, combined with relatively balanced in-
ternal cybersecurity capacities, is associated with 
stronger competitive positions.

The GCC indicator serves as the first splitting 
criterion at the root node of the regression tree, 
indicating its systemic role in the model’s struc-
ture. The importance level of the GCC variable is 
85.77% (second place after CSM). At the same time, 
the analysis of terminal nodes showed that a high 
level of global activity in cybersecurity, in the ab-
sence of a sufficiently developed internal cyberse-
curity management system, does not yield a high 
forecast level of competitiveness. Thus, GCC is a 
significant factor, but its impact is realized only in 
interaction with internal institutional capabilities. 

The CSM indicator received the highest impor-
tance level in the model (100%), confirming its 

key role in determining forecast values. Countries 
characterized by a CSM value > 3.5 demonstrate 
moderate predicted competitiveness outcomes 
(38.455), indicating that strong internal cyber cri-
sis management contributes positively to national 
competitiveness even under limited international 
cybersecurity engagement. However, the highest 
predicted competitiveness values (42.828) are ob-
served among countries with higher levels of glob-
al cybersecurity contribution.

After training the CART machine learning model, 
which proved optimal among other models, fore-
cast values of competitiveness level were developed 
for the 64 countries in the study as a determinant 
of economic security using the Score Data proce-
dure in SPM software. The forecast results are dis-
played in the Response column (Appendix C).

To assess the stability of the regression tree 
(Appendix D), the Random Seed Stability Check 
procedure was used, which performs cross-vali-
dation across different subsets. The generation of 
trees with varying subset values (Seed 5, Seed 7, 
Seed 10, Seed 15, and Seed 20) showed the same 
splits, which completely coincide with the distri-
bution obtained from the regression tree. Thus, 
the developed regression model, Tree 1, using the 
CART method, is stable. To substantiate the statis-
tical significance of Tree 1, we will verify the nor-
mality of the model residuals’ distribution using a 
Quantile-Quantile Plot (QQ-Plot, Figure 2). 

The X axis displays the theoretical quantiles (ex-
pected values that have a normal distribution), 
and the Y axis displays the empirical quantiles 
(actual, sorted residuals of the model). The calcu-
lated residuals and theoretical quantiles are given 
in Appendix E. 

The results of intelligent data analysis confirm 
that cybersecurity is an important determinant of 
countries’ global competitiveness, and that com-
petitive stability is built on the harmonization of 
internal institutional mechanisms and external 
integration. The analysis showed that the lowest 
results are characteristic of countries with under-
developed internal crisis management, regardless 
of their level of global activity. The highest com-
petitiveness indicators are observed in countries 
characterized by high levels of global cybersecuri-
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ty contribution. At the same time, strong internal 
organizational capacity helps maintain moderate 
competitiveness even at lower levels of interna-
tional engagement.

3. DISCUSSION

The results confirm that national cybersecurity man-
agement plays a critical role in shaping global com-
petitiveness, particularly amid digital transforma-
tion and rising cyber threats. First, the results align 
with the study on cyber resilience, which demon-
strates that institutional capacity and government 
effectiveness significantly influence national cyber-
security performance, especially during periods of 
crisis (Shkolnyk et al., 2025). This supports the idea 
that cybersecurity management should be viewed as 
an institutional mechanism that directly contributes 
to national competitiveness. Second, the moderat-
ing role of technological infrastructure highlighted 
in fintech studies confirms that the effectiveness of 
digital innovations depends on the reliability and 
security of IT systems (Alzghoul & Al-kasasbeh, 
2024). This implies that without effective cyber crisis 
response mechanisms, the benefits of digitalization 
for competitiveness may be significantly reduced. 
Additionally, the variable importance analysis con-
firmed that other highly influential subfactors in-
clude Education and Professional Development in 
cybersecurity (EPD), Cyber Threat Analysis and 
Public Awareness Raising (CTAAR), and Cyber 
Research and Development (CRD). This emphasiz-

es the need for a comprehensive national policy that 
considers not only technical aspects but also human 
capital, transparency of information, and innovation.

The findings of Koilo (2024) are consistent with the 
present study and emphasize the dual role of digita-
lization: increasing competitiveness while simulta-
neously increasing the impact of cyber risks. Koilo 
(2024) examines how digitalization contributes to 
the formation of sustainable competitive advantages 
at the company and national levels. She considers 
digital transformation a key driver of increased effi-
ciency in business processes, optimized resource use, 
and the creation of new value models. The evidence 
emphasizes that the introduction of digital tech-
nologies enables companies to adapt more quickly 
to external changes, improve customer interactions, 
and increase productivity. The relationship between 
digital innovations, economic efficiency, and the en-
vironmental and social components of sustainable 
development are analyzed. Particular attention is 
paid to the fact that digitalization not only creates 
opportunities, but also generates new risks. Among 
the key results, it is determined that digitalization is 
a powerful driver of competitiveness, as it enhances 
business flexibility, innovation, and the quality of 
management decisions. At the same time, the paper 
emphasizes that cyber risks and data security threats 
can significantly limit these benefits. An insufficient 
level of cybersecurity can offset the positive effects of 
digital transformation by leading to loss of user trust, 
financial losses, and reputational damage. The con-

Figure 2. Checking the normality of the distribution of forecast residuals
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clusion is that to achieve sustainable development 
and long-term competitiveness, it is necessary to in-
tegrate cybersecurity measures into digital strategies, 
treating them as an integral element of the digital 
economy rather than a technical aspect.

The identified relationship between the level of cy-
ber protection, the efficiency of digital infrastructure, 
and international competitive positions is consistent 
with previous research, which emphasizes the stra-
tegic importance of digital and information security 
for economic development (Miethlich et al., 2020; 
Petroye et al., 2020). Although the present model 
does not separately include variables measuring in-
novativeness, digital service stability, or economic 
performance, the identified relationship between 
cybersecurity capacity and transformed competi-
tiveness outcomes is theoretically consistent with 
prior research emphasizing the strategic role of cy-
bersecurity in supporting digital innovation, insti-
tutional resilience, and economic development. This 
interpretation also aligns with contemporary views 
on cybersecurity as a component of national digi-
tal power (The International Institute for Strategic 
Studies, 2023). The results suggest that the impact of 
cybersecurity on competitiveness manifests through 
two main pathways. The first is economic, associat-
ed with increased trust in digital platforms, reduced 
cyberattack risk, and greater resilience of economic 
operations. This effect is supported by World Bank 
studies showing that countries with stronger cyber-
security commitments exhibit better macroeconom-
ic indicators and more stable sectoral performance 
(Vergara Cobos et al., 2024). The second pathway 
is organizational-strategic, linked to the formation 
of dynamic cyber-defense capabilities that become 
an essential component of competitive advantage 
for both the state and businesses. As highlighted 
by Kosutic and Pigni (2020) and Kosutic (2021), the 
ability to adapt to cyber threats and integrate tech-
nological, managerial, and human factors ensures a 

long-term advantage that competitors find difficult 
to replicate.

In the context of economic development, the positive 
correlation between the level of digital infrastructure 
and cybersecurity, demonstrated by Kolat and Unver 
(2025), is consistent with our conclusions concerning 
the importance of a systemic approach. Thus, coun-
tries with growing GDP have greater opportunities 
to invest in cyber defense, which in turn strengthens 
their competitiveness. This creates a cyclical effect in 
which economic growth and cybersecurity mutually 
reinforce each other.

Despite the significant results, the study has several 
limitations. The primary limitation lies in the data 
used. As noted by Brangetto and Kert-Saint Aubyn 
(2015), the economic aspects of cybersecurity are 
often difficult to measure due to the lack of precise 
data on costs and the effectiveness of strategies. The 
use of index-based indicators (NCSI and WCR) rep-
resents a certain simplification of the actual situation. 
Furthermore, although the CART method is effec-
tive for interpreting and visualizing decision rules, 
it – like most static models – may fail to account for 
the stochastic nature of cyber threats. Kianpour et 
al. (2021) rightly stress that modern research should 
shift from simplified models toward more dynamic 
and stochastic approaches.

Future research should focus on a deeper exami-
nation of the mechanisms by which cybersecurity 
management (CSM) affects economic development, 
identifying and analyzing sectoral differences in 
economic vulnerability, and considering regional 
and cultural factors in the formulation of protection 
strategies. Moreover, the dynamic development of 
technologies, including artificial intelligence, quan-
tum computing, and 5G, requires regular updates of 
models to ensure adaptive assessment of the impact 
of emerging cyber threats on global competitiveness.

CONCLUSION

The purpose of this study was to develop a methodology and identify the most influential predictors of 
national cybersecurity in global competitiveness utilizing the data mining approach.

Machine learning methods were implemented in the Salford Predictive Modeler software environ-
ment, including Classification and Regression Trees, Random Forest, Stochastic Gradient Boosting, 
Multivariate Adaptive Regression Splines, and Generalized Path Seeker. Accordingly, three groups of 
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countries were identified with different predicted levels of competitiveness, underscoring the impor-
tance of balancing the development of both external and internal components of cyber defense. 

The constructed regression tree showed that two subfactors exert the greatest influence on competitive-
ness: global contribution to cybersecurity and cybersecurity management. These indicators served as 
the key criteria for country segmentation in the model, and the CART algorithm determines the pre-
dicted competitiveness outcomes for each subgroup based on the mean value of the transformed target 
variable within the corresponding terminal node.

The CART model classified countries into three main groups, with different average predicted com-
petitiveness values based on the transformed competitiveness indicator WCR�=68−WCR, where higher 
values correspond to stronger competitiveness outcomes.

Lowest forecast group (Avg = 19.625) includes countries characterized by low levels of both global cy-
bersecurity contribution (GCC ≤ 4.5) and cybersecurity management capacity (CSM ≤ 3.5). The results 
indicate that insufficient institutional preparedness and weak cyber crisis management are associated 
with lower competitiveness outcomes.

Moderate forecast group (Avg = 38.455) includes countries with relatively limited global cybersecurity 
contribution but stronger internal cybersecurity management capabilities (CSM > 3.5). The findings 
suggest that effective cyber crisis management partially compensates for lower international engage-
ment and supports moderate competitiveness performance.

Highest forecast group (Avg = 42.828) includes countries with high levels of global cybersecurity con-
tribution (GCC > 4.5). The results demonstrate that active participation in international cybersecurity 
initiatives, combined with relatively balanced internal cybersecurity capacities, is associated with the 
strongest competitiveness outcomes.

The findings emphasize that sustainable competitiveness in the digital economy depends on the bal-
anced development of both international cybersecurity engagement and internal cybersecurity manage-
ment capacities. Investments in cyber governance, crisis management, education, research, and inter-
national cooperation represent essential prerequisites for strengthening national competitiveness and 
economic resilience.
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APPENDIX A

Table A1. Content essence of indicators used to develop the global competitiveness forecast

Source: Our elaboration based on WCR-Rankings – IMD, NCSI Ranking (e-Governance Academy Foundation, n.d.).

Indicator Abbreviation Measurement 

Scale, points
Indicator Description

World 

Competitiveness 
Ranking

WCR
ordinal ranking 

variable

Integral indicator determined based on integral values of subfactors: 

economic performance, government efficiency, business efficiency, 
infrastructure.

For modeling purposes, the original WCR ranking was transformed into 

WCR* = 68 − WCR in order to ensure that higher transformed values 
correspond to higher competitiveness outcomes.

Cybersecurity policy CP 0–15

Integral subfactor determined as the sum of five indicators, each 
measured on a scale from zero to three points: high-level cybersecurity 

leadership, cybersecurity policy development, cybersecurity policy 

coordination, national cybersecurity strategy, national cybersecurity 
strategy action plan.

Global 

cybersecurity 

contribution
GCC 0–6

Integral subfactor determined as the sum of three indicators: cyber 

diplomacy engagements (0–3 points), commitment to international law in 
cyberspace (0–1 point), contribution to international capacity building in 
cybersecurity (0–2 points).

Education and 
professional 

development

EPD 0–10

Integral subfactor determined as the sum of five indicators: cyber 
safety competencies in primary education (0–2 points), cyber safety 
competencies in secondary education (0–2 points), undergraduate 
cybersecurity education (0–2 points), graduate cybersecurity education 
(0–3 points), association of cybersecurity professionals (0–1 point)

Cybersecurity 

research and 

development

CRD 0–4

Integral subfactor determined as the sum of two indicators, each 

measured on a scale from zero to two points: cybersecurity research and 

development programs, cybersecurity doctoral studies.

Cybersecurity of 

critical information 
infrastructure

CCII 0–12

Integral subfactor determined as the sum of four indicators, each 

measured on a scale from zero to three points: identification of critical 
information infrastructure, cybersecurity requirements for operators of 
critical information infrastructure, cybersecurity requirements for public 
sector organizations, and competent supervisory authority.

Cybersecurity of 

digital enablers
CDE 0–12

Integral subfactor determined as the sum of six indicators, each measured 

on a scale from zero to two points: secure electronic identification, 
electronic signature, trust services, supervisory authority for trust 

services, cybersecurity requirements for cloud services, supply chain 
cybersecurity.

Cyber threat 

analysis and 

awareness raising

CTAAR 0–12

Integral subfactor determined as the sum of four indicators, each 

measured on a scale from zero to three points: cyber threat analysis, 

public cyber threat reports, public cybersecurity awareness resources, 

cybersecurity awareness raising coordination.

Protection of 
personal data

PPD 0–4

Integral subfactor determined as the sum of two indicators, each 

measured on a scale from zero to two points: personal data protection 
legislation, personal data protection authority.

Cyber incident 

response
CIR 0–14

Integral subfactor determined as the sum of five indicators: national 
incident response capacity (0–3 points), incident reporting obligations 
(0–3 points), cyber incident reporting tool (0–2 points), single point 
of contact for international cooperation (0–3 points), participation in 
international incident response cooperation (0–3 points).

Cybersecurity 

management
CSM 0–9

Integral subfactor determined as the sum of four indicators: cybersecurity 

management plan (0–2 points), national cybersecurity management 
exercises (0–3 points), participation in international cyber crisis exercises 
(0–2 points), operational crisis reserve (0–2 points).

Fight against 

cybercrime
FAC 0–16

Integral subfactor determined as the sum of six indicators: cybercrime 

offences in national law (0–3 points), procedural law provisions (0–3 
points), ratification of or accession to the Convention on Cybercrime (0–2 
points), cybercrime investigation capacity (0–3 points), digital forensics 
capacity (0–2 points), 24/7 contact point for international cybercrime 
(0–3 points).

Military cyber 

defense
MCD 0–6

Integral subfactor determined as the sum of three indicators, each 

measured on a scale from zero to two points: military cyber defense 

capacity, military cyber doctrine, military cyber defense exercises.
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APPENDIX B

Table B1. Input data array for building a forecast of the global competitiveness level 

Source: Our elaboration based on WCR-Rankings – IMD, NCSI Ranking (e-Governance Academy Foundation, n.d.).

Country WCR CP GCC EPD CRD CCII CDE CTAAR PPD CIR CSM FAC MCD

Argentina 66 9 4 8 0 6 6 6 4 8 2 13 4

Australia 13 15 6 10 4 9 8 9 4 11 7 16 6

Austria 26 15 6 10 2 12 8 6 4 14 5 16 4

Bahrain 21 9 4 10 0 12 8 6 4 11 0 9 0

Belgium 18 12 6 10 4 12 10 12 4 14 7 16 4

Botswana 55 12 5 3 2 0 2 0 4 6 2 11 0

Brazil 62 6 4 6 1 0 1 4 4 3 1 4 6

Bulgaria 58 5 4 9 2 2 3 8 4 6 1 9 4

Canada 19 15 6 6 4 12 6 9 4 14 7 16 6

Chile 44 12 4 10 0 0 8 3 2 11 0 16 6

China 14 6 4 10 4 9 8 3 4 11 4 9 0

Colombia 57 2 2 6 2 0 1 7 4 3 1 9 4

Croatia 51 7 5 3 2 5 5 8 4 6 4 9 6

Cyprus 43 9 5 10 2 9 10 9 4 14 2 16 2

Czech Republic 29 15 6 10 4 12 12 12 4 14 9 16 4

Denmark 3 6 5 9 2 5 5 8 4 6 3 6 6

Estonia 33 12 6 10 2 9 10 12 4 14 7 16 4

Finland 15 7 5 9 5 4 0 9 4 5 3 9 6

France 31 6 4 8 3 4 6 8 4 4 3 9 6

Germany 24 7 5 9 3 5 6 8 4 6 4 9 4

Ghana 65 9 3 8 0 9 4 6 4 14 3 16 0

Greece 47 7 4 7 5 5 6 9 4 6 4 9 3

Hungary 54 7 5 9 6 5 2 7 4 6 1 9 4

Iceland 17 6 1 0 2 4 5 6 4 6 0 9 0

India 39 6 5 9 1 0 6 6 2 3 3 7 6

Indonesia 27 3 2 6 1 1 6 8 4 4 3 7 4

Ireland 4 12 4 8 0 12 12 9 4 12 7 11 2

Israel 22 4 4 6 3 1 1 6 4 4 4 9 6

Italy 42 12 4 10 4 12 10 9 4 14 5 16 6

Japan 38 7 4 9 3 2 2 2 4 3 3 9 1

Jordan 48 12 6 10 0 9 6 12 2 11 5 11 4

Kazakhstan 35 12 4 6 2 12 6 9 4 11 4 11 4

Korea Rep. 20 7 5 9 5 2 1 4 4 3 3 7 3

Kuwait 37 6 3 6 0 0 4 6 4 6 0 6 4

Latvia 45 15 3 8 2 12 8 12 4 9 4 16 2

Lithuania 30 12 3 10 2 12 12 9 4 11 7 16 4

Luxembourg 23 7 5 7 2 1 5 8 4 3 2 6 1

Malaysia 34 6 5 9 5 4 6 7 4 3 2 7 3

Mexico 56 3 4 6 0 6 2 3 4 8 2 6 2

Mongolia 61 0 1 4 1 0 0 2 1 0 1 4 0

Netherlands 9 12 4 10 2 9 10 9 4 14 5 13 6

New Zealand 32 9 6 8 0 3 4 9 4 11 2 8 2

Nigeria 64 15 0 4 2 6 8 3 4 11 0 13 4

Norway 10 2 5 9 3 0 5 8 4 3 0 9 4

Peru 63 0 1 6 2 4 4 7 4 6 1 9 4

Philippines 52 6 4 6 2 1 1 5 4 5 3 9 3

Poland 41 15 4 10 2 12 10 12 4 14 6 16 6

Portugal 36 12 3 10 2 12 8 9 4 14 5 16 6

Qatar 11 9 6 5 2 0 4 3 4 3 5 6 2

Romania 50 7 4 7 5 4 6 8 4 6 3 9 6

Saudi Arabia 16 12 5 6 2 12 8 3 4 9 2 6 2
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Country WCR CP GCC EPD CRD CCII CDE CTAAR PPD CIR CSM FAC MCD

Singapore 1 6 5 9 5 0 6 3 4 3 5 7 2

Slovak Republic 59 12 4 10 0 12 10 9 4 14 2 16 4

Slovenia 46 0 0 0 0 0 0 3 2 0 2 0 0

South Africa 60 1 0 4 1 0 1 5 4 3 0 9 0

Spain 40 6 5 9 3 5 5 9 4 4 3 9 6

Sweden 6 7 5 9 2 4 2 8 4 6 3 9 6

Switzerland 2 5 5 9 5 0 4 7 4 3 1 9 6

Thailand 25 6 5 8 1 1 3 5 4 6 3 4 4

Turkey 53 7 1 7 3 1 1 7 4 3 3 9 1

UAE 7 1 1 8 1 0 1 6 2 5 1 7 0

United Kingdom 28 9 6 10 4 6 6 6 4 11 6 16 6

USA 12 15 6 6 4 9 6 9 4 14 9 13 6

Venezuela 67 3 1 0 1 0 0 7 2 3 0 7 0

APPENDIX C

Table C1. The forecast values of competitiveness level for the 64 countries using the Score Data 
procedure in SPM software

Country WCR* RESPONSE*

Argentina 2 19.625

Australia 55 42.8276

Austria 42 42.8276

Bahrain 47 19.625

Belgium 50 42.8276

Botswana 13 42.8276

Brazil 6 19.625

Bulgaria 10 19.625

Canada 49 42.8276

Chile 24 19.625

China 54 38.4545

Colombia 11 19.625

Croatia 17 42.8276

Cyprus 25 42.8276

Czech Republic 39 42.8276

Denmark 65 42.8276

Estonia 35 42.8276

Finland 53 42.8276

France 37 19.625

Germany 44 42.8276

Ghana 3 19.625

Greece 21 38.4545

Hungary 14 42.8276

Iceland 51 19.625

India 29 42.8276

Indonesia 41 19.625

Ireland 64 38.4545

Israel 46 38.4545

Italy 26 38.4545

Japan 30 19.625

Jordan 20 42.8276

Kazakhstan 33 38.4545

Korea Rep. 48 42.8276

Table B1 (cont.). Input data array for building a forecast of the global competitiveness level 
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Country WCR* RESPONSE*

Kuwait 31 19.625

Latvia 23 38.4545

Lithuania 38 38.4545

Luxembourg 45 42.8276

Malaysia 34 42.8276

Mexico 12 19.625

Mongolia 7 19.625

Netherlands 59 38.4545

New Zealand 36 42.8276

Nigeria 4 19.625

Norway 58 42.8276

Peru 5 19.625

Philippines 16 19.625

Poland 27 38.4545

Portugal 32 38.4545

Qatar 57 42.8276

Romania 18 19,625

Saudi Arabia 52 42,8276

Singapore 67 42,8276

Slovak Republic 9 19,625

Slovenia 22 19,625

South Africa 8 19,625

Spain 28 42.8276

Sweden 62 42.8276

Switzerland 66 42.8276

Thailand 43 42.8276

Turkey 15 19.625

UAE 61 19.625

United Kingdom 40 42.8276

USA 56 42.8276

Venezuela 1 19.625

Note: Higher values of WCR* and RESPONSE* correspond to stronger competitiveness outcomes. The transformed indicators 
were calculated using the inverse transformation 68−x (meaning for the appropriate country), where 68 represents the total 
number of ranking positions plus one.

Table C1 (cont.). The forecast values of competitiveness level for the 64 countries using the Score 
Data procedure in SPM software
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APPENDIX E

Table E1. Data for constructing QQ-plot

Sorted residuals Theoretical quantiles Sorted residuals Theoretical quantiles
–105.375 –2.418 –29.1724 0.020

–94.375 –1.987 –27.375 0.059

–89.375 –1.762 –26.1724 0.098

–86.5455 –1.601 –24.375 0.138

–84.1724 –1.473 –22.5455 0.177

–82.1724 –1.366 –20.5455 0.217

–80.1724 –1.273 –19.1724 0.257

–78.375 –1.189 –17.375 0.298

–76.5455 –1.113 –16.1724 0.339

–74.1724 –1.043 –14.375 0.381

–71.375 –0.978 –13.1724 0.424

–68.5455 –0.917 –11.375 0.467

–67.1724 –0.858 –9.375 0.511

–65.1724 –0.803 –7.5455 0.556

–63.1724 –0.750 –6.375 0.602

–61.1724 –0.699 –4.5455 0.650

–59.375 –0.650 –3.375 0.699

–57.375 –0.602 –1.375 0.750

–56.1724 –0.556 –0.1724 0.803

–54.1724 –0.511 1.625 0.858

–51.5455 –0.467 2.8276 0.917

–50.1724 –0.424 4.4545 0.978

–48.1724 –0.381 5.625 1.043

Source: Constructed by the authors with SPM software.

Figure D1. Regression tree of the influence of cybersecurity sub-factors on the level of country 
competitiveness

APPENDIX D
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Sorted residuals Theoretical quantiles Sorted residuals Theoretical quantiles
–46.1724 –0.339 7.625 1.113

–44.375 –0.298 9.4545 1.189

–41.375 –0.257 10.625 1.273

–40.1724 –0.217 11.8276 1.366

–38.1724 –0.177 13.625 1.473

–36.1724 –0.138 18.8276 1.601

–34.5455 –0.098 22.8276 1.762

–33.1724 –0.059 26.8276 1.987

–31.375 –0.020 28.8276 2.418

Table E1. (cont.). Data for constructing QQ-plot
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