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Abstract

Small and medium-sized enterprises (SMEs) are a key driver of employment and eco-
nomic growth in South Africa, yet their increasing reliance on digital technologies has 
significantly increased exposure to cyber threats that can undermine customer trust 
and business sustainability. However, empirical evidence on how cybersecurity invest-
ment influences customer trust among SMEs in South Africa remains limited. This 
study aims to examine the relationship between cybersecurity investment and custom-
er trust among SMEs operating in the retail, hospitality, e-commerce, professional ser-
vices, and small-scale manufacturing sectors in KwaZulu-Natal, South Africa. These 
sectors were selected because of their high dependence on digital transactions and cus-
tomer data processing. A quantitative research design was adopted using primary data 
collected through a structured questionnaire administered to SME owners and senior 
managers between 2024 and 2025. A total of 375 valid responses were analyzed using 
Pearson’s correlation and linear regression techniques. The results reveal a statistically 
significant positive relationship between cybersecurity investment and customer trust 
(r = 0.312, p < 0.001). Regression analysis further indicates that cybersecurity invest-
ment explains 9.7% of the variance in customer trust (R2 = 0.097, p < 0.05). SMEs 
that implemented secure digital payment systems, data protection measures, employee 
cyber-awareness training, and compliance with the Protection of Personal Information 
Act (POPIA) reported higher levels of customer confidence and perceived business 
credibility. These findings highlight that strategic investment in cybersecurity contrib-
utes to strengthening customer trust and improving the competitiveness and resilience 
of digitally enabled SMEs in South Africa.
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INTRODUCTION

Small and medium-sized enterprises (SMEs) play a vital role in South 
Africa’s economic development, contributing approximately 42% of 
the country’s gross domestic product and employing nearly 60% of the 
workforce. They also account for more than 90% of formal businesses 
in the country (Maharaj & Msomi, 2026). As SMEs increasingly adopt 
digital technologies to support online transactions, customer engage-
ment, and operational efficiency, they are becoming more exposed to 
cybersecurity risks. Cyber incidents such as data breaches, phishing 
attacks, ransomware, and identity theft are becoming more frequent 
and pose significant operational and reputational threats to businesses 
operating in digital environments. In South Africa, the cybersecurity 
challenges faced by SMEs are intensified by structural constraints, in-
cluding limited financial resources, a lack of specialized cybersecurity 
expertise, and relatively low levels of digital risk awareness. Although 
national regulatory frameworks, including the Protection of Personal 
Information Act (POPIA) and the Cybercrimes Act, aim to strengthen 
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data protection and improve cyber resilience, many SMEs still struggle to implement adequate security 
measures (Adelusi et al., 2022; Msomi & Ngcobo, 2023; Segotso et al., 2024). Consequently, SMEs often 
have weaker cybersecurity capabilities than large organizations, making them particularly vulnerable 
to cyber threats.

Beyond operational disruptions, inadequate cybersecurity can directly affect customer perceptions and 
trust. In digital transactions, customers must rely on firms to safeguard personal and financial informa-
tion. When businesses fail to demonstrate strong security practices, customers may become reluctant to 
share sensitive information or continue engaging with the firm (Karadağ et al., 2023). Customer trust 
has, therefore, become an increasingly important factor influencing the sustainability and competitive-
ness of SMEs operating in digitally mediated markets. While existing studies have examined cyberse-
curity practices and organizational security management, much of this research has focused on large 
corporations with well-established IT infrastructures (Hsu et al., 2012; Baskerville et al., 2014). There 
remains limited empirical evidence on how cybersecurity investment influences customer trust within 
SMEs, particularly in developing economy contexts such as South Africa. This gap is significant because 
SMEs often operate with constrained resources and must make strategic decisions about how to allocate 
limited investments in cybersecurity.

1. LITERATURE REVIEW

Cybersecurity has become a crucial component in-
fluencing customer trust, organizational credibility, 
and business sustainability in this changing environ-
ment. Due to their limited financial, technological, 
and human resources, SMEs in South Africa often 
struggle with cybersecurity readiness despite playing 
a critical role in job creation and economic growth. 
The South African Banking Risk Information Centre 
reported that digital banking fraud incidents almost 
doubled from 31,612 cases in 2023 to approximately 
64,000 cases in 2024, with associated losses increas-
ing from R1 billion to more than R1.4 billion (South 
African Banking Risk Information Centre [SABRIC], 
2025). Similarly, a national cybersecurity survey 
found that 47% of South African organisations ex-
perienced between one and five cybersecurity inci-
dents during the preceding year, while 88% reported 
experiencing at least one security breach. Malware 
and phishing were identified among the most prev-
alent threats (Council for Scientific and Industrial 
Research [CSIR], 2024). This threatening environ-
ment places SMEs at considerable risk of financial 
fraud, phishing, ransomware, malware and data 
breaches. Consequently, customers may become in-
creasingly cautious about conducting business with 
companies that collect and process sensitive finan-
cial and personal information, particularly because 
perceived security significantly influences customer 
trust and loyalty in South African online transac-
tions (Mofokeng, 2023).

The increasing amount of research emphasizes 
how crucial cybersecurity is to SMEs’ long-term 
viability and competitiveness, especially as the 
number of digital transactions rises. Customers 
are more inclined to interact with businesses that 
exhibit robust cybersecurity procedures. For ex-
ample, Rizomyliotis (2026) discovered that con-
sumer trust in online SMEs is greatly increased 
by visible security features like encryption, secure 
payment gateways, and authentication mecha-
nisms. According to Cao and Huang (2022), SMEs 
that are more prepared for cybersecurity are also 
more likely to keep clients because investing in se-
curity improves the company’s reputation for pro-
fessionalism and dependability. Data encryption, 
intrusion detection systems, and employee secu-
rity awareness training are examples of cyberse-
curity tools that demonstrate a company’s com-
mitment to safeguarding customer information. 
These results are consistent with signaling theory, 
which holds that businesses can lessen informa-
tion asymmetry and foster trust by giving stake-
holders observable, credible assurances (Connelly 
et al., 2011). Thus, SME cybersecurity serves as a 
strategic signal that boosts customer confidence 
and encourages long-term digital engagement in 
addition to serving as a protective mechanism.

Research reveals significant differences in SMEs’ 
awareness, investment, and organizational pre-
paredness worldwide, despite compelling evi-
dence of the importance of cybersecurity. Many 
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SMEs prioritize immediate operational needs 
over digital security, resulting in chronic under-
investment. According to Kshetri (2019), SMEs 
in developing nations frequently lack official cy-
bersecurity policies and find it difficult to devote 
resources to security because of budgetary limi-
tations and a lack of technical know-how. This 
conclusion is supported in the African context, 
where Bada et al. (2019) note that weak securi-
ty postures among SMEs stem from low cyber-
security awareness, reliance on unofficial, trust-
based business practices, and a lack of dedicated 
IT staff. In a similar vein, Kabanda et al. (2018) 
demonstrate that many African SMEs lack for-
mal cybersecurity planning, making them sus-
ceptible to operational disruptions and data 
breaches. Meeting the requirements of POPIA 
in South Africa remains difficult, especially for 
SMEs without specialized personnel, as compli-
ance requires implementing appropriate organi-
zational and technical safeguards (Brodin, 2019). 
Similar difficulties can be seen in other devel-
oping nations: according to Flores et al. (2015), 
Latin American SMEs usually underinvest in cy-
bersecurity because of financial constraints and 
low perceived vulnerability.

Numerous studies demonstrate how cybersecu-
rity training and digital literacy improve organi-
zational outcomes. Targeted cybersecurity train-
ing enhances employees’ threat detection and 
compliance behaviors, which lowers the possibil-
ity of security breaches that could erode custom-
er confidence, according to Parsons et al. (2017). 
Moreover, responsible and transparent commu-
nication regarding data handling procedures, in 
addition to technical protection, shapes digital 
trust (Cheng & Nasirov, 2025). In a similar vein, 
Alshaikh (2020) shows that increasing cyberse-
curity awareness within organizations through 
communication, training, and cultural develop-
ment greatly increases stakeholder trust and low-
ers vulnerabilities. Cegarra-Navarro et al. (2014) 
demonstrate that knowledge-oriented training 
interventions improve both operational capability 
and customer confidence, despite being primar-
ily focused on organizational performance more 
broadly. This supports the idea that developing 
human-centric cybersecurity skills is crucial for 
SMEs looking to create resilient and reliable digi-
tal environments.

Studies conducted outside of Africa support these 
conclusions. According to Renaud and Ophoff 
(2021), SMEs in the UK implemented strong cyber-
security controls, specifically encryption, authen-
tication systems, and secure payment infrastruc-
tures, and reported noticeably higher customer 
confidence, particularly in industries that handled 
financial and personal data. In the Middle East, 
comparable trends have been noted. According to 
Alshaikh (2020), SMEs in Saudi Arabia experience 
quantifiable increases in customer trust when they 
exhibit adherence to international standards like 
ISO/IEC 27001 and national cybersecurity frame-
works. Anukoonwattaka et al. (2021) demonstrate 
that cybersecurity investment has a significant im-
pact on consumer confidence in digital services 
in the Asia-Pacific region, particularly in e-com-
merce and logistics SMEs, where customer will-
ingness to transact is directly influenced by per-
ceived data security. Taiwanese data support this 
worldwide trend; Adelusi et al. (2022) found that 
consumers’ intention to interact with SME online 
platforms is significantly increased by cybersecu-
rity readiness, as measured by incident response 
capability, secure infrastructure, and employee 
training. Together, these studies confirm that cy-
bersecurity is a strategic driver of digital trust, cus-
tomer retention, and long-term competitiveness for 
SMEs globally, rather than just a technical issue.

The literature also shows notable differences in cy-
bersecurity awareness and investment, especially 
in developing nations, despite these established 
correlations. According to Kshetri (2019), SMEs in 
developing nations frequently underinvest in cy-
bersecurity because they believe that operational 
or financial pressures are more pressing than digi-
tal risks. Due to financial constraints and a lack 
of technical know-how, Flores et al. (2015) found 
that many SMEs in Latin America deprioritize cy-
bersecurity. Similar patterns are seen in African 
contexts. According to Bada et al. (2019), SMEs’ 
capacity to put even the most basic security mea-
sures in place is hampered by low cybersecurity 
awareness and a lack of organized security plan-
ning. SMEs in South Africa that lack specialized 
IT or compliance staff find it particularly difficult 
to comply with POPIA, as they struggle to meet 
requirements related to data processing, secu-
rity measures, and continuous risk management 
(Sema et al., 2025).
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Numerous studies demonstrate that security train-
ing, cyber awareness, and digital literacy improve 
organizational outcomes. Bada and Nurse (2019) 
emphasize that by lowering the possibility of secu-
rity breaches, cybersecurity education aids SMEs 
in better understanding digital threats, putting in 
place suitable controls, and preserving customer 
trust. This is consistent with research conducted in 
Brazil by Santos and Berssaneti (2024), who found 
that SMEs that took part in government-funded 
cybersecurity training programs had higher lev-
els of customer trust and fewer security incidents. 
In a similar vein, Awad and Martín-Rojas (2024) 
show that training initiatives targeted at enhanc-
ing digital capability and risk awareness can im-
prove organizational performance and customer 
trust. 

When considered collectively, the reviewed lit-
erature emphasizes how crucial cybersecurity in-
vestment is for safeguarding private data, assist-
ing with regulatory compliance, and fostering 
consumer confidence. However, issues like scarce 
resources, low levels of digital literacy, and dis-
parities in cybersecurity adoption among South 
African SMEs continue to exist. 

Therefore, this study aims to investigate the rela-
tionship between cybersecurity investment and 
customer trust among SMEs in KwaZulu-Natal, 
South Africa. The study also aims to offer insights 
that can support SME managers in prioritizing 
cybersecurity initiatives and inform policymakers 
seeking to strengthen digital resilience within the 
SME sector.

2. METHOD

This study employed a quantitative research de-
sign grounded in the positivist paradigm to exam-
ine the relationship between cybersecurity invest-
ment and customer trust among South African 
SMEs. A cross-sectional survey approach was 
selected because it enables the collection of stan-
dardized data from a relatively large number of 
firms and supports statistical testing of hypoth-
esized relationships. As Creswell (2014) explains, 
quantitative survey designs are appropriate when 
the objective is to measure relationships among 
variables using statistical techniques. The quanti-

tative strategy was, therefore, considered suitable 
for assessing the strength and significance of asso-
ciations between clearly defined constructs while 
enhancing objectivity and replicability.

The analysis was conducted in the province of 
KwaZulu-Natal, South Africa, which hosts a di-
verse and economically significant SME sector 
experiencing rapid digital adoption. The province 
was purposively selected due to its concentration 
of SMEs and increasing exposure to cyber risks 
associated with digital business operations. The 
enterprises included in the study primarily oper-
ated in retail, hospitality, e-commerce, profession-
al services, and small-scale manufacturing sectors 
in which digital technologies are increasingly used 
for online payments, customer databases, digital 
marketing, and electronic business management 
systems. These sectors were considered particular-
ly relevant because they routinely process custom-
er data and financial transactions through digital 
platforms, making them more exposed to cyberse-
curity risks and trust-related challenges. Data col-
lection was carried out between January and June 
2025, ensuring that the information reflects recent 
cybersecurity practices within the current regula-
tory environment shaped by the implementation 
of the POPIA.

The target population consisted of formally regis-
tered SMEs operating within KwaZulu-Natal that 
actively use digital technologies in their business 
operations. In accordance with South African 
SME classification guidelines, eligible firms were 
those employing between 10 and 200 employees, 
thereby excluding microenterprises with mini-
mal digital infrastructure and large corporations 
with substantially different cybersecurity capaci-
ties. The unit of analysis was the firm, while the 
unit of observation was the SME owner or senior 
managerial representative responsible for digital 
operations, information technology management, 
or cybersecurity oversight. These individuals were 
selected because they are directly involved in deci-
sion-making regarding cybersecurity investments 
and digital operational practices.

A purposive sampling technique was employed 
to ensure that respondents possessed adequate 
knowledge of their organizations’ cybersecu-
rity practices and investment decisions, consis-
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tent with guidance by Saunders et al. (2019) on 
information-rich sampling. Contact details of 
enterprises were obtained from publicly acces-
sible business directories, including the Small 
Enterprise Development Agency (SEDA) da-
tabase, regional SME associations, and official 
company websites, which provide listings of 
formally registered SMEs operating within the 
province.

The minimum required sample size was deter-
mined using the modified Cochran formula for 
finite populations, a widely accepted approach 
for survey research (Cochran, 1977). Based on an 
estimated sampling frame of approximately 850 
eligible SMEs, the calculation yielded a required 
sample of 381 firms at a 95% confidence level and 
a 5% margin of error. A total of 380 questionnaires 
were returned, of which five were excluded follow-
ing data screening for incompleteness and incon-
sistency, resulting in 375 valid responses for anal-
ysis. The participating enterprises varied in size, 
with the majority employing between 10 and 50 
employees, while others employed 51–200 mem-
bers, providing representation across the small 
and medium-sized spectrum.

Data were collected using a structured question-
naire comprising closed-ended items measured on 
a five-point Likert scale ranging from 1 (strongly 
disagree) to 5 (strongly agree). Likert-type scaling 
is widely used in behavioral and management re-
search to measure attitudes and perceptions in a 
standardized manner, as noted by Likert (1932). 
The instrument was developed based on validat-
ed constructs from prior cybersecurity and trust 
literature and was adapted to the South African 
SME context to ensure contextual relevance.

The questionnaire captured firm demographics, 
cybersecurity investment practices, and customer 
trust perceptions. Cybersecurity investment items 
measured the presence of secure payment systems, 
data encryption mechanisms, employee cyber-
awareness training programs, POPIA compliance 
practices, and other digital safeguards implement-
ed within the enterprise. Customer trust items as-
sessed perceived digital safety, confidence in shar-
ing personal information, trust in online transac-
tions, and overall perceived reliability of the firm’s 
digital environment.

To enhance clarity and content validity, the instru-
ment was pilot tested with 20 SME managers fol-
lowing recommendations by Saunders et al. (2019). 
Minor wording adjustments were made based on 
feedback, and pilot responses were excluded from 
the final dataset.

Data collection was conducted electronically us-
ing an online survey platform. Potential respon-
dents received an invitation email outlining the 
purpose of the study, eligibility criteria, assur-
ances of confidentiality, and a secure link to the 
questionnaire. Participation was voluntary, and 
two reminder emails were distributed at two-week 
intervals to improve response rates (Dillman et al., 
2014). The survey remained open for approximate-
ly twelve weeks.

The study adhered to established ethical standards 
for research involving human participants. Prior 
to completing the questionnaire, respondents 
were presented with an informed consent state-
ment explaining the purpose of the study, the vol-
untary nature of participation, and the intended 
use of the data. Consent was obtained electroni-
cally before access to the survey was granted. To 
ensure anonymity and impartiality, no person-
ally identifying information was collected, and 
responses were analyzed in aggregated form only. 
The research protocol received approval from the 
relevant institutional research ethics committee.

The validated dataset comprising 375 responses 
was analyzed using the Statistical Package for the 
Social Sciences (SPSS). The analytical procedure 
followed a structured sequence beginning with 
data cleaning and screening, followed by descrip-
tive statistics to profile respondents and partici-
pating firms. Pearson’s correlation analysis was 
conducted to determine the strength and direc-
tion of the relationship between cybersecurity in-
vestment and customer trust, followed by linear 
regression analysis to evaluate the predictive effect 
of cybersecurity investment on customer trust. 
Statistical significance was assessed at the 5% level. 

3. RESULTS 

A total of 375 valid responses from SME owners 
and senior managers were retained for analysis af-
ter data screening. All items were measured on a 
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five-point Likert scale (1 = strongly disagree to 5 = 
strongly agree). Item scores were aggregated into 
composite indices for the two principal constructs.

Table 1 presents the descriptive statistics and fac-
tor loadings for the measurement items of cyberse-
curity investment and customer trust among South 
African SMEs. The results indicate that all indicators 
load strongly on their respective constructs, with 
standardized loadings ranging from 0.824 to 0.888, 
exceeding the commonly recommended threshold 
of 0.70. This confirms that the measurement items 
exhibit satisfactory indicator reliability and are ap-
propriate representations of their underlying con-
structs. With respect to cybersecurity investment, 
the mean scores range from 3.29 to 3.52, indicating 
a moderate level of cybersecurity practice adoption 
among the sampled SMEs. The highest mean is ob-
served for the use of secure payment systems (M = 
3.52, SD = 0.785), indicating that transactional secu-
rity measures are relatively more established. In con-
trast, employee cybersecurity awareness training (M 
= 3.29, SD = 0.903) records the lowest mean within 
this construct, reflecting comparatively weaker in-
vestment in human-centric cybersecurity capabili-
ties. For customer trust, the mean values range from 
3.59 to 3.74, indicating generally positive customer 
trust perceptions. The highest-rated item is cyber-
security practices enhance business credibility (M 
= 3.74, SD = 0.705), suggesting that visible security 
measures contribute to perceived organizational reli-
ability. The relatively consistent standard deviations 
(approximately 0.70–0.90) across items indicate ac-
ceptable variability in responses without evidence of 
extreme dispersion.

Pearson’s correlation coefficient was employed to 
assess the strength and direction of the associa-
tion, and the outcomes are presented in Table 2.

Table 2. Correlation between cybersecurity 
investment and customer trust in South African 
SMEs

Construct A Construct B
Pearson’s 

correlation (r) p-value

Cybersecurity 

Investment

Customer 

Trust
.312** < .0005

Note: Correlation is significant at the 0.01 level (2-tailed).

Table 2 shows that among South African SMEs, 
cybersecurity investment and customer trust are 
positively and statistically significantly correlated 
(r = 0.312, p <.0005). This indicates that SMEs that 
devote more financial and strategic resources to 
cyber-safe security, such as data encryption sys-
tems, intrusion detection software, secure pay-
ment gateways, employee cyber-awareness train-
ing, and adherence to the POPIA, tend to foster 
greater levels of customer trust. In essence, cyber-
security turns into an obvious indicator of an or-
ganization’s dependability and dedication to pro-
tecting client information.

In South Africa, where cybercrime has increased 
dramatically over the past ten years, this rela-
tionship is especially significant. According to 
reports from the South African Banking Risk 
Information Centre (2025), SMEs are increasingly 
being targeted because of their relatively weak cy-
bersecurity defenses, making South Africa one of 
the nations with the highest number of cyberat-
tacks in Africa. Customers are now more sensitive 
to concerns about identity theft, online fraud, and 
privacy as a result. Nowadays, customers are more 
wary when doing business with small companies, 
particularly internet merchants, SMEs involved in 
fintech, and service-oriented businesses that han-
dle personal data. As a result, better cybersecurity 
procedures not only increase perceived safety but 

Table 1. Descriptive statistics of composite constructs

Construct Indicators Loadings Mean SD

Cybersecurity 

investment

SME invests adequately in data protection technologies 0.842 3.38 0.812

Use of secure payment systems 0.861 3.52 0.785

Employees receive cybersecurity awareness training 0.824 3.29 0.903

Compliance with POPIA data protection requirements 0.879 3.47 0.768

Regular updates of security software and firewalls 0.833 3.39 0.846

Customer  

trust

Customers perceive the business as secure 0.871 3.71 0.742

Customers are confident sharing personal information 0.846 3.63 0.781

Customers trust online transaction processes 0.888 3.69 0.736

Cybersecurity practices enhance business credibility 0.854 3.74 0.705

Customers are willing to continue transacting online 0.829 3.59 0.792
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also strengthen professionalism, legitimacy, and 
organizational credibility, all of which are essen-
tial for fostering trust in cutthroat markets.

To determine how much cybersecurity investment 
predicts customer trust, a regression analysis was 
carried out after the correlation analysis. 

According to the regression analysis (Table 3), cyber-
security investment accounts for 9.7% of the varia-
tion in customer trust levels among South African 
SMEs, with an R2 value of 0.097. Although this may 
seem insignificant at first, it has significance in be-
havioral and social science research, where a variety 
of factors, including service quality, pricing, reputa-
tion, brand engagement, and customer experience, 
influence customer trust. In South Africa’s increas-
ingly digitalized market environment, cybersecuri-
ty investment is becoming increasingly important, 
as it accounts for nearly 10% of customers’ trust de-
cisions. F (1,148) = 12.441, p < .05, which supports 
the model’s overall significance, indicates that cy-
bersecurity investment is a statistically and practi-
cally significant predictor of customer trust rather 
than an incidental or peripheral factor.

Additionally, the positive regression coefficient (B 
= 0.528, p < .05) indicates that each small increase 
in cybersecurity spending, technological advance-
ments, or enhancements to digital security proce-
dures results in a measurable increase in customer 
trust. This implies that consumers actively interpret 
visible cybersecurity features as signs of a compa-
ny’s dependability, such as encrypted communica-
tion, secure payment badges, POPIA compliance 
statements, and verified website security certifi-
cates. To put it another way, cybersecurity influ-
ences consumer perceptions in ways that go beyond 
conventional elements like service effectiveness or 
product quality. South African consumers’ expec-
tations of digital security become entwined with 
their willingness to transact with SMEs as they be-
come more conscious of data breaches, SIM-swap 
fraud, phishing scams, and financial cybercrime.

4. DISCUSSION 

This study examined whether cybersecurity in-
vestment contributes to customer trust among 
South African SMEs. The empirical results reveal 
a positive and statistically significant relation-
ship between cybersecurity investment and cus-
tomer trust (r = 0.312, p < 0.001). The regression 
analysis further indicates that cybersecurity in-
vestment significantly predicts customer trust (B 
= 0.528, p < 0.05) and explains 9.7% of the vari-
ance in customer trust (R2 = 0.097). These findings 
indicate that SMEs allocating greater resources to 
cybersecurity tend to experience higher levels of 
customer trust. In practical terms, investments 
in secure payment systems, encryption technolo-
gies, compliance with the Protection of Personal 
Information Act (POPIA), and cybersecurity 
awareness practices appear to strengthen custom-
er confidence in digital transactions with SMEs.

This finding is consistent with signaling theory, 
which suggests that visible organizational com-
mitments reduce information asymmetry and 
enhance stakeholder confidence (Connelly et al., 
2011; Msomi & Olarewaju, 2021). In digital mar-
kets where customers cannot directly observe in-
ternal security practices, cybersecurity measures 
serve as signals that firms are capable of protect-
ing sensitive data and maintaining safe digital en-
vironments. The results, therefore, suggest that 
cybersecurity investments function not only as 
protective mechanisms but also as trust-building 
signals that influence customer perceptions of re-
liability and professionalism.

The findings are consistent with previous empiri-
cal research demonstrating that security assurance 
mechanisms positively influence customer trust 
in digital environments. For example, Bélanger et 
al. (2002) found that visible e-commerce security 
features significantly enhance consumer trust and 
purchase intentions. Similarly, Sassi et al. (2022) 
reported that perceived structural assurances and 

Table 3. Linear regression – Cybersecurity investment and customer trust

Variables  

in the Equation B Beta T p-value R² F df

Constant 9.214 5.031 < .0005 0.097 12.441 1; 148

Cybersecurity Investment .528 .312 3.528 < .05

Note: DV – Customer Trust. Predictor – Cybersecurity Investment.
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security mechanisms are critical determinants 
of online trust formation. The present study con-
firms these relationships within the context of 
South African SMEs, thereby extending prior re-
search that has largely focused on large organiza-
tions or developed economies.

The results also align with regional studies examin-
ing cybersecurity practices in African SMEs. Sang 
(2023) observed that South African e-commerce 
SMEs implementing security controls such as SSL 
certification and transparent privacy policies re-
ported higher levels of customer trust. Likewise, 
Khoza and Hoeyi (2025) found that cybersecurity 
readiness among African SMEs is positively asso-
ciated with customer retention and willingness to 
share personal information. The current findings, 
therefore, reinforce existing evidence that cyber-
security capabilities contribute to trust-building 
within digitally enabled business environments.

However, the magnitude of the relationship ob-
served in this study differs somewhat from that 
reported by Noutchie (2025), who found a weak-
er association between cybersecurity investment 
and customer trust in informal township-based 
SMEs. One possible explanation for this difference 
is the level of digital integration. In highly digi-
tized SMEs, customers interact primarily through 
online systems, making security assurances more 
salient for trust formation. In contrast, in less dig-
itized or informal business environments, trust 
may be shaped more strongly by interpersonal re-
lationships, price sensitivity, or convenience rather 
than digital security mechanisms.

The regression results also indicate that cyberse-
curity investment explains 9.7% of the variance in 
customer trust, suggesting that while cybersecu-
rity plays a meaningful role in shaping trust, it is 
not the sole determinant. This finding is consis-
tent with prior research indicating that trust is a 
multi-dimensional construct influenced by sev-

eral factors beyond security. For instance, Zhang 
et al. (2023) report that perceived security signif-
icantly contributes to online trust but interacts 
with factors such as service quality and user expe-
rience. Similarly, Jones (2026) found that cyberse-
curity readiness influences consumer trust among 
SMEs in Asia-Pacific contexts but operates along-
side other relational and experiential drivers. The 
present results, therefore, support the interpreta-
tion that cybersecurity investment represents one 
important component of a broader trust-building 
framework.

An additional insight emerging from the de-
scriptive results concerns the comparatively low-
er adoption of employee cybersecurity training 
among SMEs. While many firms appear to priori-
tize technical safeguards such as secure payment 
systems and encryption, behavioral cybersecurity 
practices receive comparatively less emphasis. This 
observation is consistent with Parsons et al. (2017), 
who highlight that human error remains a major 
contributor to cybersecurity incidents in small 
organizations. Limited investment in employee 
awareness programs may, therefore, constrain the 
full trust-enhancing potential of cybersecurity 
strategies. Strengthening human-centered securi-
ty practices could enhance both the protective and 
perceptual benefits of cybersecurity investment.

In the South African context, the importance of 
cybersecurity investment may also be influenced 
by an increasingly regulatory and risk-laden en-
vironment. The implementation of the POPIA has 
increased organizational responsibility for safe-
guarding personal data. SMEs that visibly comply 
with these regulatory requirements may, therefore, 
differentiate themselves as trustworthy custodi-
ans of customer information. As digital commerce 
continues to expand across South Africa, cyberse-
curity investment is likely to become an increas-
ingly important determinant of SME competitive-
ness and customer trust.

CONCLUSION 

The purpose of this study was to examine the relationship between cybersecurity investment and cus-
tomer trust among SMEs in South Africa. The empirical results demonstrate a positive and statistically 
significant relationship between cybersecurity investment and customer trust. Regression analysis fur-
ther indicates that cybersecurity investment significantly predicts customer trust, suggesting that SMEs 
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investing more in cybersecurity tend to experience higher levels of customer confidence. Specifically, 
practices such as data encryption, secure payment systems, POPIA compliance, and employee cyber-
awareness initiatives were associated with stronger perceptions of trust and digital reliability among cus-
tomers. Several conclusions follow from these findings. First, cybersecurity investment should be viewed 
not only as a technical safeguard but also as a strategic trust-building mechanism that signals reliability 
and responsible data protection to customers. Second, SMEs that demonstrate a visible commitment to 
cybersecurity may strengthen their competitive position in digital markets by reducing perceived trans-
action risks and enhancing brand credibility. Third, while cybersecurity investment contributes signifi-
cantly to customer trust, it explains only part of the overall trust formation process, indicating that SMEs 
should complement cybersecurity initiatives with broader strategies related to service quality, customer 
experience, and reputation management. Finally, the comparatively lower emphasis on employee cyber-
security training suggests that strengthening human-centered security practices could further enhance 
the protective and reputational benefits of cybersecurity investment within SMEs.
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