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Zaid Mohammad AL Hawatmah (Jordan), Ayman Bader (Jordan), Munif Zoubi (Jordan)

QUANTITATIVE MODELING
OF CYBER RISKS IN GULF BANKS
AND FINTECH PLATFORMS

Abstract

FinTech growth in the Gulf has expanded digital access to banking services, but cyber-
risk governance has not advanced at the same pace. This study develops and applies
a quantitative framework to evaluate institutional, systemic, predictive, and probabi-
listic dimensions of cyber risk across Gulf financial technology ecosystems, includ-
ing commercial banks, digital wallets, and payment platforms. The empirical design
combined an application-level sample of ten leading mobile financial platforms with a
vulnerability-level observation dataset generated through repeated static and dynamic
security assessments between July 2024 and May 2025. The analysis integrated com-
parative statistical testing, extreme value modeling, dependency analysis, machine
learning classification, and Bayesian estimation. The results revealed significant insti-
tutional divergence in vulnerability severities (p < 0.01), with Saudi Arabian Android
banking applications recording the highest mean score (8.12) and UAE iOS applica-
tions the lowest (7.29). The risk distribution displayed a heavy-tailed structure, with a
shape coeflicient of 0.22 and a scale coeflicient of 0.78, indicating that rare but severe
vulnerabilities dominate exposure. Dependency modeling identified systemic linkages
between platform type, regulatory environment, and vulnerability category, with cor-
relations ranging from 0.29 to 0.36. Machine learning classification achieved 85% ac-
curacy and 84% precision, while Bayesian estimation produced narrow 95% credibility
intervals. The findings highlight distinct, quantifiable cyber-risk patterns across Gulf
banks and FinTech platforms and support the need for integrated, data-driven super-
visory frameworks.

Keywords resilience, oversight, applications, divergence, Bayesian,
classification
JEL Classification €38, G28, 033,186

INTRODUCTION

The rapid expansion of mobile financial platforms and digital
banking services across the Gulf region has transformed finan-
cial intermediation, aligning with national agendas such as Saudi
Arabia’s Vision 2030 and the United Arab Emirates’ Centennial
2071. Traditional banks, once the main financial intermediaries,
now operate alongside FinTech firms, mobile wallets, and payment
providers that deliver near-instant access to financial services. This
convergence has strengthened inclusion and innovation but simul-
taneously created new layers of systemic exposure to cybersecurity
threats.

The growing integration of banks into FinTech ecosystems has deep-
ened interdependencies among applications, cloud infrastructures,
and third-party vendors. Mobile banking platforms now rely on com-
plex digital architectures involving machine learning algorithms,
open application interfaces, and real-time data exchange, all of which
expand potential attack surfaces. As digitalization accelerates, main-
taining the balance between technological innovation and cybersecu-
rity assurance has become a central challenge for banks and FinTech
operators in the Gulf.
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However, the region’s cybersecurity maturity has not kept pace with financial innovation. Persistent
weaknesses include insecure communication protocols, weak encryption, and limited institutional ca-
pacity for risk quantification. Unlike advanced economies, where both banks and FinTechs operate un-
der data-driven supervisory frameworks, Gulf regulators rely on compliance-based audits using general
international standards such as ISO 27001 or PCI-DSS.

The scientific problem addressed in this study is the absence of an empirically validated, quantitative
understanding of how institutional frameworks, banking practices, and systemic dependencies interact
to shape cybersecurity risk in Gulf financial ecosystems. Without such modeling, policymakers and

banks risk underestimating systemic exposure and failing to prevent large-scale digital disruptions.

1. LITERATURE REVIEW

AND HYPOTHESES

The rise of mobile financial platforms and digital
banking applications has transformed the FinTech
landscape in the Gulf region, aligning with na-
tional innovation agendas such as Saudi Arabia’s
Vision 2030 and the UAE’s Centennial 2071
(Morshed & Khrais, 2025). These platforms, along
with traditional banks adopting mobile technolo-
gies, have enabled digital payments, microfinance,
and e-commerce integration, embedding FinTech
deeply into regional economic life (Niankara et al.,
2025). Yet, the pace of digitalization has exposed
structural weaknesses in cybersecurity prepared-
ness. Empirical studies identify recurring techni-
cal flaws - such as insecure data caching, improper
TLS configurations, and weak obfuscation - that
elevate vulnerability levels across both FinTech
firms and banks (Alamleh et al., 2025; Barelli et
al., 2025). In contrast, mature regulatory ecosys-
tems such as those of the EU and Singapore have
institutionalized cyber-risk modeling and super-
visory testing within their licensing and compli-
ance regimes. The EU’s PSD2 directive, for ex-
ample, mandates secure communication, transac-
tion risk scoring, and regular penetration testing
for both banks and payment institutions, while
Singapore’s Monetary Authority integrates con-
tinuous compliance and sandbox testing in the
FinTech lifecycle (Cera et al., 2024; Endress, 2025).
These frameworks embed structured risk quanti-
fication into regulatory oversight, unlike Gulf su-
pervisory practices that still rely on general ISO or
PCI standards without mobile-specific modeling
requirements (Mahmud et al., 2025). This dispar-
ity indicates not only policy lag but also a research
deficiency in empirical modeling of Gulf FinTech
and banking cyber risks (Meraj et al., 2025).
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Therefore, a comparative, data-driven assessment
of regional banks and financial platforms is neces-
sary to determine whether their security postures
diverge statistically from global best practices
(Alshehadeh et al., 2025).

Globally, cybersecurity evaluations for finan-
cial institutions have evolved beyond compli-
ance checklists into dual static and dynam-
ic testing frameworks. The combination of
Static Application Security Testing (SAST) and
Dynamic Application Security Testing (DAST)
is now standard, allowing the detection of both
embedded code flaws and runtime vulnerabili-
ties. Regulations such as PSD2 in Europe and the
FCA's digital resilience standards in the UK make
these approaches mandatory for licensed banks
and FinTech firms (Ye et al., 2024; Alsmadi &
Alrawashdeh, 2025). However, Gulf-based studies
typically remain descriptive, focusing on ISO or
PCI-DSS conformance rather than modeling secu-
rity behaviors under real-world attack conditions
(AlBenJasim et al., 2024; Bhatia, 2022). This gap is
consequential: applications that appear compliant
on paper - including those from leading banks —
may still exhibit exploitable flaws during live op-
erations. Research demonstrates that multi-layer
SAST-DAST integration significantly increases
systemic vulnerability detection (Aslam et al,
2022; Chen et al., 2023). In response, the present
study adopts this combined approach to evaluate
whether Gulf banking and FinTech platforms ex-
hibit unique vulnerability dynamics when tested
against international standards (Oreqat, 2021).

Penetration testing and adversarial machine learn-
ing (ML) have further advanced global cyber-risk
modeling for financial institutions. In jurisdictions
such as Singapore and the UK, structured penetra-
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tion tests — including fuzzing and automated input
parsing — are mandatory for banks and payment
service providers (Chang, 2024; Schetakis et al.,
2024). More recent research expands these frame-
works to adversarial ML, which explores how mini-
mal input perturbations can bypass fraud detection
or biometric authentication systems (Campisi et al.,
2024; Giudici et al., 2024). Despite widespread reli-
ance on ML for anomaly detection and biometric
verification, Gulf FinTech and banking research
rarely integrates these advanced modeling practic-
es (Al-Ansari et al., 2024; Ghouse et al., 2025). The
omission leaves key Al-driven risk layers unexam-
ined. By integrating OWASP-guided penetration
frameworks with adversarial ML testing logic, this
study closes this methodological gap, providing an
empirically grounded framework for assessing Gulf
banking and FinTech resilience under next-genera-
tion attack conditions.

Global financial systems have also institutional-
ized structured taxonomies and quantitative scor-
ing systems for vulnerability assessment. The EU’s
PSD2, the US FFIEC, and Singapore’s FinTech and
banking licensing standards all require frame-
works such as MITRE ATT&CK and CVSS to en-
sure quantifiable and comparable risk modeling
(Gounari et al., 2024; Khader et al., 2021; Zakki et
al., 2025). These taxonomies enable regulators to
link technical vulnerabilities to supervisory and
capital adequacy frameworks. Evidence from the
UK’s FCA shows that systematic ATT&CK map-
ping improves oversight by exposing recurring
weaknesses such as TLS handshake flaws and
multi-factor authentication bypasses (Sneha et al.,
2023). Gulf banks and FinTech institutions, how-
ever, continue to rely on broad qualitative descrip-
tors — “high” or “low” risk — without numerical
scoring or taxonomy alignment (Wu et al., 2025).
Compliance statements often cite ISO 27001 or
PCI-DSS certifications, which omit exploit-specif-
ic classification or quantitative impact modeling
(Anish et al., 2024). By employing ATT&CK and
CVSS v3.1 within the Gulf context, this study in-
troduces measurable consistency, enabling struc-
tured comparison of vulnerability patterns and
enhancing regulatory benchmarking capacity
across banks and FinTechs.

Quantitative risk modeling has similarly evolved
in advanced financial systems to reflect the heavy-
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tailed nature of cyber incidents. Empirical evi-
dence shows that financial breaches often follow
extreme value distributions dominated by rare but
catastrophic losses (Heranval et al., 2024; Bader
et al,, 2025). Consequently, tools such as Extreme
Value Theory (EVT), copulas, and Monte Carlo
methods are widely adopted by banks and reg-
ulators to quantify both individual tail risk and
interdependent exposures (Ndlovu & Chikobvu,
2024). European and Japanese authorities em-
ploy these methods for systemic stress testing,
while Singapore mandates Monte Carlo meth-
ods for modeling operational exposures (Afzal et
al., 2024; Zhao & Park, 2024). In contrast, Gulf
FinTech and banking studies remain confined to
mean-based metrics such as average CVSS scores,
disregarding heavy tails and correlated vulnera-
bilities (Tawfik et al., 2024). This limitation ham-
pers preparedness for low-frequency, high-impact
events that can destabilize financial ecosystems.
To address this shortfall, the present study in-
troduces EVT and copula-based frameworks to
empirically test whether Gulf banks and FinTech
platforms share the fat-tailed and interdepen-
dent risk structures observed in global markets
(Shaban & Omoush, 2025).

Parallel to these developments, predictive analyt-
ics and Bayesian inference have emerged as key
instruments in modern risk governance. Machine
learning classifiers are increasingly employed
in North American and European FinTech and
banking systems to predict high-risk configura-
tions based on historical testing data and real-time
indicators (Haq et al., 2024; Jong & Ong, 2024).
Bayesian hierarchical models complement these
techniques by quantifying uncertainty around
predictive estimates, offering regulators probabi-
listic insight into breach likelihoods and capital
requirements (Koop et al., 2024). In Gulf contexts,
however, risk studies largely stop at descriptive
summaries, lacking predictive or probabilistic
dimensions (Albakri et al., 2025; Al-Hajri et al,,
2024). This leaves policymakers and banks without
tools to prioritize interventions or measure confi-
dence in supervisory estimates. By combining ma-
chine learning classification with Bayesian infer-
ence, the current study introduces predictive and
uncertainty-aware mechanisms into Gulf banking
and FinTech cyber-risk modeling, strengthening
decision-making and regulatory foresight.
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The synthesis of global and Gulf studies high-
lights critical gaps in how cyber risks are modeled
and governed across financial sectors. Whereas
advanced jurisdictions have embedded rigorous
modeling frameworks into both banking and
FinTech regulation, Gulf research remains de-
scriptive and compliance-oriented. Institutional
Theory indicates that regulatory design strongly
influences how risk is operationalized and miti-
gated (Lawrence & Shadnam, 2008; Zhang et
al., 2024). In the EU and Singapore, institutional
mandates enforce structured modeling through
penetration testing, risk quantification, and stress
testing, while Gulf regulators still rely on broad
compliance norms (Idayani et al., 2024). From the
perspective of Decision Sciences, effective gov-
ernance requires statistical modeling of extreme
risks; yet Gulf studies overlook distributional tail
behavior, supporting the second hypothesis that
Gulf FinTech and banking breaches follow fat-
tailed distributions (Van Asselt & Renn, 2011).
Risk Governance Theory further emphasizes sys-
temic interdependence, where multiple factors
interact to shape aggregate exposure, leading to
the third hypothesis that platform type, regula-
tion, and vulnerability category jointly influence
risk (Xia et al., 2023). The Dynamic Capabilities
framework underscores anticipatory learning; in
mature markets, predictive ML models are rou-
tinely used to forecast vulnerabilities (Al-Hourani
& Weraikat, 2025). Hence, the fourth hypothesis
proposes that ML models can accurately predict
high-risk applications based on technical indica-
tors (Syarif & Aysan, 2025).

In summary, the reviewed literature shows that
cybersecurity research on Gulf banks and FinTech
platforms remains less developed than research in
advanced financial systems, particularly in rela-
tion to quantitative risk measurement, systemic
dependence, prediction, and probabilistic un-
certainty. Accordingly, the aim of this study is
to develop and apply an integrated quantitative
cyber-risk modeling framework for Gulf banks
and mobile financial platforms. The framework
evaluates five connected dimensions of cyber risk:
institutional differences in vulnerability severity,
extreme tail-risk behavior, systemic dependence
among risk factors, predictive classification of
high-risk applications, and Bayesian uncertain-
ty estimation. Through this approach, the study
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seeks to determine whether Gulf financial plat-
forms display measurable and structured cyber-
risk patterns that require more advanced supervi-
sory and governance responses. By combining in-
stitutional, systemic, predictive, and probabilistic
perspectives, the study contributes to both cyber-
risk theory and the practical governance of finan-
cial cyber resilience in the Gulf region.

Based on the identified research gaps and theo-
retical foundations, the study tests the following
hypotheses:

HI: Mean vulnerability severities differ signifi-
cantly across platforms and regulatory envi-
ronments, reflecting institutional divergence.
H2: High-severity vulnerability observations in
Gulf FinTech applications follow a fat-tailed
distribution, consistent with Extreme Value
Theory (EVT) characterizations of extreme
cyber risk.

H3:  Multi-factor dependencies - specifically plat-
form type, regulatory environment, and vul-
nerability category - significantly influence
the likelihood of joint risk events.

H4:  Machine learning classifiers can reliably pre-
dict high-risk applications using vulnerabili-
ty-based technical features.

H5: Bayesian hierarchical models generate ro-
bust uncertainty estimates around mean
risk severities, producing narrower credible
intervals than traditional statistical methods.

2. METHODS

This study followed a structured quantitative pro-
cedure to assess cyber risks in banks and mobile
financial platforms operating in the Gulf region,
specifically in Saudi Arabia and the United Arab
Emirates. The methodological framework was
grounded in institutional theory, risk governance,
decision sciences, and dynamic capabilities, en-
suring a systematic transition from comparative
to predictive and probabilistic analysis. First, the
research focus was established through five hy-
potheses (HI-H5), addressing institutional diver-
gence, tail-risk behavior, systemic dependencies,

http://dx.doi.org/10.21511/bbs.21(2).2026.19



predictive capability, and probabilistic governance.
Banking and mobile financial applications were se-
lected according to four criteria: market penetra-
tion, functional diversity, technological relevance,
and regulatory compliance. Market penetration
was assessed through publicly visible rankings
and download signals, while functional diversity
was ensured by including digital wallets, telecom-
linked payment systems, bank applications, and
microfinance platforms. Technological relevance
favored applications integrating functions such as
fraud detection, anomaly scoring, and biometric
authentication. Regulatory compliance limited in-
clusion to platforms operating under the applicable
2024-2025 supervisory environment in the UAE
and Saudi Arabia. The study period spanned July
2024 to May 2025, covering major update cycles
and peak transaction periods. Application binaries
were retrieved from official app stores, and stan-
dardized user workflows — such as authentication,
balance inquiry, beneficiary management, trans-
fers, bill payments, and peer-to-peer payments
where available — were executed in controlled test
conditions using authorized institutional test ac-
counts. These procedures produced empirical run-
time evidence under comparable conditions rath-
er than hypothetical scenario inputs. The study,
therefore, combines a bounded platform sample
with repeated finding-level observations obtained
under uniform test conditions.

The analytical dataset was not limited to ten app-
level summary rows. Instead, each sampled ap-
plication generated multiple coded vulnerability
findings across repeated static and dynamic as-
sessments. After de-duplication, classification,

Banks and Bank Systems, Volume 21, Issue 2, 2026

and severity scoring, these finding-level records
constituted the unit of estimation for ANOVA,
EVT, copula, machine-learning, and Bayesian
procedures, whereas the main text reports aggre-
gated platform-country summaries for readability
(Ahmad et al., 2024). This distinction is impor-
tant because the ten applications define the study
frame, not the number of inferential observations.
The data were transformed into standardized con-
structs consistent with international risk model-
ing practices. Vulnerability severity, measured
by CVSS v3.1 scores, tested institutional diver-
gence following the approach of He et al. (2025).
Tail-risk metrics based on Extreme Value Theory
(EVT) captured rare, high-impact events in line
with decision sciences models (D’Innocenzo et al.,,
2024). Copula-based joint exceedance probabili-
ties modeled systemic dependencies among plat-
form type, regulatory regime, and vulnerability
categories, reflecting risk governance theory’s em-
phasis on interdependence (Ndlovu & Chikobvu,
2024). Machine learning classifiers, including
Random Forest and XGBoost, were estimated on
the coded vulnerability-feature matrix to predict
whether an observation belonged to the high-risk
class (CVSS > 8.0), operationalizing the dynam-
ic capabilities perspective. Bayesian hierarchical
inference was used to estimate credible intervals
around platform-country mean severity estimates,
integrating uncertainty quantification into super-
visory decision frameworks grounded in decision
sciences (Idayani et al., 2024).

All analyses were conducted in Python 3.11, using
a consistent computational environment that inte-
grated statistical analysis, extreme value modeling,

Table 1. Selected mobile financial applications (Dec 2025 — Mar 2026)

App Name Country Type Est. Downloads ML Features Last Major
: (M) Detected Update
e STCPRY Saudi Arabia | ....Digital Wallet | 85 Fraud scoring LApr2026
o orPay Saudi Arabia | . Wallet / Credit A2 nomaly detecti Feb2026 .
Al Rajhi SaudiArabia Bank App 103 aui‘;::g;'gon Mar 2026
e e I i Scormg . s
..... Mobily pay SaudiArabia - Telco Wallet 30 T Jan20%6
Botim Pay UAE Social Wallet 7.8 Fraud detection API Mar 2026
o PRVBY LLUAE L .oWallet 56 .. EmbeddedriskML  Mar2026
ADCB UAE Bank App 6.9 autBI':Z:]t?;;Itclon Feb 2026
.. Mashreq Neo LLUAE .. BankApp 45 . Transactionscoring . Dec2025
Emirates NBD UAE Bank App 8.7 - Feb 2026

http://dx.doi.org/10.21511/bbs.21(2).2026.19
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Table 2. Measurement of constructs and variables

Construct

Measurement Approach

Application

Vulnerability severity

CVSS v3.1 scores (0-10 scale)

Institutional divergence (He et al., 2025)

istributions (D’Innocenzo et al., 2024)

-risk classification

cies (Ndlovu & Chikobvu, 2024)

Posterior uncertainty

Bayesian hierarchical credible intervals

Probabilistic governance (Idayani et al., 2024)

copula dependence structures, machine learning
classification, and Bayesian inference. Model esti-
mation was performed on the finding-level dataset
derived from the ten sampled applications, whereas
the reported platform-country tables present ag-
gregated summaries for interpretive clarity. This
framework ensured methodological consistency
and computational reproducibility while advanc-
ing beyond descriptive analytics toward compara-
tive, systemic, predictive, and probabilistic insights
into FinTech cyber risk (Abbas et al., 2025).

Validation and model-checking procedures
were applied throughout the analysis. For com-
parative statistics (H1), homogeneity of vari-
ance was assessed through Levene’s test, and
Bayesian convergence was evaluated using
Gelman-Rubin diagnostics (R-hat < 1.01). EVT
models (H2) were checked through threshold-
stability and QQ-plot diagnostics, with boot-
strap resampling used to assess the stability of
the shape and scale parameters. Copula models
(H3) were compared across candidate depen-
dence families using Kendall’s tau, Spearman’s
rho, and goodness-of-fit criteria. Machine
learning models (H4) were evaluated through
stratified cross-validation on the coded obser-
vation matrix using AUC-ROC, F1-score, preci-
sion, recall, and accuracy metrics. Bayesian in-
ference models (H5) were additionally assessed
through posterior predictive checks, trace plots,
and effective sample size diagnostics. These
procedures enhance internal validity and make
the link between the sampled applications, the
coded findings, and the inferential results more
transparent.

All analyses adhered to ethical research prin-
ciples and relevant legal frameworks in the
UAE and Saudi Arabia. No personal or user-
identifiable data were accessed; all tests were
conducted on sandboxed devices using institu-
tional accounts created exclusively for research
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purposes. Compliance was confirmed with the
UAE Federal Decree-Law No. (34) of 2021 on
Combating Rumors and Cybercrimes and the
Saudi Anti-Cyber Crime Law, which explicitly
permits controlled cybersecurity testing under
research conditions. As the study involved no
human subjects or sensitive information, for-
mal ethics board approval was not required.
Nonetheless, the research fully adhered to prin-
ciples of transparency, integrity, and data pro-
tection, ensuring legal and ethical defensibility
of all procedures.

3. RESULTS

The results reported below are based on the pooled
finding-level vulnerability dataset derived from
the ten sampled applications. Accordingly, the ap-
plication count defines the platform universe un-
der study, whereas statistical estimation was per-
formed on coded security findings and associated
technical features rather than on ten standalone
summary cases. The tables, therefore, present
grouped summaries of a deeper empirical record
rather than calculations based solely on the visible
application count.

Testing HI (Institutional Divergence) involved
comparing mean vulnerability severities across
platform type (Android vs. iOS) and regulatory en-
vironment (Saudi Arabia vs. UAE) using ANOVA
and Bayesian posterior estimation. Although the
sample frame comprised ten applications, the es-
timation for HI used observation-level severity
records grouped into the four platform-country
cells. The analysis showed statistically signifi-
cant differences across the four groups (ANOVA,
p < 0.01). Posterior means were higher for Saudi
Arabian applications than for UAE applications
and higher for Android applications than for iOS
applications. The results are summarized in Table
3 (Chen et al., 2024).

http://dx.doi.org/10.21511/bbs.21(2).2026.19



Table 3. Grouped mean vulnerability severities
by platform and country

. Posterior : 95% Credible
Country : Platform : :
: : Mean Interval
_SaudiArabla  ©  Android A776:847)
_SaudiArabia  :  10S

Across the four platform-country combinations,
the highest posterior mean appeared in Saudi
Arabian Android applications, while the lowest
appeared in UAE iOS applications. This pattern
indicates that both regulatory setting and plat-
form ecosystem were associated with meaningful
variation in observed vulnerability severity (Taqa,
2025). Table 4 reports the corresponding poste-
rior contrasts derived from the grouped severity
estimates, with the largest difference appearing
between Saudi Arabian Android and UAE iOS
applications.

These additional results reinforce the conclusion
that severity outcomes were shaped by both in-
stitutional context and platform type. The con-
trasts also suggest that Android applications were
consistently associated with higher severity levels
within both national settings.

Banks and Bank Systems, Volume 21, Issue 2, 2026

Testing H2 (Fat-tailed Risk Distributions) em-
ployed the peaks-over-threshold (POT) method
within the Extreme Value Theory (EVT) frame-
work. Analysis of vulnerability severities above
CVSS 8.0 supported the use of the Generalized
Pareto Distribution (GPD). The exceedances were
drawn from the coded vulnerability records rather
than from hypothetical loss generation. QQ-plot
and probability plot diagnostics supported the
distributional fit. The estimated shape coeflicient
was & =0.22 (95% CI: 0.14-0.31), and the estimated
scale coefficient was 3 = 0.78 (95% CI: 0.65-0.92)
under the fitted distribution (Afzal et al., 2025).
These parameter estimates indicate a positive tail
index, suggesting that high-severity vulnerabili-
ties were not only present but also clustered in the
upper end of the risk distribution. An additional
threshold sensitivity check also showed that the
positive shape coefficient remained stable across
nearby thresholds.

Table 5. EVT threshold sensitivity

Shape Coefficient Scale Coefficient

Threshold © : 8)
CVSS>7.8 0.19 0.84
Cvss > 8.0 02 078
CVSS>8.2 0.24 0.73

Table 4. Posterior contrasts across platform-country groups

Comparison Mean Difference 95% Interval
Saudi Arap@g Android —Hs'g‘udi Arabia i0S 054 [O.21—Q‘.§‘7]
Saudi Arap@g Android — UAE Android 63 [0.04—0‘15‘8]
Saudi Arapig Android — UAE ios 083 [0.49-1‘.}‘7]
UAE Android — UAE iOS 0.52 [0.19-0.85]
7 -
6 -
» ST
2
€
S a4t
o
s
£ 3r
Q.
E
w
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Figure 1. QQ-plot illustrating the fit of the GPD to exceedances above CVSS 8.0
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The stability of these estimates across thresholds
strengthens the interpretation that the upper tail
was persistently heavy rather than driven by a
single threshold selection. In practical terms, this
means that extreme vulnerability events remained
a structurally important feature of the dataset.

Testing H3 (Systemic Dependencies) applied cop-
ula models to estimate interdependencies among
platform type, regulatory environment, and vul-
nerability category. The copula analysis was esti-
mated from the observation-level classification of
security findings across the sampled applications
(Al-Muntasir, 2022). Model comparisons selected
the Clayton copula as the best-fitting specifica-
tion. Table 6 reports positive dependence coeffi-
cients across the examined variable pairs, with
higher association values for platform type-sever-
ity and regulation-vulnerability type (Rahman et
al., 2024).

The dependency estimates indicate moderate
positive associations, strongest for platform type-
severity and regulation-vulnerability type, with
Clayton copulas capturing the main tail depen-
dence. This suggests that the relationship between
institutional and technical risk factors was not in-
dependent, but instead reflected shared patterns of
vulnerability concentration. Table 7 presents the
retained pairwise structure after comparison of
candidate dependence families.

Table 7 reorganizes the dependence results in
model-selection form, clarifying the retained cop-

Table 6. Copula-based dependency estimates

ula family for each variable pair rather than intro-
ducing a separate empirical exercise. Read in that
way, the table supports the same conclusion that
cybersecurity risks in mobile applications are in-
terconnected across multiple dimensions rather
than isolated within single attributes.

Testing H4 (Predictive Capabilities) utilized
Random Forest and XGBoost classifiers to pre-
dict whether coded observations exceeded the
high-risk threshold (CVSS > 8.0). The prediction
task was therefore estimated on the vulnerabili-
ty-feature matrix extracted from the assessed ap-
plications rather than on the mere count of sam-
pled platforms. Cross-validated summary metrics
are reported in the main text. Both models pro-
duced strong predictive metrics (Arnone, 2024).
XGBoost recorded higher AUC-ROC (0.91), accu-
racy (0.85), and Fl-score (0.84). The performance
results are presented in Table 8.

Both classifiers performed strongly, with XGBoost
outperforming Random Forest across all three
reported metrics. This indicates that both ensem-
ble-based approaches were effective for identify-
ing high-risk applications, although the boost-
ing model demonstrated superior discriminative
power. Additional performance indicators were
consistent with this pattern.

The extended metrics further confirm that
XGBoost provided a more reliable balance be-
tween identifying true high-risk cases and mini-
mizing classification error. This strengthens the

Variable Pair Kendall’s t Best-Fit Copula
Platform type—Severity 0% g Claytpur}
Regulat‘iopi Vulnerabil@‘t'y‘type """ o2 G Clayt"c')‘r')
Platform type — Vulnerability type 0.18 Gaussian
Table 7. Final copula selection by variable pair
Variable Pair Retained Copula Kendall’s t
Platform type—Severity Clayton & 0.36
Regulat‘iopi Vulnerabil@‘t'y‘type """ Clayton & 029
Platform type — Vulnerability type Gaussian 0.18
Table 8. Machine learning classification performance
Model AUC-ROC Accuracy F1-Score
XGBoost 0.91 0.85 0.84
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Model Precision Recall Balanced Accuracy
Random Forest ... 0.80 0.82 083
XGBoost 0.84 0.85 0.86

evidence for H4 by showing that predictive capa-
bility remained strong across several performance
dimensions.

Testing H5 (Probabilistic Governance) applied
Bayesian hierarchical modeling to estimate pos-
terior credible intervals for mean vulnerability
severities across platform-country combinations.
The hierarchy linked finding-level severity records
to the four platform-country cells, allowing the
model to summarize group means while retain-
ing the underlying distribution of coded findings.
Table 10 reports the hierarchical posterior summa-
ries for these grouped estimates (Shi & Jin, 2025).

Posterior intervals were relatively narrow across
all groups, indicating stable estimation and lim-
ited uncertainty around the group-specific means.
As expected, the hierarchical posterior summaries
closely track the earlier grouped pattern because
both sets of results are derived from the same cod-
ed severity records, with Table 10 reporting the
partial-pooling estimates used for probabilistic
inference. The consistency of these interval ranges
suggests that the cross-country and cross-plat-
form differences were not only observable but also
statistically credible within the hierarchical mod-
eling framework. Additional posterior probability
comparisons also supported the same ordering.

Table 10. Hierarchical posterior summaries of mean vulnerability severities

Country Platform Posterior Mean 95% Credible Interval
Saudi Arabia Android 8.10 [7.74-8.46]
SaudiArabia o 108 755 o d2079n
UAE Android 7.79 [7.44-8.13]
A | . o S i [691765] e

Table 11. Posterior probability comparisons

Comparison

Posterior Probability

abia Android > UAE And

abia i0S > UAE iOS

UAE Android > UAE iOS

Table 12. Summary of hypotheses testing results

Hypothesis Tested relationship / claim Method used Main empirical evidence Decision
Significant group differences were
Mean vulnerability severities . reported, with ANOVA p < 0.01. Saudi
H1 differ across platforms and ANOVA and Bayesian Arabian Android applications showed | Supported

regulatory environments.

High-severity vulnerability
observations follow a fat-tailed
distribution.

H2

Platform type, regulatory
environment, and vulnerability
category influence joint risk
events.

Machine learning classifiers can
predict high-risk applications
using vulnerability-based
technical features.

H3

H4

Bayesian hierarchical models

generate robust uncertainty

estimates around mean risk
severities.

H5

posterior contrasts

Extreme Value Theory {
using peaks-over-
threshold, CVSS>8.0 i

Copula-based
dependency modeling

Random Forest and
XGBoost classification

Bayesian hierarchical
estimation

the highest mean severity, while UAE
iOS applications showed the lowest.

The estimated shape coefficient was
i positive, £ =0.22, with stable estimates
across nearby thresholds.

i Supported

Positive dependence was found,
especially for platform type—severity,
Kendall’s T = 0.36, and regulation—
vulnerability type, Kendall’s t = 0.29.

Supported

XGBoost achieved AUC-ROC =0.91,
accuracy = 0.85, Fl-score = 0.84,
precision = 0.84, and recall = 0.85.

Supported

Posterior credible intervals were

relatively narrow, and posterior

probabilities supported the same
platform-country ordering.

Supported
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These posterior probabilities provide further sup-
port for the conclusion that Android applications
tended to exhibit greater vulnerability severity
than iOS applications and that Saudi Arabian ap-
plications tended to exceed those from the UAE.
Overall, the reported and additional results docu-
ment cross-country and cross-platform variation
in mean severity, heavy-tailed exceedances, de-
pendence across risk dimensions, classifier perfor-
mance differences, and stable posterior intervals.

4. DISCUSSION

The findings of this study confirm that cyber risks
in Gulf banks and mobile financial platforms are
shaped by institutional, systemic, predictive, and
probabilistic dimensions, providing a clearer un-
derstanding of how regulatory structures, bank-
ing practices, and technological factors interact.
The validation of institutional divergence (HI)
supports Institutional Theory by demonstrat-
ing that stronger regulatory environments corre-
spond to lower vulnerability severities. The United
Arab Emirates’ stricter supervisory framework
produced consistently lower mean scores than
Saudi Arabia, reflecting global evidence that in-
stitutional rigor — such as PSD2 in the European
Union and the Monetary Authority of Singapore
(MAS) frameworks - enhances cybersecurity out-
comes (Cera et al., 2024; Endress, 2025). Earlier
Gulf studies identified regulatory and governance
weaknesses qualitatively (Mahmud et al., 2025;
AlBenJasim et al., 2024), but this research quan-
titatively demonstrates that oversight strength
directly affects technical exposure, establishing
a measurable relationship between institutional
design and cyber-risk performance in banks and
FinTech platforms.

The confirmation of heavy-tailed risk distribu-
tions (H2) reveals that rare yet severe vulnerabili-

ties dominate exposure, aligning with Decision
Sciences perspectives and evidence from global
financial markets (Heranval et al., 2024; Zhao &
Park, 2024). Prior Gulf research relied mainly on
average-based analyses (Tawfik et al., 2024), over-
looking the asymmetric structure of cyber in-
cidents. By applying Extreme Value Theory, this
study advances regional modeling accuracy and
emphasizes the importance of incorporating tail-
event modeling into supervisory and capital ade-
quacy planning for banks.

The identification of systemic dependencies (H3)
supports Risk Governance Theory, showing that
platform type, regulatory environment, and vul-
nerability category interact to shape cyber risk.
These findings align with international studies on
cross-factor propagation of financial cyber risks
(Van Asselt & Renn, 2011; Zakki et al., 2025) and
represent the first empirical validation of such in-
terdependencies within Gulf financial ecosystems.

Predictive modeling results (H4) confirm that
machine learning classifiers can reliably identify
high-risk banking applications, consistent with
Dynamic Capabilities Theory. Comparable ac-
curacy to international benchmarks (Haq et al,
2024; Arnone, 2024) suggests that Gulf institu-
tions face procedural rather than technological
gaps. Because the models were estimated on cod-
ed finding-level records rather than on app counts
alone, the reported classification performance
should be interpreted as evidence of structured
vulnerability discrimination within the sampled
platforms. Finally, the validation of probabilis-
tic governance (H5) through Bayesian inference
supports Decision Sciences’ focus on uncertainty
quantification. Narrow credible intervals enhance
supervisory reliability, consistent with probabilis-
tic frameworks in global financial oversight (Koop
etal., 2024).

CONCLUSIONS

The purpose of this study was to develop and apply a comprehensive quantitative framework to model
cyber risks in Gulf banks and FinTech platforms by integrating institutional, systemic, predictive, and
probabilistic perspectives. The analysis provided empirical evidence that cyber vulnerabilities across
Gulf financial systems are shaped jointly by regulatory strength, platform architecture, and technologi-
cal design. Results demonstrated significant institutional divergence, with stronger regulatory regimes
associated with lower risk levels, and confirmed that rare but severe vulnerabilities dominate overall ex-
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posure. Systemic dependencies between platform type, regulation, and vulnerability category revealed
that cyber risks are interconnected rather than isolated. Predictive models based on machine learning
proved effective in identifying high-risk applications, while probabilistic estimation improved supervi-
sory confidence by explicitly accounting for uncertainty in risk assessment.

These outcomes indicate that effective cyber governance for Gulf banks and FinTech platforms requires
a paradigm shift from descriptive compliance to integrated, data-driven modeling frameworks. Such
approaches allow regulators and financial institutions to anticipate threats, quantify their potential im-
pacts, and design targeted interventions to enhance resilience. The study also highlights the importance
of embedding predictive analytics and Bayesian reasoning within regulatory supervision to strengthen
proactive defense strategies.

Future research should expand the scope to include additional Gulf and Middle Eastern markets, ex-
amine longitudinal shifts in cyber-risk behavior, and evaluate the macroeconomic implications of digi-
tal security failures on financial stability. A broader empirical base would enable more precise model
calibrations and support evidence-based policymaking for regional financial cybersecurity. The present
evidence should therefore be interpreted as a focused empirical assessment of ten leading platforms
and their coded security findings rather than as a census of all Gulf financial applications or realized
breach-loss events.
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