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Svitlana Mishchenko (Ukraine), Svitlana Naumenkova (Ukraine),
Volodymyr Mishchenko (Ukraine), Dmytro Dorofeiev (Ukraine)

INNOVATION RISK
MANAGEMENT IN FINANCIAL
INSTITUTIONS

Abstract

The extensive use of financial technologies and innovations in the provision and utili-
zation of financial products and services causes new risks that require constant atten-
tion. The article aims to improve innovation risk management methods to increase the
operational stability of financial institutions in Ukraine. By generalizing international
practice, the types of innovation risks are classified, and their impact on the activi-
ties of financial institutions and consumers is characterized. The attention is drawn to
the control strengthening over the impact of operational and regulatory risks, based
on important theoretical provisions contained in WBG, BIS, BCBS, and FSB docu-
ments. An organizational scheme for the interaction of a financial institution and an
IT company is proposed to conclude “smart contracts” based on the use of a cloud
service and blockchain technology. The authors propose additional methods of insur-
ance protection and compensation for losses caused by the implementation of risks
of using ICT and innovation based on creating the Collective Risk Insurance Fund of
financial institutions; offer approaches to the calculation of variable and fixed parts of
the contribution to the insurance fund for certain groups of financial institutions. It is
concluded that to maintain the proper operational stability of financial institutions in
Ukraine, it is necessary to introduce additional collective compensation methods for
the risks of innovation and the strengthening of cyber threats.

Keywords innovation, FinTech, financial institutions, risk
management, operational stability, critical operations,
insurance, Ukraine

JEL Classification E61, G18, G28, G32

INTRODUCTION

The use of innovation creates additional risks in the activities of fi-
nancial institutions related to financial technologies and innovations.
Due to the complexity of financial products and services, information
asymmetry between suppliers and consumers increases, which leads
to the transformation of existing types of risks into others. This re-
quires strengthening control and the introduction of new methods for
their assessment and management.

Important features of the current stage of financial institutions’ activ-
ities are a significant expansion of forms and methods of remote digi-
tal services and provision of information to customers, an increase in
the number of consumers, expanding the range of tools and methods
used to provide services, as well as increasing their level of innovation
and technical sophistication that can expose financial institutions and
consumers to risks inherent in ICT.

In recent years, in response to requests from financial service consum-
ers, FinTech has become widespread, covering about 1/4 of the bank-
ing market, the payment market, insurance, and asset management.
This applies to the use of blockchain technology, big data, smart con-
tracts, new online financial instruments (crowdfunding, crowdinvest-
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ing), new technical solutions (cloud technologies, open interface), and the creation of virtual financial
institutions. According to PricewaterhouseCoopers (PwC, 2016), 22-28% of financial institutions may
be at risk due to the increased innovation component.

Analysis of the practice of introducing and using innovations in financial institutions shows that the re-
alization of operational risks (through information, technical and technological violations, and impact
on the operational stability of financial institutions) and regulatory risks (compliance risks) most signif-
icantly affects their performance. This nature of the impact of risks of using innovative tools, products,
and technologies is because, in the financial sector digitalization process, there is a transition from
predominantly retail operations to the institutional application of new technologies throughout the
financial system.

Meanwhile, the unresolved aspects of managing innovation risks are an insufficiently clear classifica-
tion of such risks and determining the nature of their impact on financial institutions and financial
service consumers and an insufficient level of legislative, methodological, organizational, and informa-
tional support for the risk management process.

Further study of this problem should include an increase in the level of legislative regulation, meth-
odological, organizational, and information support for managing innovation risks in the activities of

financial institutions.

1. LITERATURE REVIEW

A lot of attention is paid to innovation risk man-
agement in the scientific literature. More specifi-
cally, Allen and Gale (1997), Gabor and Brooks
(2017) explored the theoretical and methodologi-
cal aspects of this problem. Bessis (2015) studied
some aspects of risk management in banks.

Kang and Duoqi (2020) identified the root
causes of risks of using FinTech and uncovered
the legal aspects of risk management of FinTech
innovations in financial institutions. Ghosh (2012)
and King (2014) investigated innovation risk man-
agement for commercial and retail customers.

The methodological principles of researching in-
novation risk management by financial institu-
tions were laid down in the late 20" century. Thus,
Minsky (1993) concluded that the uncontrolled use
of innovation in the financial sector could threat-
en financial stability and suggested strengthening
government regulation and control over the im-
plementation and use of innovation.

Allen and Gale (1997) argued that financial liber-
alization carries significantly more risks than in-
troducing financial innovation. At the same time,
they shared the opinion of Minsky (1993) on the

http://dx.doi.org/10.21511/imfi.18(1).2021.16

need to strengthen regulation and management of
innovation processes in the financial sector.

Given the complex nature and specific forms of in-
novation risks and cyber threats, especially in the
context of the FinTech development, there has been
increasing attention to the regulatory aspects of the
problem. This is because risks arose in the financial
sector, the nature and extent of which the regulators
were unable to timely and adequately assess, and in-
troduce effective methods to manage them.

Zetzsche et al. (2019) and Franco et al. (2020) explo-
red the impact of innovation and FinTech on syste-
mic risks in the USA and Europe, in particular, data
protection regulation, the use of regulatory tech-
nologies (RegTech), digital identification, reliable
operation of payment systems and digital transfor-
mation of the financial services market and the fi-
nancial regulatory system in general. Vucini¢ (2020)
focuses on the impact of FinTech technologies on
financial stability and compliance risk management.

Planesa et al. (2001) proved that with an effective
risk management system, the activities of innovative
financial institutions are no more risky than other
institutions. Innovative institutions have additional
advantages, particularly a better structure of bal-
ance sheet liabilities, advantages in obtaining exter-
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nal financing, lower interest rates on loans, more fa-
vorable non-price lending conditions, etc.

The risks inherent in innovation are much lower
than the risks arising from the lack of access to fi-
nancial services by the general public (WBG, 2020;
WBG, 2016; BIS, 2006). Therefore, it is important to
study financial service consumers’ risk management
issues when using new services and technologies.
The provision of innovative financial services in the
context of digital development increases the focus
on financial inclusion (Naumenkova et al., 2019).

Allen (2012) examined the impact of innovation
risks on financial service consumers during the
crisis. Honohan (2008), Saksonova and Kuzmina-
Merlino (2017), and Duong (2019) drew attention
to cross-border differences in household access to
financial services.

According to Napoli (2008), the introduction of in-
novation in the financial sector is representative of
its current development, and therefore the risks in-
herent in their use are inevitable. Innovation risk
management becomes especially relevant in the
context of deepening digitalization of the economy
(PwC, 2016). Better risk management systems are
needed primarily for emerging digital companies
(Kane et al., 2019).

In the context of remote service, banks are using
new tools to reduce potential losses from the growth
of compliance risks (Naumenkova et al., 2020) and
operational risks inherent in blockchain and cloud
technologies (PwC, 2016; Zetzsche et al., 2019).

Considerable attention is paid to risk management
issues in the context of digitalization of settlement
and payment transactions (World Bank Group and
Bank for International Settlements, 2016; Jack &
Suri, 2014; Klapper & Singer, 2017). This is due to
technical problems and an increase in operational,
information, and reputational risks.

2. AIMS

The article aims to improve innovation risk manage-
ment methods in financial institutions in order to
increase their operational stability and compensate
for losses associated with increasing of cyber threats.

192

3. METHODS

The study is based on the analysis of the modern
practice of introducing and using innovations by
financial institutions in the context of deepening
digitalization of the economy and the conclusions
and author’s calculations based on the use of em-
pirical, economical, and statistical methods of sci-
entific analysis.

The research methodology for innovation risk
management in financial institutions was built
bearing in mind the Joint Forum High-level princi-
ples for business continuity (BIS, 2006), the princi-
ples of operational stability (BIS, 2020), the princi-
ples of effective operational risk management (BIS,
2020), and the Financial Stability Board’s regula-
tions on the identification of critical transactions
by financial institutions (FSB, 2013).

Given the growing risks of ICT and innovation,
defining a bank’s operational stability as the abil-
ity to seamlessly carry out critical operations (BIS,
2006) is of particular importance. The term “crit-
ical operations” is based on the Joint Forum High-
level principles for business continuity (BIS, 2020).

In turn, critical operations are allocated to iden-
tify critical functions defined by the Financial
Stability Board (FSB), which encompass “activi-
ties, processes, services and relevant supporting
assets the disruption of which would be materi-
al to the continued operation of the bank or its
role in the financial system. Whether a particular
transaction is “critical” depends on the nature of
the bank and its role in the financial system” (FSB,
2013). Comparison, analogy, and sample methods
were used to benchmark the impact of innovation
across financial institutions and to examine best
practices recommended by the WBG, BIS, and
FSB. Economic and statistical methods were used
to determine and quantify the relationships be-
tween individual phenomena and processes.

4. RESULTS

The characteristic features of the current stage of
the financial services market development are the
growth in the provision of digital services, the use
of blockchain and artificial intelligence technologies,
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the extensive use of electronic and mobile money,
personalization of financial services, an increase in
cyber threats, and increased responsibility of gov-
ernment regulators in the use of digital technologies,
which exposes financial institutions to additional
risks associated with innovation (PwC, 2016).

Therefore, first of all, risk management requires
their clear classification according to individual
characteristics, nature, and the level of impact on
the activities of financial institutions and innova-
tive service consumers. For this purpose, the clas-
sification of types of innovation risks in financial
institutions is proposed, in which the main classi-
fication features are: scope, nature, and forms of
manifestation, technical complexity, and the level
of protection of information systems from cyber
threats (Table 1). The use of such a classification
allows singling out the types of risks and charac-
terizing the features and level of their impact on
the activities of financial institutions and consum-
ers of innovative services and products.

Based on the proposed classification, specific are-
as of risk impact on the activities of financial in-
stitutions and financial service consumers were
described and identified (Table 2). This can then

be used to quantitatively and qualitatively assess
risks and justify management strategies.

One of the important areas of transforming fi-
nancial institutions and reducing the innovation
risk is the use of distributed registers and block-
chain technology. Their advantages are ensuring
decentralization of management, increasing the
level of reliability and transparency of all trans-
actions, and their immediate availability for all
participants. These technologies are currently
used by leading banks and other companies: JP
Morgan Chase, Citibank, HSBC, MasterCard
payment organizations, and non-financial com-
panies IBM, British Petroleum, Oracle, Nasdagq,
Bank of England, and many other private and
public institutions. Internal Revenue Service
USA, Federal Bureau of Investigation USA, and
Europol use the Chainalysis blockchain service
to monitor cryptocurrency transactions.

Blockchain technology allows the extensive use
of smart contracts, which are a kind of comput-
erized protocol (algorithm) of transactions to
conclude commercial contracts using a cloud
service. One example of such contracts based
on the use of the Masterchain blockchain plat-

Table 1. Classification of innovation risk types in financial institutions by individual characteristics

Source: Developed by the authors.

Classification feature of types
of risk

Characteristics of the type of risk and the level of its impact on the activities of
financial institutions and innovative service (product) consumers

Impact on the financial sector or the financial system as a whole

Reducing the number of clients

{ Reducing the volume of services pr

i Decrease in profits

i Decreased competitiveness of a financial institutio

Protection level of technical systems ~ : Imperfect software

and software

: Risk of unauthorized access

Information risks, fraud, and cyber threats

http://dx.doi.org/10.21511/imfi.18(1).2021.16
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Table 2. Characteristics of the impact of innovation risks on financial institutions and consumers

Source: Developed by the authors.

Type of risk

financial institutions

Characteristics of the impact of risks on:

consumers

i Wrongly chosen direction of activity, wrong management

Strategic risk

i decisions, inadequate response to changes in the business

Transformational risk

he need to master new technologies
nd software

Operational risk

Information risk

nternal or external events related to information systems,
i lack of control, inadequate internal processes in information

ncomprehensible programs, interfaces,
i information resources, attempts to
islead a consumer

Reputational risk

Deteriorated service conditions, denial of
i preferences, unfavorable perception of
i the financial institution’s activities

Cyber threats

i A complex type of risk associated with the unauthorized intrusion of third parties into computer and
i information systems in order to obtain information, deactivate programs and equipment

Compliance risks

i Failure to comply with legal and regulatory requirements,
i standards, corporate ethics rules, conflict of interest

Risks of access to IT

latforms e
P conditions

Inconsistency of actions or terms of an agreement with an IT
company, interface complexity, non-compliance of technical

: Technical complexity, low access level,
: user interface complexity

Financial service access
risks

Agents’ failure to fulfill (improper fulfillment) their contractual
: obligations to provide remote financial services

Lack of access to financial services,
i failure by agents to fulfill their

Risk of loss of funds

Bankruptcy of an institution,
: unauthorized access to the account,

Technological and
technical risks

i decommissioning of equipment, etc.

form is the mechanism for providing financial
institutions with digital guarantees (Figure 1).
According to the developed scheme, a financial
institution concludes an agreement with an IT
company and leases the IT platform developed
by it, to which all interested counterparties are
connected. Information about the provided
guarantee is stored in a distributed register on
the cloud service and is available to the benefi-
ciary online. The digital format automates the
business process, reduces costs, and simplifies
the management process. The term of service
provision is significantly reduced, the interac-
tion between participants is accelerated, the lev-
el of confidentiality is increased, and the risks
of both the financial institution and the guar-
antee are reduced.

A promising area for applying blockchain tech-
nologies and smart contracts in the activities
of financial institutions can be the provision of
factoring services due to their specificity, name-
ly a wide range of counterparties and a large list
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of types of transactions (loans, guarantees, ac-
counting for monetary claims, consulting, etc.).
Such conditions are most suitable for using
blockchain technology for digital identification,
data storage, registration services, insurance,
which reduces the risks of financial institutions
in using the innovations.

In the context of financial institutions’ activities in
a digital format, the main directions for prevent-
ing the occurrence of risks and overcoming their
consequences can be:

« implementation and continuous updating of
a dynamic Saa$S (Software model as a Service)
model in conjunction with Paa$S (Platform as a
Service) and IaaS (Infrastructure as a Service)
platforms;

o creating a publicly available blockchain regis-
ter as a single decentralized system of distrib-
uted ledgers that form the operational infra-
structure of the financial market;

http://dx.doi.org/10.21511/imfi.18(1).2021.16
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Source: Developed by the authors.

Cloud service

A ¢ A 4 7y
Agreement between an IT g IT company
company, banks and
v ) L A
financial institutions ¢
Cloud service
interface R v IT platform >
" Financial institutions <
v \ 4
Participant information — Banks Rent for using the IT
systems " ¢ platform
* f One-time SMS access
Information protection password
and risk management
system \ 4

Consumer v

A \ 4 Financial service < interface «

Needs assessment and > consumers
consumer protection 'y l
? v

Payment document
generation and

Access panel for a financial service

Regulatory restrictions on . .
consumer and information

the use of financial . . i
_ _ visualization payment for service
innovation
Cloud service — Cloud service

Documenting the service

auditor broker

A

A

Figure 1. Organization of work on the provision of financial services using cloud service
and blockchain technology

o protecting interfaces of financial institutions Due to the need to prevent cyber threats and

and IT platforms from unauthorized access; ~ increase the level of risk management of inno-

vation, the transition to a risk-based model of

o using the results of big data analytics to track regulation and supervision over the activities of

hidden threats and detect fraud; financial institutions becomes relevant, which

provides for in-depth control of those activities,

o using biometric smart cards and remote user tools, and products that have the greatest inno-
identification tools; vation risks.

o increasing the level of information protection The risk management mechanism for introduc-

when creating and using IoT devices; ing and using innovation in financial institutions

should include an appropriate organizational

o ensuring consumer data confidentiality; and structure, a risk management unit, internal doc-

uments, risk assessment methods, information

o continuous training of specialists of financial ~system, and risk management tools to develop an
institutions. effective risk management model.
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Source: Developed by the authors.

Innovation risk management model

v
Preparation of input data, checking their quality,
correctness, completeness and sufficiency y
—>
v v Model description
Description of input data >
Characteristics of basic ) P . P #
- R and requirements to
assumptions and principles them

Building a model

the model

Rules for making changes to

T v

v

Model testing Model approval

f N

Allocation of duties and responsibilities of departments

External unit

Model and tool validation:
1) assessing the adequacy of the model’s assumptions and internal logic;
2) back-testing by comparing with actual data;
3) comparison with the results of other models.

v

Model validation and use

Figure 2. Scheme of building and using an innovative risk management model
in financial institutions

The analysis of world and domestic practice of
innovation risk management in financial insti-
tutions allowed developing and recommending a
practical structural and logical scheme for man-
aging innovation risk, including the main stages
of its development and use (Figure 2).

Risk management should be carried out by im-
plementing certain organizational, methodologi-
cal, technological, and administrative procedures,
which imply the sequential implementation of a
set of actions following a financial institution’s
internal documents, rules, and requirements for
risk management. To implement the tasks and
functions of the innovation risk management
model in financial institutions, the direction of
documented procedures for managing innovation
risks in financial institutions has been determined
(Figure 3). It should be noted that when construct-
ing this scheme, the need to comply with the Basel
Committee’s operational resilience principles, first
of all, Principle 7, was considered.
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Given the emergence of new risks associated
with the introduction of innovations, the use
of digital technologies, and the emergence of
cyber threats, it is necessary to develop addi-
tional mechanisms to protect and compensate
financial institutions for losses arising from
such risks. In this case, the main task of the sys-
tem for insuring risks of financial institutions
against cyber threats and fraud should be to
maintain the operational stability of the finan-
cial institution, bearing in mind the possibility
of performing critical operations and recover-
ing losses.

Risk insurance of financial institutions against
the introduction of innovations and cyber
threats can be carried out by creating the fol-
lowing systems:

« national insurance system (as a subject of pub-
lic law with state participation);

http://dx.doi.org/10.21511/imfi.18(1).2021.16
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Source: Developed by the authors.

OPERATIONAL STABILITY OF A FINANCIAL INSTITUTION

v

The ability to perform critical operations without interruption

v

Documented procedures (sequence of actions and measures)
for ICT and innovation risk management

—» critical information
assets

Organizational Methodological Technological Administrative
L Structural units Development of an Testing [ ) Control
—» |CT and innovation > information
strategy systems
> Leaders B Audit
Approval of ICT Additional
' ) L and innovation risk Lyl information and Identification
| Responsible parties management policy cybersecurity management
measures
Division of powers N ICT risk resilience Monitoring of data
and responsibilities asses Monitoring the protection and
> vulnerability of IT cybersecurity
N Interaction Regulating platforms measures
mechanisms the procedure
-»  for protecting || Disaster recovery
critical information Automation of system
assets > identification
procedures Procedure for
) responding to
Tools for protectin
P g > incidents and

Reporting on ICT
risk management

threats in the ICT
field

Figure 3. Orientation of innovation risk management procedures in financial institutions

o collective insurance system (by creating a
joint Fund by several participants on the mu-
tual insurance principles); and

« individual insurance system.

The most promising can be a system of voluntary
collective insurance of risks of financial insti-
tutions by creating a joint insurance fund based
on one of the existing insurance companies. The
financial institution is automatically entitled to
compensation for losses based on its legally regis-
tered membership in the Insurance Fund and the
contributions made to it.

http://dx.doi.org/10.21511/imfi.18(1).2021.16

Given the specifics of such a fund, the basic prin-
ciples of insuring financial institutions” risks as-
sociated with the introduction of innovation and
cyber threats should be: joint and several liabili-
ties, reciprocity, proportionality of insurance pre-
miums and compensations, as well as non-com-
mercial nature of activities.

The main governing body of the Collective
Insurance Fund may be the Board of the Fund,
which includes representatives of financial in-
stitutions — Fund participants. Depending on
the number of participants in the Fund, differ-
ent options for forming the Board can be im-
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Insurance system for innovation risks and cyber threats

v v v

Source: Developed by the authors.

National insurance system

Collective insurance system

Individual insurance system

vt

vt

vt

Regulatory and organizational requirements
for insurance of innovation and cyber threat risks

Y *

v

A 4

1. Organization of
an insurance fund
(under the NBU
guidance) on the
basis of one of
the insurance
companies.

2. Organization of
the Insurance
Fund as an
independent
state institution.

Insurance company (selected by the
Collective Insurance Fund members)
Fund Directorate :; Fund Board
Committee for Committee for making
risk and cyber decisions on
threat assessment| | compensation for losses 3.
and damage from the realization of
determination risks and cyber threats

Assignment of cyber
threats risks to
operational risks and
compensation for
losses at the expense
of a capital of the
financial institution.

Individual insurance of
innovation risks in
insurance companies.

Additional individual
insurance in the
collective insurance

system.

Figure 4. Options for organizing a Collective Insurance Fund for ICT and innovation-related risks
of financial institutions and increasing cyber threats in Ukraine

plemented: on a constant or proportional basis,
representative, rotational over a period of time,
etc. The executive (working) body of the Fund
is the Directorate consisting of the specialists of
the insurance company or formed with the in-
volvement of third-party managers. The options
for organizing a collective insurance fund for
risks of financial organizations associated with
implementing innovations and cyber threats
are schematically shown in Figure 4.

The main functions of the Fund’s Board should
include:

1) formation of the Fund’s strategy and policy;

2) admission of new participants or exclusion of
financial institutions from the Fund;
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3)

4)

5)

6)

7)

analysis of trends in the development of the fi-
nancial market, the use of digital technologies,
artificial intelligence, innovation, and cyber
threat risks;

identification and prioritization of important
innovation risks;

forecasting the potential costs of
reimbursement;

developing a general strategy to prevent risks
arising from innovations and digital activities;

determining standards and amounts of indi-
vidual institutions’ contributions to the Fund;

development and approval of a free invest-
ment strategy;

http://dx.doi.org/10.21511/imfi.18(1).2021.16
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9) approval of the amounts of compensation to
financial institutions in the event of risks and
cyber threats;

10) interaction with state regulators in order to

reduce innovation risks in the activities of fi-

nancial institutions;

11) other functions following the approved
regulations.

The Directorate of the Collective Insurance Fund
may perform the following functions:

1) maintaining the register of the Fund’s
participants;

2) accumulation of funds, control of the com-
pleteness and timeliness of the transfer of con-
tributions by each participant of the Fund;

3) risk assessment and calculation of possi-
ble amounts of compensation for the imple-
mentation of cyber threats and risks of using
innovation;

4) organization of insurance indemnity pay-
ments in the event of risks and cyber threats;

5) investing free funds;
6) implementation of the Fund Board’s decisions;

7) analysis of current activities, development of
proposals for the Board of the Fund on risk
management, and improvement of the Fund’s
work.

The assessment of risks and cyber threats and the
calculation of the amount of losses of a particular
financial institution are carried out by a specialized
committee subordinate to the Fund’s Directorate.
The decision to compensate for losses from the im-
plementation of cyber threats and risks associated
with the use of innovations is made by a commit-
tee accountable to the Fund’s Board.

The rates of contributions of financial institutions to
the Collective Insurance Fund should be consistent
with the nature and degree of the financial institu-
tion’s exposure to risks and be sufficient to compen-

http://dx.doi.org/10.21511/imfi.18(1).2021.16

sate for losses in the event of risks or cyber threats. A
portion of these contributions should cover the ad-
ministrative expenses of the Fund (or the insurance
company based on which the Fund was created) in-
tended for the management of the Fund.

To equalize the financial burden on individual fi-
nancial institutions, especially small ones, and their
compliance with real threats and potential losses, it
is advisable to use a proportionate approach in the
Fund’s activities, which should take into account
the size of a financial institution, the type of busi-
ness model, compliance with market rules, etc.

The amount of the insurance premium of a finan-
cial institution should consist of two parts: fixed
and variable.

The fixed part of the contribution can be defined
as a certain percentage of a financial institution’s
total turnover, differentiated by certain groups
and types of activities. Given the peculiarities of
individual financial institutions’ activities, this
standard is calculated for certain groups of finan-
cial companies. So, for banks and credit unions,
the fixed contribution part can be 0.001% of the
volume of loans granted, for financial companies —
0.04% of the volume of services provided, and for
non-bank payment institutions — 0.002% of the
amount of payments made (Table 3).

Table 3. Rates of the fixed part of the
contribution to the insurance fund for certain
groups of financial institutions

Source: Developed by the authors.

Financial Calculation base : Standard
institutions ¢ value, %
mt}gnks o EAmountﬂpf loans glj‘a‘nted ~_o.o01
“‘I'p‘surancueucompauqiues Cost of'i”r)surance pglicies : ....9103
m(';r‘edit unions Volumeu'c‘)f loans gr'g‘nted i 0.001
“‘F‘i“nancialﬂgompar]i'gs Volumemqf servicesmprovided 004
“‘ngnsho“gs """ Volumemc‘)f loans gr'a“nted : ~_o.o01
Private pension funds : Amountl of funds attracted 0.001
"""""""""" : to pension accounts
T i Value of property
T : .01
.... ruust |ns?|:tut|ons“w ; transfe'r‘r‘ed to trust. OO
Non-bank payment Amount of payments made 0.002

institutions

The Fund’s Board should determine the variable
part of the contribution to the Insurance Fund
for each financial institution separately, based
on the type and scale of its activities, the nature
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of innovations, potential risks, the likelihood of
cyber threats, profitability, etc. Both the fixed
and the variable part of the contribution to the
Collective Insurance Fund should be reviewed
annually and approved by the Fund’s Board con-
cerning the complexity, scale, and frequency of
risks arising from the introduction and use of
innovations and the emergence of cyber threats.

The amount of the Insurance Fund can be in-
creased at the expense of profit received from in-
vestment activities, additional voluntary contri-
butions of the Fund’s participants, and individual
voluntary insurance of risks by individual finan-

It is necessary to reduce the risks of innovative
financial service consumers and compensate for
their losses by creating systematic protection of
their rights and interests by complying with the
legislation, rules, and conditions for the provision
of services by financial institutions, improving
the requirements for the disclosure of information
about financial products and services if they are
provided using digital channels, full disclosure of
all risks that a consumer may be exposed to, pro-
viding recommendations on financial awareness,
creating a compensation system for consumers
in case of violation of their rights, and increasing
the responsibility of financial institutions for vio-

cial institutions. lation of rules and unfair market behavior.

CONCLUSION

Based on the study results, specific areas of impact of innovation risks on the activities of financial in-
stitutions and consumers of financial services have been identified.

To maintain proper operational stability and uninterrupted execution of critical operations, the process
of risk management of innovation in financial institutions is specified by types of technological, admin-
istrative, methodological, and organizational measures.

The advantages of the transformation of financial institutions’ activity and the reduction of risks of in-
troduction of innovations based on using the distributed registers are defined. The scheme of interac-
tion of a financial institution with an IT company for concluding “smart contracts” based on the use of
cloud service and blockchain technology is specified.

To expand the sources of compensation for possible losses, proposals for developing a system of collective
insurance protection of financial institutions against the risks of innovation and cyber threats are substan-
tiated. The authors propose creating the Fund for Collective Insurance of Risks of Financial Institutions re-
lated to the implementation of ICT and innovation, determine the options for forming the main governing
body - the Board of the Fund, the procedure for interaction between the Fund and participants.

The value of standards for calculating the fixed part of the contribution is calculated. The methods of
calculating the variable part of the contribution to the Fund for certain groups of participants depend-
ing on the specifics of financial institutions, potential risks, and cyber threats are identified. However,
the issues of equalizing the financial burden and ensuring that the contributions to the Fund corre-
sponding to the real threats of financial institutions are the most difficult and controversial.
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